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Abstract

Besides unexpected growth perceived by IoT’s, the variety and
volume of threats have increased tremendously, making it a
necessity to introduce intrusion detections systems for prevention
and detection of such threats. But Intrusion Detection and
Prevention System (IDPS) inside the IoT network yet introduces
some unique challenges due to their unique characteristics, such
as privacy inference, performance, and detection rate and their
frequency in the dynamic networks. Our research is focused on
the privacy inferences of existing intrusion prevention and
detection system approaches. We also tackle the problem of
providing unified a solution to implement the open-source IDPS
in the IoT architecture for assessing the performance of IDS by
calculating; usage consumption and detection rate. The proposed
scheme is considered to help implement the human health
monitoring system in IoT networks
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1. Introduction

The (CPSs) Cyber-physical systems are usually the
extremely interconnected system that is integrated to
deliver and respond to the innovative functionalities in the
discipline of diverse, including manufacturing, defense,
healthcare, and energy. The advancement of technologies
like Internet of Things (IoT), and 5th generation (5G) are
major players in this research domain. This emerging
technologies and advancement led to the expansion of IoT
architecture including smart grids, smart cities, smart
environment and factories, which has contribution concern
to improve the quality of life to live with a cost-effective
and components, effective manner.

The IoT lays the backbone of infrastructure for the next
generation, enabling future, necessarily urban areas to
develop. For such paradigms, Intrusion Prevention
Detection System is a nontrivial problem that has attracted
many researchers due to a drastic increase of various
security threats in such systems[l]. The use of IoT
networks has in smart environments has further posed
many challenege in terms of security and vulnaerabilities
issues caused by malicious entitites[2]. Additionally, the
recent theory of Gartner’s [3] has also identified the IoT-
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based attacks as the major reason for various enterprise
attacks in 2020, emphasizing the requirement for novel
defense strategies. The threats raised due to their
insufficient protection are special because of the abundance
of such devices in almost every aspect of our lives, devices
with minimum or no security mechanisms expose end-
users to various security risks. Considering an example,
where an intruder somehow gains access to a vehicles
devices/sensors then their data would be at highl risk. Once
the intruder is inside the vehicles network he can easily
spoof the sensors and devices for stealing personal
information like GPRS and credit cards information as
presented by Geer,D. [4].

Moreover the unexpected development perceived by
“Internet of Things” network and sensor technology which
are used for cybersecurity and healthcare, has to develop
the most challenging features principally by the important
increase of vulnerabilities and threads. Despite all the steps
taken to defend the IoT devices from potential threats,
security risk and their problems will remain apparent due
to connecting objects and configuration errors, weak
design of network security, including inefficient and
inappropriate cryptographic techniques, updates, and poor
maintenance.

In the above said emerging threats, to address the required
security challenges for substructures behind the smart
Environments is dominant [5]. Many researches are being
carried out to deal with various aspects of IoT security
challenges including the secure frameworks [6, 7], privacy
inferences, [8] and authentication mechanisms [9].

There are several possible solutions to detect the
abnormalities and intrusion in the real-time network, but
such tools and techniques are not appropriate to secure the
IoT networks owing to their various kind of restrictions
including resource constraint devices, low power
consumption. To protect and secure the IoT networks
IPDS are utilized for monitoring the network traffic and to
observe any single host for preventing malicious activities.
Consequently, to reduce and detect the effects of
cybercrime, the security system essential to be enforced by
conducting real-time surveillance over the WBAN
network for intrusion prevention and detection [10].
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IDPS is an integral part of a typical network security
architecture that provides the reflectivity addicted to all
activities of the system, permitting sensible prevention and
detection to any incident such as malicious activities,
undesired events, and all kind of attack which disturb the
network services. Following Intrusion prevention and
detection system are consider:

In this research paper, we have discussed and highlight the
privacy inferences from existing approaches and also
proposed the IoT WBAN architecture to implement the
Intrusion detection and prevention system which are based
on performance evaluation from the current Open source
IDS/IPS. We deliberated the most popular IDS/IPS and
then measure the performance and proposed the best open
source IDS/IPS for IoT architecture. The selection of such
three IDS/IPS Snort, Bro, Suricata is validated through the
literature review which has considered earlier studies in
the domain, as well as the requirement and characteristics
of each IDS/IPS. An extended IDS taxonomy can be seen
in Figure 1 that include a number of factors in taxonomy
including, IDS architecture, usage frequency, Detection
method, Response to IDS, Audit source data, and

characteristics of Attacks [11]
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Figure 1 Intrusion detection taxonomy

2. Related work

As per experiments performed by Alhomoud, Adeeb
(2011) the assessment on Suricata and Snort by three kinds
of different situations on the high-speed traffic. The result
in table 1.1 shows clearly that the Suricata performance is
much better then snort using FreeBSD and Linux 2.6 when
we compare with the virtual Linux in the case of packet
drops. Conversely, the Snort results in table 1.2 are much
better than Suricata in FreeBSD, the comparison shows the

CPU usage which Suricata is high utilization than as
compared to Snort. The authors recommend Snort is the
best tool in detection rate as compare to Suricata [12].

Table 1.1 Suricata and Snort on different platforms in Packet drops
rate

Platform Suricata Snort Ref#
FreeBSD 43.6% 3.24% [12]
Linux 8.9% 31.43% [12]

Table 1.2 Suricata and Snort on different platforms CPU usage rate

Platform Suricata Snort Ref#
Linux 68% 27% [12]
FreeBSD 24.5% 21% [12]

P. Mehra, et al. [13] proposed the comparison study on the
Bro and Snort. He presenting by starting the common
evaluation on Snort and Bro and their overall structure, his
proposed comparison based on some parameters including
Flexibility, Capability, and Speed. The Bro tool is much
better to run in the high-speed network as paralleled to
Snort, however, Snort can be run and use in all kinds of
OS due to GUI interface, as it is very easy to deploy. The
authors did not include the detection rate and CPU usage
consumption comparison because it is limited to
requirements on each intrusion detection and prevention
system.

Sforzin, A., et al. [14] (2016). Proposed another IDS for
IoT architecture using Snort IDS and Raspberry Pi, by
using this approach named RPiDS, the authors perform a
report on the memory usage and CPU consumption rate
via Snort upon this Raspberry Pi with various snort
configurations, the results indicate that Snort has never
achieved 100 percent usage, so a Raspberry Pi will host
Snort IDS and make the technique conceivable. The
results suggest that Snort has never achieved 100% usage,
since a Raspberry Pi can host Snort IDS and make the
strategy feasible to build a new IoT IDS architecture
based on the existing resources, but the authors did not
equate snort to those other open-source IDSs such as
Suricata or Bro.

Sheikh, N. U., et al. (2018) Proposed another lightweight
signature-based IDS which is inspired by the current Open-
source Snort, Suricata, and Bro for IoT. [15] The new
proposed IDS principle is to link strings with signatures
that are configured in the IDS repository. The author
suggests four-layer architecture; Pattern Generator,
Signature Generator, Intrusion Detection Engine, and
Output Engine. The above-said module testing performed
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using the offline KDD cup 99 datasets. It remains resigned
for the lightweight, but still, the result indicated that the
output of IDS is high rate False-positive owing to the
signatures with mismatching.

[16] Nam, K. and K. Kim (2018), proposed the SDN
based IDS using Suricata, the authors first present the
requirement of SDN security, and Suricata marked as a
necessity for SDN based IDS, the methodology
depends on Suricata integration and analysis using
traffic replication, this process copies and transfers all
packets that go through the networking devices to a
particular server on which Suricata is mounted. As
proposed nam, k. and k. Kim (2018) show through
Suricata are sent to the OpenFlow tool that blocks the
intrusion automatically. Compared to the other current
ones, the paper did not state any justification for
Suricata IDS' selection.

As proposed by [17] Bouziani, O., et al. (2019). A
comparative study in duration attack detection using
open-source IDSs such as Snort, Bro, and Suricata, the
research approach was based on detailed simulation of
such attacks and against three IDSs. Including (Simple
LFI, Ping of death, packet Splitting, malicious traffic
using Payload and Nmap), The results indicated that
each IDS seems to have its detection feature, neither of
the 3 Intrusion Detection system is regarded as the best
because each has different detection -capabilities.
Conversely, Bro has measured an important tool for

Source of Privacy-Sensitive Data

administrators because he gives an overview of
network operations, it does not assume it has a high
detection rate, it just displays the network traffic better
in a logical manner while analyzing them.

3. Privacy implications of IDS

It has been observed that information sensitivity and
privacy in the Intrusion Detection System can originate
into three kinds of sources in data sensitivity or privacy;
input of IDS data, data build in IDS, and data generated by
IDS. Salman Niksefat, et al. (2017) [21] discuss the
possible privacy issue and also their sensitive fields in
individual sources. The fields of privacy conclude by-laws,
the demands, and policies of privacy. Furthermore, the
requirement of privacy fields can also have been divided
into central classes: privacy-preserving identifier fields
including IP address, user-name, and other non-identifiers
data, including; hostname, URLs, Time-Stamp, Payloads,
normal profiles, attack signatures, other non-identifiers.
Perception concerning these two groups is expedient in our
classification, as different kinds of techniques are
mandatory to fulfill them, The Source of Privacy and
Sensitive of data is define in following Figure 2.
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A. IDS input

The input to any IDS is any type of information including
network traffic, log files that are identified or forwarded to
the IDS for detection of intrusion. The data input of IDS
might encompass identifying fields including, username,
IP addresses, Hostname, or all kinds of credentials like
passwords.

B. IDS built-in data Works and privacy issues

As proposed by Lundin et al. [7] anomaly-based intrusion
detection system that could evaluate the data although
maintaining the anonymity of regular profiles.The
recommended techniques are restricted to pseudonymization
of hostname, IP address, username only and, there is not any
solution specified for other kinds of privacy-sensitive data.

Trousset et al. [22] introduced Secure Algorithm Execution
ensuring (SAX) a secure technique, in which personal
information and services are not exposed while intrusion
detection. The objective is that IDS may exchange data to
other IDSs for evaluation and at the same time maintain the
privacy of both data and signatures of IDS. Many limitations
exisit in this research, at least four parties are required to
support private computing: two separate non-colliding agents,
a processing site, and a monitoring site. This assumption limits
the application of such a method throughout the absence of
trust. To overcome these shortcominghs, Niksefat et al. [21]
proposed a signature-based IDS for privacy-preserving that
transform the signatures into DFA (Deterministic Finite
Automata). The Private payloads were further evaluated
against DFA in special secure two-party computing protocols
in a quiet way that IDS client does not learn anything about
input information and finding of the analysis. Conversely, as
mentioned earlier, the technique is computational intensive
due to the extremely low computational cost of the underlying
cryptographic building blocks.

C. Evaluation Measure

Accuracy, False Alarms, detection rate were tabulated and
considered to calculate the any model performance. As Table
1.3 depicts the comparison of IDS privacy tools and methods
to evaluate the performance metrics in terms False positive
(F.P) and False Negatives (F.N). FP means real attacks
information is categorized equally normal. Similarly, false
negative actual attacks information classified as normal.

Table 1.3: Privacy comparison False positive (F.P), False Negative (FN)
computational and techniques

Method Computational (F.P./F.N.?)
overhead
Hash functions: Very Low No
Bloom filters: Medium Yes
Z-strings: Medium Yes
Homomorphic Very High No

Enc:

S.M.C protocols: Very High No
Pseudonyms: Very Low No
Concept Low YES
hierarchies:

Differential Depend No
privacy:

D. discussion and Analysis

The technique requires the provision of integrated data
inside the IDSs, including signatures and normal profiles,
making techniques more complicated and computational
complexity.Table 1.4 presents a comprehsensive survey of
recent researches.

Table.1.4 comprehensive survey and contribution of all papers
published 2017-2020 in IoT security and privacy

Authors [Ref.] Year IoT IoT Block-
privacy security  chain

Kshetri et al. 2017 ¥ x v
129]

Reyna et al. [35] 2018 x v v
Banerjee et al. 2018 x v v
[30]

Sharmeen et al. 2018 % v x
132]

Restuccia et al. 2018 * v x
[31]

Khanetal. [34] 2018 X v v
Panarello et al. 2018 v v
[36]

Kumar et al. 2018 V¥ v v
[37]

Kouicem et al. 2018 Y v v
[38]

Zhuetal. [39] 2018 ¥ x v
Xiao et al. [33] 2018 ¥ x x
Hassija et al. 2019 x v v
[41]

Chaabouni et al. 2019 x v x
[40]

Costa et al. [42] 2019 * v x
Ali et al. [44] 2019 v v v
Wang et al. [43] 2019 v v
This Survey 2020 ¥ v v

IV.  Proposed

A. Privacy-Preserving techniques in IDSs

Different methods may be employed to meet the data
privacy needs of IDS, where each technique has its pros
and cons. Some strategies can increase the false negative
and false positive rate of IDS, or all others can affect the
output of IDS
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B. Type of Data

IDS can be categorized based on data and information
being used for detecting malicious activities.
Information gathering during the identification of the
correct type of data not only impacts the network
efficiency but also affects user privacy and personal
information. For example, it is very easy to trace the
owner of an IP-address if the system utilizes IP-
addresses to evaluate the behaviors of devices. The
following challenges identify in the above said.

1. The Information type that is used to identify the
optimal performance in detection rate.

2. Privacy and protection of network users, there
are two type of data used by current IDS to
classify malicious actors
L Network trace data
IIL. Data log of application layer

The Data log of the application layer is normally associated
with the precise kind of information sets. The type of data
would include device architecture details and could help for
fingerprint in malicious devices. The Network traffic log is the
second type of data, similarly IP address and traffic trace
provides more details about device activities. Moreover,
payload can be considered as another data type, which
exchanges all information of user between the devices
including, metadata, temperature reading, heart beat, web

page.
C. Architecture of System

An IoT intrusion detection approach can perform in two
modes: Standalone system, and collaborative system. The
stand-alone detection systems are focused on observing traffic
patterns in an ISP or a network domain. Such a system
operates independently with a network service provider. The
standalone system did not keep all the information about the
user behaviors and domain consequently. IT could be
completely circumvented using smart attacker and stealth
method, i.e monitoring network traffic to another domain
while targeting large numbers of domains at the same time.
To encourage the creation of a collaborative network, an
efficient IDS is required to recognize the collective actions of
nodes across different domains.

The collaborative solution further divided into two type of
groups: (1) “centralized” which alert data from domain
collaborators is communicate to a centralised system that
identifies traffic sender activity by observing traffic patterns
across multiple domains, in (2) the decentralized and
distributed settings: here alert info of each service provider
(SP) is shared and transmitted in a fully distributed manner
without a centralized coordinator. The main challenge
concerning the design of collaborative IDS/IPS is regarding
information used for detection to protect the privacy. The ISP
(Internet service provider) or domain are unwilling to share
information of the users with each other while they risk the
privacy of various customers. A trusted centralized authority

can resolve privacy issues if the central authority guarantees
that the data they generate cannot be misused or leaked.
Moreover, usage of cryptographic approaches or noise data
addition could reflected to anonymize user information;
nevertheless, this will be expected to massively increase
bandwidth requirements and computational time.

D. Analysis

Throughout this portion, we discussed the privacy inferences
of IDS in IoT networks and open challenges in security and
privacy as shown in table 1.5. The most important concerns
are, the information type used for collaboration, and the
architecture of the system. Firstly, the intrusion detection
system architecture specifies whether an individual transfers
the information in the detection system. The detection system
must install on the end-user devices, such (IoT devices), and
also install at the edge point router (smart home or network
entry point) control locally using record information from a
single source. The standalone system can only be used for
information from a single source. Hence, it does not have high
accuracy and performance. After all, the collaborative method
operates on a centralized architecture, as mentioned in [18, 19,
20]. The protection of integrity and privacy of information
envisioned in a centralized setup. Still, this might not be
possible since an attacker may violate the privacy and integrity
of all collaborators must breach only one device. Moreover, a
centralized system presents other security challenges such as
single-point-failure.

. The data transmission to other stakeholders is
highly risky for privacy in a centralized system.
Throughout this environment, four approaches
may operate in the collaborating system.
Transmission of raw information to a centralized
system or further devices, which process all
information to make significant decisions. There
is no privacy preservation in this technique as
information may be revealed to other individuals,
thus increasing computational load.

. The transmission of processed data, such as
exchange of host or IP address traffic statistics,
often brings a privacy threat, however without
demanding considerable additional resources

. Encryption on information exchange requires
the privacy preservation, but on the other hand
needs extensive computation for the
transmission of encrypted data.

Table 1.5 Privacy and security open challenges.

Security Challenges

Privacy Challenges

Security in CIA triad in
IoT system addresses

User information privacy
addresses

Encryption/decryption
both algorithms are being

Third-party restricted to
use the data without user

used in the security of IoT permission
Data confidentiality Domain data
confidentiality
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Choose, how, if, and what
whom type of information
is need to shared

Create assurance and full
confidence in data

A. IoT based WBAN
[oT 's primary objective is to make human life a little easier
and conveniently facilitate the interactions between the
environment and human health. Funding on IoT applications
and also wuse cases is exponentially growing, with
approximately 256 billion U.S. dollars divided into various
areas by 2020.

According to Boujrad, M., et al. (2020) domains are
characterized into 6 classes as shown in table 1.6.

Table 1.6 Domain and Classes

Sr  Domains Classes
#
1. Mobile Awareness about route, traffic,

pollution, etc.

2. Utilities Saving cost and time

3.  Environmental
monitoring

River height, Wind, Rainfall

4. Smart
City/Home

safety and security for the owners

5.  Smart Business  tracking goods and assets

6. Healthcare identification of patients and stuff

In this research paper we are going to proposed IoT
WBAN through applying OpenOSource IDS/IPS on
WBAN architecture which is bases on Four layers
attractive in to the consider the specification of
individually layer.

B. Wireless Body Area Network (WBAN)

A WBAN is a singular kind of WSN that is related to the
human body, where little sensor nodes were positioned on
the body of the patient compared with the conventional
wireless sensor network. A lightweight, low power,
wearable, or implantable sensor node is the key
requirement of any WBAN. A WBAN consists of a
collection of non-homogenous sensors and medical
equipment that play vital role in patient health monitoring.
A radio frequency-based WBAN Technology for wireless
networks that interconnect measuring devices (Sensors)
that are applied on or in the human body. Continuously
calculating biological systems including biological
functions, Blood pressure ECG for heart rate, electrical
activity, temperatures, and sensors of motion. To inform
these sensors are used for better and quicker, health
parameters for a remote service center Diagnostic
medicine. It is important to help regulate the condition of
the body across daily activities despite having to lie in bed
by sending continuous data that can be analyzed by
middleware. In this study, in this paper, we adopt four-
layer architecture to reflect the IoT architecture

C. Open Source Intrusion Detection Systems:

We have presented various open source IDS as shown in
figure 3 and performed in depth comparison of each.

Open Source
1DS

Figure 3. Open IDS

Snort:

Snort is a network intrusion detection tool that developed
in 1998 by Martin Roesch. The Snort is a multi-platform,
lightweight, and commonly used open-source that is a very
fast intrusion detection tool that detects the attack and also
prevents in real as well as a virtual environment. Snort is
not only a rule base but also works as signature base IDS,
which produces alarms on the base of a predefined set of
rules, to preprocessing the network traffic after capturing.
The Snort also provides an opportunity to download the
signature of attack by their official source and also can be
used by the network engineer to detect such kind of
attacks. The Snort not only analyzes the network traffic
can also be used for network packet sniffer, packet logger,
content matching, analysis of protocols, and typically often
used dynamically impassively detect or block the range of
attacks, such as buffer overflows, Stealth Port-scan, web-
application attack, SMB probes, the attempt of
fingerprinting on OS (operating system). Figure 4 shows
the basic building blocks of snort.

Detection

Sniffer Preprocessors engine

~

determine
packets packets / paclet rules alerts/log
behaviour

i

<H1TP plug-in.> < rulesets > <userinteﬁace>
sfPortscan

Figure 4. Working of Snort

Output
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Suricata:

Suricata is also an open-source GUI tool developed in
2009 and released in 2010 by OISF (Open Information
Security Foundations). It is the same as Snort but one of
the main functions of Suricata is multithreading, which is
extra efficient and scalable than Snort because Snort works
on Single-thread. SIEMs, databases, and JOSN for the
output and input files to ensure good integration with such
tools, including as used by Suricata YAML. Due to its
GPU acceleration and its multithreading competencies,
Suricata's  workload is often  distributed. = The
multithreading function is scalable and more powerful than
Snort. Since Snort only works with Single Thread, it is
costly to have such powerful and strong capabilities
because significant amounts are required to execute the
project smoothly as shown in Figure 5.

Runmode for
a peap device
peckeiool pickup-queve decode-queus
Detect
Thread 1 /\
Caplure Decode Stream ,
Method Theead Theead '
Detet
Thvedn

Figure 5. Suricata IDS/IPS workflow

Zeek (Bro):

Bro was develop by (Vern Paxson) in (NRGLBN)
Laboratory, Bro IDS also can monitor network traffic as
well as analyses; it can detect using the anomaly-based
detection technique. Bro IDS is one of exclusively IDS
only that has functioned as an Intrusion prevention system.
Bro can also use to run on the UNIX operating system.
Bro work on multi-layers’ exploration by packet, captured
matching with events and signatures for all kind of
possible attacks, to produce logs the Bro performs rule-
based scripts on stream events as represented in Figure 6.

Logs‘[ INotilicatian

Policy Script Interpreter

A

Events

Event Engine

ES

Packets

— ) 1+, S—

Figure 6. Zeek workflow

Yara

Yara is open-source, multi-platform and host-based IDS
designed for malware researcher use to classify the
samples of malware, misused recognition yara used as a
detection method. This tool is use to write patterns in their
own rules of language that are formerly examined for in a
scanned file as discussed [23]. The rules of yara contain
into two logical-parts, conditions and strings. The
condition part guides how they're being paired and the
String could be binary, regular expressions, text.

a. Security threats analysis:

Issues related to security are growing at multiple levels of
different forms, including new threats and vulnerabilities.
Due to rapid development of the IoT sector and increase in
usage of IoT worldwide, the associated threats have also
emerged [24]. As per a recent report by OWASP the IoT
projects top level 10 security anxieties to avoid when
creating, deploying, managing, or using in IoT environment,
that security concerns are based on an investigation of all
collected information provided via their experts and
professional from the Security industry. The following list
contains the major issues in the IoT environment depending
on a different level of Internet of things architecture:

A\

Guessable, weak or hardcoded passwords
Network services insecure

Ecosystem interfaces insecure

Shortage of secure mechanism update
Outdated components or use of insecure
Privacy protection insufficient

Insecure Storage and data Transfer
Shortage of device management

Default setting Insecure

Shortage of physical Hardening

VVVVYVYYVVYYVYVYYVY
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Parameter Intrusion Detection/Prevention System
Snort Suricata Bro
Multi-thread: No YES YES
Operating System: All All All
Developer: Source-fire Open information security NRGLBN lab
foundations
Rules: SO rules, VRT Rules, Pre- Emerging threats rules, VRT Emerging threats rules,
processor Rules, Emerging Snort Rules Snort Rules,
Threats rules
Installation: Using packages, or manual Manual or using package Manual or using package
User-friendly: Provide solutions to common Less Less
issues and More
Documentation: Well-documented Not well-documented
Cost: Commercial Version has a Free Free
price
GUI: Large number of compatible Very-Few
High-speed network support:  Not present Present Present

b. EXPERIMENTAL RESULTS:

Table 1.6 summarizes assessment of three open source IDS.
Moreover, we use three metrics of performance to compare and
calculate the performance of three IDS named (Snort, Suricata,
and Bro) in different test circumstances. The following selected
parameters are those metrics, which are purely base on the
impact of the performance of any Intrusion Detection System.
Following parameters are select for evaluation:

Packet drop: the total number of packets, which
remain, dropped and not checked by IDS tools. It shows the
less performance of IDS tools if they give more values of
drop packets.

CPU utilization: It depicts total
processing cycles utilized used by the process.

amount of

Memory Utilization: it is the total quantity of
physical memory consumed by the process.

In an attempt to validate the effectiveness of the open-source
IDSs, selected two different experiments were perform:

1. Detection Performance:

It is also not sufficient to have robust intrusion detection to
analyze the performance of the IDSs, bypassing infected and
normal packets into them and see how many infected packets
will be detected by each of the three IDSs to determine the
message (Alert/ report) provided by each one, although that is
not enough to detect without giving the true value of the
intensity of the attacks as depicted in figure 7.

2.

Usage Consumption:

The usage consumption test required if we have to implement
the IDS on the Gateway level, it should not have required
much, considering the limitations of all kinds of resources.
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16,67%
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8138%
8000% 778%
51,85%
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Malware DNS exploit

33,34%

,67%

58,34%

Routing attack

41,67%
33,34%N33,34%

SQLinjection Do$ attack

WSuricata W Snort WBro

Figure 7. Summary of detection rate of Suricata, Snort and Bro on the

different attacks.

Memory consumption

12

snort Memory %

——suricata Memory %

15 18 21 24 27 33 36 39

bro Memory %

Figure 8. Memory Consumption
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Table 1.7 list of Security attacks, issues and challenges in current IoT environment

IoT layers Security Issues/Attacks Security Parameters REF #
Perception layer Fake node, Node Capture, node mass authentication, key Integrity, 50
management and cryptographic algorithm Confidentiality,
authentication
Middleware layer  Problems of cluster security, Spoofed and DoS attacks, replayed and  integrity, 47,48,
altered routing information Authentication 49
Network Layer Smart decision-making processing of large data, control suspicious Confidentiality 46
information, attack using malicious code, multi-party authentication JIntegrity
Application Issues in authentications and information access, recovery and access control, 45
Layer protection of data, software vulnerabilities, spear-phishing, clone and Information privacy

reliability attack

CPU Consumption

=—snort CPU % ~———suricata CPU% ===—bhro CPU %

Figure 9 CPU consumption

In this experiment, we can see the result, Suricata is the best
intrusion detection system between the above said IDS/IPS,
given the fact that in certain vulnerabilities including DNS
exploitation it reported less rate of detection, it is still the
effective way to generate an alert message that best describes
in this circumstance. We select Snort for the same purpose as
the second one IDS, Bro is quite constrained to the response
generated while discovering vulnerabilities. The Snort was a
less consuming IDS among those in CPU with 0% when it
became stabilized and 3 to 7% of memory. Suricata has been
less intensive than Bro throughout CPU use at 1% when it
became stable relative to Bro, which stayed at 5% as shown
in Figure 9. Although at the preliminary step Suricata is
almost overloaded by itself 1 core if CPU after passed the
launching point. Suricata works with a multi-core that
explains their low consumption. The usage of Memory; Bro
was less consuming unlike Suricata at 4 to 8% especially in
comparison to Suricata at 7 to 4% as represented in Figure 8.
For even a resource-restricted platform that we might suggest
using Snort, therefore Suricata would be the best alternative if
there is no restriction of the resource.

c. WBAN Four layer Architecture

Table 1.7 summarizes list of Security attacks, issues and
challenges in current [oT environment.
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Perception layer:

The physical layer also called the Perception layer, this
layer is composed of IoT devices such as actuators, sensors,
and controller. This layer used the sensor sensors including,
Bluetooth, RFID, 2-D barcode, and Near-Field
communication the devices are made-up of different types
including (smartphones, Mobile Devices, Tablets, Single-
board computers, microcontroller units). This layer gathers
environmental details including, vibration, location, humidity,
temperature parameters.

Network layer:

Main connectivity layer that defines a different kind of
protocols and communication network such as, Bluetooth,
Lora, WiFi) used for the connectivity, playing a role as the
edge where the data collected could be managed. The
network layer’s aims to expend communication far beyond
BAN. The network layer allows WBAN to work by public
network on the internet, including Wireless sensor
network, data center, external servers, health monitoring
system, etc. Through appropriate routing protocols, the
WBAN data will sent efficiently to remote locations for
health monitoring purposes [27]. The functioning and
routing protocols of the network layer intends to take account
of factors including data-centric technique, low-power
consumption, data aggregation attributed-based addressing
and fusion, etc. [26].

Cloud/ Middleware layer:

This layer implements a distributed architecture where IoT
information is processed or analyzed before it could be
transfer to the application layer. This layer exploits the
development of technology such as data, cloud computing,
and big data processing. The above-said layer has some
advanced features of massive processing of data later it
became difficult often to handle a large amount of data
[52]. Moreover, filter the malicious data, dealing with
suspicious information, and recognize valid information is
one of the major problems in the middle layer [51]. The
intruder could easily modify the information using
malicious data and can acquire valid data lists or network
information and ccan trigger system crash.
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Figure 10. Secure WBAN Proposed architecture

Application layer:

The Application layer provided the facility of interface
managing for WBAN data querying and managing. In
furthermore, such a layer is also answerable for time
synchronization and node localization. The application-
specific is the implementation of the application layer in
WBAN, but the most important feature of the application
layer in the WBAN context is to ensure a secure
environment for remote access to sensitive medical
information [28]. Such a layer provides visualization of
data given by IoT devices: essentially, this system includes
personalized services that meet user needs.

Through, Suricata implementation on the Middleware
layer, combined with Snort has been introduced on
Gateway/network layer; we have introduced new approach
that is based on current Open-source IDS/IPS, which
would detect the intrusion on WBAN framework.
Considering all requirement of IoT system and through
performing a complete review of the most prominent but
successful existing IDS/IPS: Snort, Suricata, and Bro, the
very last one has been dropped because it has not shown
any significant results as compare to other two IDSs. The
decision of wusing such open-source IDSs were
demonstrated by the fact that they are rules / signature-
based which indicates that they can detect all current
attacks and their signatures remain stored in the
knowledge base, nor do they produce any false positive or
true negative compared to other methods of IDS (anomaly-
based, specification-based), that were very significant in
WBAN frameworks.

V. Conclusion

This paper examined up to date intrusion detection
system focused on memory usage, privacy concerns and

CPU of IoT metrics implementing suricata joined with
Snort on the cloud layer which implement on
gateway/network layer, manage to offer a new approach
on existing (open source) IDSs, it can detect anomalies on
WBAN system taking into consideration all specification
of IoT system. By doing an extensive study on Open-
source IDSs: Snort, Suricata, and Bro. Bro and Snort have
different functions and, they behave differently in terms of
architecture and functions. Suricata has a multi-threaded
architecture that requires more memory and CPU
resources than Snort. The purpose of thesis open-source
IDSs was that they detect all the standing attacks because
of their rule/Signature based nature. As compared to other
IDSs they do not generate any false positive or true
negative (anomaly-based, specification-based) and, a
signature is stored in the knowledge base, which is vital
criteria for WBAN systems. Figure 10 presents a secure
WBAN architecture.
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