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Summary

Smart grid (SG) software platforms and communication networks
that run and manage the entire grid are increasingly concerned
about cyber security. Characteristics of the smart grid networks,
including heterogeneity, time restrictions, bandwidth, scalability,
and other factors make it difficult to secure. The age-old strategy
of "building bigger walls" is no longer sufficient given the rise in
the quantity and size of cyberattacks as well as the sophisticated
methods threat actor uses to hide their actions. Cyber security
experts utilize technologies and procedures to defend IT systems
and data from intruders. The primary objective of every
organization's cybersecurity team is to safeguard data and
information technology (IT) infrastructure. Consequently, further
research is required to create guidelines and methods that are
compatible with smart grid security. In this study, we have
discussed objectives of of smart grid security, challenges of
smart grid security, defensive cybersecurity techniques, offensive
cybersecurity techniques and open research challenges of
cybersecurity.
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1. Introduction

Research and development into smart grids (SG) are
accelerating quickly as the traditional grid moves from a
conceptual model to a deployment phase. The national
institute of standards and technology (NIST) defines a
smart grid as the incorporation of information and
communication technologies (ICT) into the electrical grid
[1-2]. Utilities, ICT developers, and consumers can utilize
and operate the modern grid in an efficient and economical
manner by installing and integrating distributed and mixed
renewable energy resources closer to the consumption
premises [3-8].

Power flow in the smart grid is bidirectional, allowing
utility companies and consumers to share power over
two-way communication networks [9-12]. The electrical
grid is no longer primarily owned by utilities. According
to the NIST conceptual model, there are seven domains
that make up the smart grid: markets, service providers,
operations, transmission, consumption, and bulk
generation [2], [13], [14]. To effectively operate the smart
grid, technical shareholders use a number of
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communication networks and software programs. Various
shareholders of smart grid and the attacker’s observation
on communication channel among them, is depicted in

figure 1.
-]

= [FEEESN
System Computing Data e
management infras;cructure agalytics acxer
Mobile Distributed
devices energy sources

o
In"home smart
appliances

Grid and s@b- Smart®nergy
station devices meters

Fig. 1: Attacker’s observation on communication system of power
network

Over the past two decades, cybersecurity has
developed into one of any organization’s most crucial
components. The world has changed, bringing with it new
technological developments and perils. Malware assaults
and account theft account for more than 55% of all
cyberattacks [15-16]. Malware injection makes up one of
the most prevalent types of cyberattacks, making up 39.3%
of all cyberattacks in 2019 [15]. In order to safeguard the
smart grid infrastructure from both internal and external
threats, electric utilities need to invest more in developing
a robust, reliable, efficient and effective cybersecurity
infrastructure. Data protection for businesses is more
crucial than ever, so they should give greater consideration
to all aspects of cybersecurity. These include all around
cybersecurity, offensive cybersecurity, and defensive
cybersecurity. Various sources of cyber security threats
are shown in figure 2 and a few prominent cybersecurity
threats are shown in figure 3.

Two main categories of cybersecurity measures for
smart grid are defensive cybersecurity and offensive
cybersecurity. In this study, we have summarized
objectives of smart grid security, pertinent literature on
defensive and offensive cybersecurity and open research
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challenges for implementation of cybersecurity in smart
grid domain. Main contributions of this study are
mentioned below.

1) Security objectives of smart grid

2) Defensive cybersecurity techniques

3) Offensive cybersecurity techniques

4) Limitations of defensive and offensive cyber
security techniques

5) Open research challenges of cybersecurity in
smart grid
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Fig. 2: Prominent cyber security threats to smart grid
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Rest of the paper is organized as follows. Section 2
discusses the objectives of smart grid security.
State-of-the-art literature on defensive and offensive cyber
security is presented in section 3. Critical analysis
defensive and offensive cyber security techniques and
open cybersecurity research challenges of smart grid are
discussed in section 4. Finally, section 5 concludes this
study along with future research directions.

2. Security Objectives of Smart Grid

A vast number of interconnected devices make up a
smart grid. The smart grid exchanges two types of data:
information and operational data. Where; the information
could be the power consumption bill, historical data,
logging, and reporting etc. and the operational data could
be related to electric supply companies, capacitor banks,
transformer’s data, current load, voltages, circuit breakers,
relays status etc. [17-19]. A high level of cyber security is
required to protect the power system against potential
deficiencies of the power system and blackouts. Main
security objectives of a modern power system are briefly
described below.

2.1 Confidentiality

Smart grid networks facilitate the information with
varying levels of privacy and sensitivity, ranging from
consumption data to personally identifiable information
about consumers. Preventing unauthorized individuals
from accessing data in order to safeguard individual
security and privacy is called confidentiality.

2.2 Integrity

The smart grid’s loss of integrity could alter sensor data
and product formulas, which could have an impact on
power management. Preventing unauthorized users from
changing information or a system is known as integrity.

2.3 Availability

Timely information access within modern grid system is
described as availability. Loss of availability could have
an impact on electricity delivery since authorized people
might not be allowed to access. Denial of service (DoS)
attacks may hamper availability.

2.4 Authentication

Authentication is related to communicating entities
that are consumer and utility (electric supply company). A
gap in the authentication of humans and machines could
allow an attacker to obtain sensitive data or allow
unauthorized devices to exploit the smart grid’s resources.

2.5 Authorization

An authorization system is necessary to ensure proper
management of information and resources. Granting
system access and requesting permission (also known as
access control) to the variety of devices and people is
known as authorization.



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.12, December 2022 31

2.6 Non-Repudiation

Ensuring that a system’s or user’s performance of a
certain action cannot later be revoked is known as
non-repudiation. When important assets and data are at
stake, non-repudiation becomes a serious problem.

3. Literature Review

Research community has put in a lot of efforts in
cybersecurity domain to protect IT asset throughout the
world. Many cyber security techniques have been
proposed which can be used to protect smart grid
infrastructure. Main categories of cybersecurity techniques
are described below whereas; taxonomy of cybersecurity
literature is shown in figure 4.

1) Defensive cyber security techniques
2) Offensive cyber security techniques

3.1 Defensive cybersecurity techniques

Defensive cybersecurity is a strategy to lessen the
effects of assaults and keep attackers away from the
network. The IT system must have the fewest feasible
network vulnerabilities for defensive cybersecurity to
perform well and prevent interference from outsiders.
Many network attacks have gone undetected for days or
even months because to defensive cyber security’s
inability to stop zero-day malware and sophisticated
persistent attacks in real time. Table 1 summarizes the
pertinent literature on defensive cyber security techniques.

The authors of [20] presented a paradigm based on Al that
mimics adversarial, competitive co-evolution processes for
cybersecurity scenarios. In order to combat an aggressor,
the authors have created defense tactics. Simple
application situations have been addressed by the authors,
but complicated ones are not provided.

A study on the variety of attack persistent threats (APTs)
to penetrate corporate ecosystems has been published in
[21]. In order to safeguard the supervisory control and data
acquisition (SCADA) system, authors have suggested
combining multiple security measures. The impact of
APTs on SCADA systems has only been studied by the
authors.

In [22], use of artificial intelligence is considered in the
context of cybersecurity protective measures. The
application of Al in antivirus systems, APT, intrusion
detection, spam and phishing detection, etc., has been
discussed by authors. This research is useful for
evaluating the use of Al to defensive measures, but the

authors did not suggest any novel artificial

intelligence-based defensive strategy.

The goal of study at [23] was to analyze the big data
generated by cyber incidents in order to find patterns,
correlations, and other pertinent evidence for cyber
occurrences. The authors have shown how big data
analysis and Al work together to strengthen cyber defense.
Only an overview of the use of Al and big data in cyber
protection is given in this study.

The management and support tool for cyber security
exercises has been described by the authors of [24] for
those working in cyber defense of any domain. The
Swedish Defense Research Agency's CRATE Exercise
Control (CEC) instrument is utilized in this work to
demonstrate its application and requirement. This research
demonstrated the actual use of a training tool for cyber
defense specialists.

3.2 Offensive cyber security techniques

Main objectives of offensive cybersecurity techniques
are to use deliberate, well-thought-out, and exact
arrangements to conceal the real network, to learn about
the intruder's thinking and delay his attempts to establish
situational awareness. Offensive cybersecurity techniques
are being widely used in the world and these can also be
efficiently and effectively applied to safeguard power
system against cybersecurity threats. Table 2 summarizes
the pertinent literature on offensive cybersecurity
techniques.

An Active Deception Framework (ADF) that offers an
open environment for creating advanced cyber deception
applications has been presented by authors of [25]. ADF
offers sensors that track adversary activity in real-time,
assisting in the development of active deception tactics.
Additionally, the management application programming
interface (API) facilitates automated low-level network
setups. Real-time response of ADF makes it suitable to be
applied in smart grid domain.

For industrial control systems that can be utilized to secure
power systems, the Decepti-SCADA framework is
proposed in [26]. The purpose of the Decepti-SCADA
framework is to trick a network thief into thinking they are
speaking with genuine supervisory control and data
acquisition (SCADA) systems. Consequently, slowing
them down and simultaneously alerting security analysts to
the existence of an intruder.
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Table 1: State-of-the-art literature on defensive cybersecurity

Paper] year| Description of Research

Approach

Limitations

[20] | 2018| AI based framework to recreate adversarial | Proposed defensive strategies

competitive co-evolutionary processes

Considered simple use case scenarios  but
didn’t include complex ones

[21] | 2019] Study about the spectrum of attack vector§ Proposed multiple security solutions to se] Only
cure the SCADA system

and analysis of pertinence of IDS

nvestigated  the
Advanced
Pertinent Threats APTs for SCADA

impact  of

[22T [ 2020 A survey paper about the use of artificia] Discussed applicatic ]
intelligence in cybersecurity defensive mea{ systems, APT, intrusion detection, spam and nique with Al
sures phishing detection etc.

lication of Al in Antivirug Did not proposed any new defensive tech

[23] | 2019| To detect patterns, correlations, and other| Demonstrated that big data analytics and Al Only overview of of the AI and big datd
useful evidence for cyber events | collectively canimprove cyber defense | 1n

collected through cyber incidents

cyber defense

[247 | 2020| Described cyber security exercise manage{ Used CRATE exercise control (CEC) tool Only implementation of a training tool
no

ment and support tool

Cyber deception is used in [27] to re-balance the actions of
attackers and defenders. Authors have modeled the use of
cyber-deception by the defender on the perception of the attacker
using notions from game theory. Despite the employment of Al
in this research, the authors failed to demonstrate how game
theory actually works. The ability of honeypots to fool intruders
may be improved by the method for creating phoney data
described in [28]. Authors have suggested a Deferentially
Private Synthetic Data Generation (DpSyn) methodology
to produce synthetic data using deep learning. The
suggested model is incapable of learning on its own.

In [29], it is shown how a player’s perception
influences their decision-making when selecting the
optimum strategy based on hyper game theory. Stochastic
Petri Nets were used by the authors to simulate a
straightforward cyber game scenario and provide an
example probability model. The proposed paradigm did
not enhance the powers of cyber deception. Authors have
conducted a thorough analysis for cyber deception
methods in [30]. Authors have studied high-level
deception plans and tactics and talked about cyber
defensive tactics using game theory modeling. They came
to the conclusion that cyber deception is still in its infancy
and faces a number of difficult problems that must be
resolved.

The authors of [31] analyze some significant
cyber-deception tactics. A rigorous analysis of cyber
deception has been offered by authors. The differences
between deception-based and nondeception-based defense
tactics have been examined. It is suggested in [32] that
supervised machine learning techniques be used to identify
a covert cyber-deception assault in smart grid (SG)
communications networks. The test’s configuration was

created by the authors using the MATPOWER 6.0 toolbox.

Automatic decision boundary learning occurs in the
support vector machine (SVM). The attack recognition
effectiveness of the suggested system decreases with
system size and rises with it.

4. Critical Analysis and Research Challenges
of Cybersecurity Techniques in Smart
Grid

Survey of defensive and offensive cyber security
techniques for power system would not be completed
without critically examining the both techniques.
Following discussion of future research topics focuses on
the drawbacks and limitations of both types of cyber
security. Open research challenges are also described
afterwards.

4.1 Shortcoming of defensive
techniques

cyber security

Various services aimed at long-term assurance for
your company will be offered as part of a cyber defense
engagement. Cyber attack prevention is the focus of
defensive cybersecurity. Although defensive tactics are
important for every firm, they are insufficient to shield a
company from all dangers, especially zero-day attack.

4.2 Shortcoming of offensive
techniques

cyber security

Although offensive cyber security tactics won’t
completely remove the hazards of an attack, they will
lessen its likelihood by maintaining a constant state of
readiness. The network of a power system can be
searched for sophisticated enemies using offensive cyber
tactics. The possibility of launching an error-prone attack
is the main issue with any offensive cybersecurity plan. A
well-planned cyber attack might cause damage on a level
with conventional warfare or nuclear weapons.
Additionally, an offensive strategy may intensify and
produce unneeded vulnerabilities.
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Table 2: State-of-the-art literature on offensive cybersecurity
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Paperl year| Description of Research Approach Limitations

[25] | 2020| Presented an Active Deception Framework | Implemented deception framework using | No collaboration between cyber deception
(ADF) the Open Daylight SDN controller units

[26] [ 2020] Presented decepti-SCADA framework, fo] Introduced a high interaction honeypot sys- | No collaboration among cyber deception
industrial control system tem for networked critical infrastructure units

[27] | 2019[ Actions of attackers and defenders are re- Used game theory concepts Al used, real working of game theory i
balanced using cyber deception missing

[28] | 2019] Generate fake data to enhance the capability Proposed a Deferentially Private Synthetic Dat§ Proposed model do not have  any
of Honey pots dGeneration (DpSyn) model to generate synthetid self-learning capability

ata

[29] | 2019] Hyper game theory to examine player’s per- Modeled a simple cyber game scenario Proposed model made insignificant im-
ception provement in cyber deception capabilities

[30] [ 2020] Performed a detailed investigation for cyber Reviewed high-level deception schemes and No cyber deception model is proposed
deception techniques actions

[317| 2018| Analyzed some strategies for cyberdecep- | Discussed difference between deception and Insisted on more research and proposed no
tion and concluded that there is a need for | non-deception defense strategies solution
more research for cyber deception

[32] | 2018 Proposed a supervised machine learning method Used MATPOWER 6.0 tool-box Proposed system has very low attack recog-
to detect a concealed cyber deception attack nition efficacy
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4.3 Open research challenges of cybersecurity in
smart grid

Connectivity:

Communication network of any power system is

A few prominent open research challenges regarding
cybersecurity issues of smart grid are described in the
following.

43.1

The Internet of Things
interconnected heterogeneous

(IoT)

devices that

includes

Collaboration among heterogeneous devices:

many

require

authentication and authorization mechanisms to ensure
overall system security. Confidentiality, integrity, and
availability are the fundamental characteristics that must
be ensured
heterogeneous devices is another open research challenge

in this context.

432

in this

Resource constrained devices:

regard. Data aggregation of

Resource-constrained devices face a lack of battery,
computing, and storage power. Therefore, these devices

arc

more
eavesdropping,

vulnerable to

cyber attacks

hacking, identity forgery,

such as
phishing,

tampering, denial of service, probing, reconnaissance, etc.,
which can
Lightweight security solutions are needed for such

devices.

lead to

large-scale

security breaches.

complicated since it integrates several interconnected
devices. The decentralized nature of the smart grid
environment necessitates a high level of protection for the
systems against threats and weaknesses. Attacks may
result in bodily harm, blackouts, and ineffectiveness. This
is due to system takeover by attackers.

434  Increased industrial automation:

To meet the daily needs of humanity, electric power
industry is becoming increasingly automated. Industrial
automation relies on the communication of devices that
are vulnerable to cyberattacks. In this context, data
protection is the first line of defense to prevent such
attacks. Moreover, deceptive cybersecurity is a proactive
approach to attract, understand and combat the attacker.

Cyber sceurity

Defensive cyber Offensive cyber

security security
[20]. [21]. [25]. [26]. [27]. [28].
[22]. [23]. [24] [291, [30]. [31], [32]

Fig. 4: Taxonomy of state-of-the-art literature on defensive and offensive
cyber security
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43.5 Trust:

Consumers are no longer considered as trustworthy
due to the robust inter-connectivity of the smart grid
systems (modern power system), which had an impact on
the design decisions. Some clients won’t abide by the
terms and conditions. To offer false information about the
amount of the electricity bill in order to make savings,
users can, for example, purposely damage the smart meter
of the power system.

4.3.6 Software Vulnerabilities:

Malware is one of the many flaws that adversely
affect the software. SCADA systems use general-purpose
technology, which increases the danger of malware and
harmful updates. A general purpose system has a number
of well-known vulnerabilities that need to be patched in
order to ensure the power system availability.

4.3.7  Customer’s Privacy:

Consumer privacy protection is a crucial component
of any system, including the smart grid, and should be
carefully secured. Many issues relating to user privacy
were raised by the installation of smart meters into the
smart grid. A smart meter may threaten the user’s privacy,
which is crucial, in addition to providing some important
information about the user’s power use. Since, it may
deduce user behavior from the data collected by the
service provider. Information regarding clients’
availability at home or when travelling is among the data
gathered about them. Even information on some regular
behaviors, like sleeping and watching TV, as well as the
appliances people use, can be extracted. The gathered data
may be of interest to businesses, marketers looking to
promote competitors, or criminals planning crimes. To
prevent illegal access to data and safeguard the privacy of
the user, data should be safeguarded both during
transmission and during storage.

4.3.8  Cyber-enabled activities:
439

Globalization is leading to cyber-based activities that
involve a large amount of Internet based transactions.
Cyber criminals target such transactions to steal financial
and intellectual data, which can lead to economic losses
of electricity consumers, national security problems, and
foreign policy violations. In this context, the role of
cybersecurity is very important to counter the spread and
severity of malicious cyber activities against power
system.

4.3.10 Skilled cybersecurity professionals:

Every field requires a skilled and knowledgeable
workforce for its effective implementation, and
cybersecurity is no exception. Since, it is a relatively new
paradigm; there is a lack of professionals for effective
implementation, training, and awareness.

43.11 Cyberwarfare:

Cyber attack on critical infrastructure is another
emerging area that involves power stations, computer
networks, military installation, baking system etc. In
future, the war dynamics may get change to cyberwarfare
and economies may be controlled via cyber
attacks/control. Offensive cybersecurity may be helpful in
understanding the attacker behaviors and take counter
measures prior to launch of actual cyber attack.

5. Conclusion and Future Work

Advanced attackers constantly create destructive
tactics, techniques, and processes to get through reactive,
rule-based cybersecurity measures and live in the noise of
networks. These innovations, which include file less
malware, dynamic infrastructure, polymorphic and
disguised malware, and hijacking legal operations of
power systems, all circumvent conventional protections of
any power system. Researchers and business experts have
focused on the crucial issue of cyber security in the power
system. In this work, we presented security objectives of a
power system, reviewed state-of-the-art literature on
defensive and offensive cybersecurity and discussed open
research challenges of cybersecurity for smart grid.

Given the sophisticated techniques threat actors
utilize to hide their activity, the traditional approach of
“building bigger walls” will no longer be sufficient. Only
through aggressive cyberattacks, which this study refers
to as offensive cybersecurity, power system organizers
can uncover sophisticated adversaries on their networks
and defend their power network. The field of
cybersecurity is developing and getting better every day
to keep up with the changing needs of today’s internet.
Everyone, but notably businesses, should educate
themselves on the methods available to safeguard their
data and guarantee the provision of energy services.
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