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Summary 
Vehicular networks are part of the next generation wireless and 
smart Intelligent Transportation Systems (ITS). In the future, 
autonomous vehicles will be an integral part of ITS and will 
provide safe and reliable traveling features to the users. The 
reliability and security of data transmission in vehicular networks 
has been a challenging task. To manage data transmission in 
vehicular networks, road networks are divided into clusters and a 
cluster head is selected to handle the data. The selection of cluster 
heads is a challenge as vehicles are mobile and their connectivity 
is dynamically changing. In this paper, a novel secure cluster head 
selection algorithm is proposed for secure and reliable data sharing. 
The idea is to use the secrecy rate of each vehicle in the cluster and 
adaptively select the most secure vehicle as the cluster head. 
Simulation results show that the proposed scheme improves the 
reliability and security of the transmission significantly.     
Key words: 
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1. Introduction 

Intelligent Transportation Systems (ITS) have gone 
through many revolutionary changes in the last two decades. 
With the advancement in sensors and wireless 
communication, vehicles are becoming more and more 
secure [1-5]. The sensors deployed in the car not only help 
make actions such as lane changing to the driver but also 
help in selecting the best routes to their destination. In fact, 
driving is moving from fully manual to totally autonomous 
in the coming days [6-9].   

Autonomous driving requires robust wireless 
communication among all the vehicles and the utilization of 
sensor data for safe driving [10-13]. The wireless 
communication challenge is to send data with proper 
security and reliability. The loss of data can be critical in 
this vehicular application and can result in loss of lives. 
Hence, it is important to ensure data privacy and collision 
free data transmission to enable autonomous driving 
applications [14-19]. 

Security and reliability in vehicular networks have two 
dimensions [20-24]. The first is that the data should be 
received at the receiver with a very low latency and the 
packet loss rate should be negligible. This aspect requires 
efficient data transmission algorithms that can improve the 

above metrics and ensure data reliability. The second 
dimension is that the data should remain private and 
confidential. The integrity of the data needs to be protected. 
In this case, the data must be protected from eavesdropping 
of malicious users and other attacks launched by them. To 
ensure this, cryptographic and physical layer security 
techniques are needed. There is a critical tradeoff between 
security and Quality of Service (QoS) as adding a huge 
amount of security overhead can reduce the latency of the 
packets. Thus, security needs to be seen in line with the QoS 
especially for the vehicular networks.  

Vehicular networks are composed of several nodes 
including the vehicles, the Road Side Units (RSUs) and 
other cloud servers. Data is generally transmitted between 
vehicles and between vehicles and RSUs. As huge amounts 
of data are regularly generated, efficient data transmission 
algorithms are needed. Moreover, to manage data in such a 
large network, centralized techniques may not perform that 
well. Thus, the network must be divided into clusters and 
cluster heads need to be selected. As a result, data can be 
managed efficiently in a distributed manner as cluster heads 
will be responsible for collecting and sharing data.  

In this paper, a novel cluster head selection scheme is 
proposed for data collection and transmission in vehicular 
networks. The idea is to utilize secrecy rate for each link 
between the vehicles in the cluster and select the cluster 
head as the one with the maximum average secrecy rate per 
link. The cluster head vehicle selection is updated 
periodically. A vehicular network scenario is implemented 
in MATLAB and detailed simulation results are carried out. 
Simulation results show that the cluster head selection 
scheme outperforms the other schemes in the literature.  

The paper is organized as follows. Literature review is 
presented in Section 2. The system model is presented in 
Section 3. The proposed scheme is presented in Section 4. 
Simulation results and description of simulation model is 
presented in Section 5. Conclusions and future work are 
presented in Section 6.              



IJCSNS International Journal of Computer Science and Network Security, VOL.23 No.1, January 2023 
 

 

12

 

2. Related Works 

2.1 Vehicular Communications 

Vehicular communication involves wireless 
transceiver placed on the vehicle itself which helps it to 
communicate with other vehicle transceivers. Road Side 
Units (RSUs) are installed at regular places on the road to 
provide infrastructure communication services as well as 
other functionalities such as data caching, task computing, 
and service provisions. Vehicular network uses Cellular 
Vehicle to Everything (V2X) communications or Wi-Fi 
based communications to share data among the nodes. In 
Wi-Fi based communications, IEEE 802.11p is used 
whereas in C-V2X communications, 5G networks are used. 
As shown in Table 1, Autonomous driving can be handled 
by C-V2X communications whereas short range Wi-Fi 
communications is used for periodic data sharing among 
vehicles.    

Table 1: Vehicular communication technologies 

Wireless 
Technology 

Range Applications 

IEEE 802.11p Short Periodic data sharing 

C-V2X Long Autonomous driving 

 

 

Fig. 1 Vehicular Network System Model. 

2.2 Literature Review 

In the literature, many techniques have been used 
clustering approach to handle the data sharing among 
vehicles. Some approaches that are used for cluster head 
selection involve time-based and channel quality based [26-
27]. In a time-based approach, the cluster head is selected 
as the vehicle that remains longest within the cluster [26]. 
The advantage of this approach is that the cluster head 
selection is stable and lasts for long time. As a result, the 
overhead for reselection of cluster head is saved. Moreover, 
data that is transmitted to RSU and to be returned back to 

the vehicle is handled by the same cluster. This also saves 
the data transfer among the outgoing and incoming cluster 
heads. 

In comparison, the channel-based approaches of 
cluster head selection uses wireless channel quality to find 
the cluster head [27]. The idea is to select the vehicle which 
has the best channel among all vehicles in the cluster to act 
as the cluster head. The rationale of this technique is that 
the vehicle with the best channel can receive and transmit 
data with higher rates and greater reliability. Since wireless 
channels are dynamic and changing rapidly, cluster heads 
are updated regularly. This can result in instability of the 
cluster head selection. However, this technique can achieve 
high data rates.  

Another issue with this technique can be wireless 
channel fading. Due to muti-path fading, the signal power 
at the receiver can be varying. It can be very high at times 
and low at other times. As a result, channel quality is hard 
to predict and results in frequent cluster head selection. This 
also results in data handover problem among the cluster 
heads in case of changing cluster heads.  

One missing issue in the above techniques is that they 
do not consider security of the links for cluster head 
selection. This is a critical factor as links with low secrecy 
rates can result in eavesdropping by malicious users. Data 
privacy can be compromised in these cases. The focus of 
this work is to address this missing challenge in the current 
work.     

3. System Model 

The system model considered in this paper is shown in 
Fig. 1. It consists of several vehicles on the road traveling 
on multiple lanes. The vehicles have wireless transceivers 
that are C-V2X enabled. Vehicles also have Global 
Positioning System (GPS) for positioning information. 
There are RSUs placed on several places on the road which 
provide long range connectivity to the vehicles. Vehicles 
regularly share messages with each other and also with 
RSUs.    

The data transmission between vehicles and RSUs is 
managed with the help of clusters. The road has several 
clusters of fixed size. Each cluster can contain a different 
number of vehicles depending on vehicle density. Each 
cluster has one designated cluster head that manages data 
sharing between vehicles and RSUs. Also, there are several 
malicious vehicles on the road with an aim to eavesdrop 
data.   
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4. Proposed Scheme 

The proposed scheme provides a secure cluster head 
selection method for vehicular networks. The idea of the 
scheme is to use vehicles as cluster heads that can maximize 
the secrecy rate. 

The data rate of the link between two vehicles i and j can be 
given as follows: 

𝐷ሺ𝑖, 𝑗ሻ ൌ 𝐵 ൈ logଶሺ1 ൅
௣೔ൈ௛೔,ೕ
ே௢

ሻ    (1) 

Here 𝐵 is the bandwidth of the vehicular network, 𝑝௜ is the 
transmission power of the transmitter, ℎ௜,௝  is the channel 
gain between the transmitter and receiver link, and 𝑁𝑜 is 
the noise.  

The data rate of the link between vehicle i and malicious 
vehicle m can be given as follows: 

𝐷ሺ𝑖,𝑚ሻ ൌ 𝐵 ൈ logଶሺ1 ൅
௣೔ൈ௛೔,೘
ே௢

ሻ    (2) 

Hereℎ௜,௠ is the channel gain between the transmitter and 
malicious vehicle link.  

The secrecy rate of the link between vehicle i and vehicle j 
can be given as follows: 

𝑆ሺ𝑖, 𝑗ሻ ൌ 𝐷ሺ𝑖, 𝑗ሻ- 𝐷ሺ𝑖,𝑚ሻ  (3) 

In the proposed scheme, the RSU finds the cluster head 
for each cluster. For each vehicle that is candidate for the 
cluster head selection, RSU evaluates its secrecy rate with 
all other vehicles. An average secrecy rate is computed 
afterwards for each vehicle. The vehicle that has the 
maximum secrecy rate is selected as the cluster head vehicle. 
The algorithm for evaluating the cluster head selection is 
shown in Fig. 2. 

 

Fig. 2 Secure Cluster Head Selection Algorithm 

It should be noted that the cluster head can be changed 
once the data rates are updated. Hence, the secrecy rates are 
also updated, and new cluster head vehicles are selected. 
Moreover, if a cluster head vehicle moves to a new cluster 
head, its status of cluster head is revoked. It enters the new 
cluster as a normal vehicle and participates in cluster head 
selection procedure. Also, the previous cluster selects a new 
cluster head. The algorithm for cluster head status is shown 
in Fig. 3.  

 

Fig. 3 Cluster Head Status Algorithm 

5. Simulation Results 

In this section, simulation results are provided. The 
simulations are carried out in MATLAB and a vehicular 
scenario based on Fig. 1 is implemented. A highway 
scenario is implemented with 2 lanes in each direction. The 
vehicle density varies from 100 vehicles/km to 300 
vehicles/km. The cluster area is taken as 300m. The 
communication range of wireless transceiver is taken as 
500m. The multi-path fading model is Nakagami-m. The 
speed of vehicles is uniformly distributed between 15 m/s 
and 30m/s. The vehicle message sharing is 10 messages 
from vehicles to RSU. Simulation parameters are given in 
Table 2.   

Table 2: Simulation Parameters 

Simulation Parameter Value in the simulation 

Road Length 3km 

Number of lanes 4 

Lanes per direction 2 

Cluster Area 300m 

Vehicle Density 100-300 vehicles/km 



IJCSNS International Journal of Computer Science and Network Security, VOL.23 No.1, January 2023 
 

 

14

 

Communication Range 500m 

Fading Model Nakagami-m 

Speed of vehicle 15 – 30 m/s 

Vehicle message sharing  10 messages per second 

 

   The results of the proposed Cluster Head Selection (CHS) 
technique labelled as Proposed CHS are compared against 
two other protocols. The first is the Channel based CHS 
technique in which the vehicle with best channel in the 
cluster is selected as the cluster head. The second is that 
time-based technique in which vehicle which has highest 
left over time in the cluster is selected as the cluster head. 

Results in Fig. 4 show packet delay against the vehicle 
density. The results indicate that the packet delay of 
proposed CHS technique is the best among all techniques. 
The proposed technique sends packets within 6ms even at 
high density. Channel based CHS is the second performing 
technique with delay of less than 10ms. The time-based 
technique manages to send packets within 12ms.  

 

Fig. 4 Vehicular Network System Model. 

Results in Fig. 5 show packet loss ratio plotted against 
vehicle densities. It is clear from the figure that the proposed 
CHS has the lowest packet loss ratio which means less 
collisions and data loss. Also, the impact of malicious users’ 
attack is less in the proposed technique. It maintains a loss 
ratio of 3% or less. Other techniques can go up to a loss of 
7-9% which is not suited for autonomous vehicle 
applications and can cause loss of urgent data.     

Results in Fig. 6 show secrecy rate performance of all the 
techniques. Results give a clear advantage to the proposed 
technique as it gives the highest secrecy rate. This is 
important for prevention against eavesdropping attacks by 
the malicious users. The proposed CHS has almost double 
the secrecy rate as compared to the other technique. As a 

result, the proposed technique is much more secure as 
compared to other techniques. The reason of this increased 
security lies in the secrecy rate metric utilization in the 
cluster head selection which was ignored in the literature.  

 

Fig. 5 Vehicular Network System Model. 

 

Fig. 6 Vehicular Network System Model. 

Results in Fig. 6 shows the percentage of security outage in 
the proposed technique as compared to the other techniques. 
The proposed technique is more secure and reliable as it 
results in very few security outages and eavesdropping 
incidents. The other techniques have higher security 
outages. For time-based CHS, this security outage goes up 
to 6% at a vehicle density of 150 vehicles/km and up to 10% 
at a vehicle density of 300 vehicles/km. The channel-based 
shows better security outage performance as it gives 4% 
security outage at 150 vehicles/km of vehicle density. When 
the vehicle density is increased to 300 vehicles/km, the 
security outage is increased to 8%. This is 2% less than the 
security outage given by time-based CHS. At 300 
vehicles/km, the security outage of the proposed CHS 
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technique is less than 0.5%. This shows significant 
performance gain as compared to the other techniques in 
terms of security. 

 

Fig. 7 Vehicular Network System Model. 

6. Conclusion 

The paper is focused on providing secure and safe data 
transmission from vehicles to RSUs using cluster heads. 
The challenge of cluster head selection is addressed by the 
paper and a secure cluster head selection approach is 
proposed. The novel idea is to use secrecy rate for cluster 
head selection so that the cluster head that manages the data 
relaying is the most secure node in the cluster. Also, the 
cluster head is regularly updated based on the secrecy rate 
metric. Simulations have been developed in the MATLAB 
simulator and many performance metric results are 
provided at different vehicle densities. The performance of 
the proposed technique is found to be better in terms of 
packet delay, packet loss ratio, secrecy rate and percentage 
of security outages.   
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