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Summary

These days, protecting location privacy has become essential and
really challenging, especially protecting it from smart applications
and services that rely on Location-Based Services (LBS). As the
technology and the services that are based on it are developed, the
capability and the experience of the attackers are increased.
Therefore, the traditional protection ways cannot be enough and
are unable to fully ensure and preserve privacy. Previously, a
hybrid approach to privacy has been introduced. It used an
obfuscation technique, called Double-Obfuscation Approach
(DOA), to improve the privacy level. However, this approach has
some weaknesses. The most important ones are the fog nodes that
have been overloaded due to the number of communications. It is
also unable to prevent the Tracking and Identification attacks in
the Mix-Zone technique. For these reasons, this paper introduces
a developed and enhanced approach, called Multi-Obfuscation
Approach (MOA that mainly depends on the communication
between neighboring fog nodes to overcome the drawbacks of the
previous approach. As a result, this will increase the resistance to
new kinds of attacks and enhance processing. Meanwhile, this
approach will increase the level of the users’ privacy and their
locations protection. To do so, a big enough memory is needed on
the users’ sides, which already is available these days on their
devices. The simulation and the comparison prove that the new
approach (MOA) exceeds the DOA in many Standards for privacy
protection approaches.
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1. Introduction

The world has been witnessing a tremendous amount of
development in every field, Transportation, Engineering,
Health, and all others. Technology is an essential factor in
the quick development fields. For example, Internet of
Things (IoT) has emerged and become an important
element that integrated with all mentioned fields to either
collect or process data. Therefore, [oT can be seen on the
road, in business, hospitals, cities, and even our houses.
There are billions of intelligent things and devices like
smart TV, smartphones, smart cars, smartwatch, etc., either
inside or outside our homes. These devices have a unique
identity to connect to the internet and share and interact with
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each other, which is known as Machine-to-Machine relation
(M2M) [1][2].

IoT has changed our world and our life to a more
sophisticated and adaptive. IoT enables each device to have
a unique ID to use it during communications. The device
feels, senses their surrounding conditions like heat,
pressure, movement, voice, etc., and converts them to data
that is provided to users based on their requests. This data
is collected or stored to provide users with services such as
navigations, shopping, or remote-health-monitoring.
However, collecting and analyzing users’ data may reveal
sensitive information that best to kept secret to maintain a
high level of privacy.

The aim of IoT is to equip every object with sensors or
RFID Tag, connect to the internet, sending/receive data
to/from other devices, users, applications, or services
providers to support intelligent decisions. Therefore, IoT
objects have two main parts: Wireless Sensor Networks
(WSNs) and Radio Frequency Identification (RFID) as
shown in Figure 1 [3]. Since IoT objects have limited
resources (i.e., storage), they connect to the internet to send
processed or collected data to the cloud for temporal or
permanent storage. The cloud processes received data and
provided IoT object with requested services enable them to
complete their tasks. RFID is an old technology used in the
Soviet Union in 1945. This technology utilizes radio waves
to send data. It consists of Tag and Reader, so the tag is
attached to the object that needs to be identified. The
Identity can be utilized for tracking objects. The reader is
sending data between tags and cloud or fog [2]. WSNs
works on the network layer and is responsible for sending
data to applications through the internet. The most common
protocols for sending and receiving data are ZigBee,
Bluetooth, and Wi-Fi. ZigBee and Bluetooth consume low
power than Wi-Fi, so the sensors last longer and cover
different ranges between 10-70 meters [4][5]. The main job
of WSNs is collecting data and sending it to the cloud by
the default gateway/sink.

RFID and WSNs do not have enough processing, power,
and memory where they can process data. Therefore, they
depend on cloud and fog computing. In order to get a faster
response than cloud and Fog computing to cooperate
together [6]. Fog is a middle layer between the cloud and
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the ToT objects, which provides a real-time response in the
case of an emergency. Moreover, the fog node can apply
some computing and processing on the data before sending
it to the cloud, which enhances the performance and reduces
the number of connections to the cloud. As a result, the fog
node reduces the network traffic and reduces the overload
in the cloud [7][9].
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Figure 1. Smart Environment with IoT Objects

With all these advancements in technologies and smart
services, there is a huge threat related to users’ privacy and
security data. Users’ data is the main factor on those smart
services depend. Therefore, smart devices and sensors
permanently monitor all aspects and details of the user’s life
everywhere. Consequently, a real threat lies to the user in
revealing many sensitive and private data to malicious
parties that may exploit it by putting users in danger. The
user may threaten his/her life sometimes [10][22].

For example, most of the services that were provided in the

smart transportation field depended on the location feature,

which required the user to share his/her location with service

providers on an ongoing basis. The user’s location data

could be collected by a malicious service provider or an

external attacker who could have stolen this data. The

leaking data could reveal everything about the user, such as

personal information. It could contain answers to the

following questions [10][22][23]:

- What is the workplace and nature?

- Where does he/she live?

- When is he/she at home and when he/she is outside?

- What is his/her social status and whether he/she is Rich or
not?

- Does he/she frequently go to restaurants, stay in hotels, and
go shopping for brands?

- Does he/she suffer from chronic diseases that
require periodic visits to health centers?

- Does he/she have children at school?

Therefore, many countries have started implementing
laws to protect the privacy and have asked service providers
to accept these laws, such as the European GDPR, Saudi

law, and others [24]. However, these laws were not and will
not be sufficient despite their importance. We still need
additional privacy protection techniques to ensure users’
information security. It is generally difficult to maintain a
high level of privacy by relying on a third trusted party to
facilitate communications between two parties. This
scenario puts users in insecure communications as they are
required to send confidential information to the third party
for communicating with others. However, any technique
involving a third trusted party may expose to insecure
operations such as tracing or information leakage.

2. Related Work

In this section, we highlight related work on
techniques for location privacy protection. To protect users’
privacy, there are many approaches each of which has its
own methods to maintain three types of privacy (identity,
query, and location) that concluded to two major types of
approaches: regular and hybrid.

2.1 Regular Approaches

Anonymity [11][12]: means that users’ identities or their
data cover up using a nickname or fake name. In this way,
there is no connection between users and their data, which
is known as “linking Profiling”. This approach is simple to
implement. It protects users’ privacy. Users do not have to
trust others in terms of giving access permission to their data.
Mix-Zone [13][14]: It is similar to Anonymity in which
both of them rely on nicknames or pseudonyms. Even so,
Mix-Zone relates the region where users are located. This
region is portioned into small parts called zones. Each user
in this zone has his/her nickname. If they leave their zones
to enter other ones, their nicknames are changed to the new
ones. It is a good approach for protecting privacy.
The disadvantage of the two previous approaches is that the
users’ privacy can be violated by tracking their IP addresses.
Dummy [15][16]: This type is based on anonymity. It tries
to hide the user’s information by generating new wrong
information (Dummy information) about the user location,
or queries. This approach is used in LBS. The dummy
approach generates the wrong location for each query to
hide the actual one for the user in the whole set of queries.
The benefit of this approach is protecting users’ privacy.
The side effect of this approach is generating a location for
a user where it is impossible to reach. It could be on the
water or a mountain. So, attackers can easily exclude them.
Trusted Third Party (TTP) [17]: Here data is not sent
directly to the cloud. The exact location of the user is still
unknown because this approach depends on Anonymizer.
The region is controlled by Anonymizer called Cloaking
Region. There are two strategies in this approach. The first
one is very simple, where users send their queries to TTP
instead of SP, and TTP forwards them to SP instead of
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them. The other one is that all users in the same cloaking
area send their data to one Anonymizer (Small TTP) and
then it sends data on behalf of them. The advantage of this
approach (TTP) is to hide the users’ identity which, means
protecting their privacy. The disadvantage is that the users
change their trust from the service provider to a third party
which is the Anonymizer. As a consequence, their data can
be endangered. In addition to that, if an anonymizer sends
and receives requests of all users, it will lead to traffic
congestion in the network. Therefore, a loss of data can
happen.

Obfuscation [18]: The exact location of users is changed
with a known place (landmarks) or covered in an area
based on the mechanism used in graph adjusting. This
approach keeps some data of the users unspecific. As with
other approaches, it protects the users’ privacy, but it
provides an imprecise result and requires more power to
manage the result when using a large obfuscation area.
Caching [19]: When users request the location of a place,
the data is cached to be used again in the future. The main
advantage of this approach is minimizing the
communication to the server to get the request’s answer. In
addition, it protects the users’ privacy. The drawback of
this approach is the users need to connect to the server in
case of a new request. Usually, this approach can integrate
with others.
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Figure 2. Double Obfuscation approach DOA (Previous approach)

2.2 Hybrid Approaches

Double Cache Approach (DCA) [20]: The main point
here depends on two caches to keep nodes’ information
hidden from the service provider. A user sends a request to
cache 1 If he doesn’t find the answer for his query in cache
2. Then any other user (Cooperator) can read the request
and send it to SP instead of the main user (owner). When

SP returns the answer to the query, it is inserted in Cache
2. The main user will check after a few seconds again in
cache 2. In this way the identity of the user is unknown,
and SP can’t trace it back.

The disadvantages of this approach are how to protect the
data in the cache and how to manage the cache.

Swap Obfuscation Approach (SOA) [21]: It is a
cooperation between two nodes to protect their privacy
from the SP and each other, too. The basic concept here is
the first node sends a request to the second one with fuzzy
information about itself. Then, the second node will send
this request to the SP. In this way, the first node protects
itself from the second node with unclear information, and
from the SP where there is no direct communication.
Moreover, the second node will enhance its privacy by
sending this query because it is like a dummy in this case.
This approach has issues in performance which is resulted
by swapping between the nodes.
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Figure 3. Processing Method of Result in DOA

Double Obfuscation Approach (DOA) [1]: this is
a hybrid approach. It mixes four techniques which
they are: obfuscation, mix-zone, TTP, and cache. TTP
is presented by fog nodes, so users connect them to
ask for a Point of Interest (POI). Furthermore, fog
nodes have a cache to store historic requests, so the
caching technique is used here. If fog nodes have the
answers, they returned them to the users, otherwise,
they send them to the cloud (SP). The users don’t use
their real location, instead, they use near a location in
an area where one fog node controls. This is the first
obfuscation. The second one is when fog nodes send
a request to SP, so fog nodes double the obfuscation
for more privacy. Fog nodes also divide the area into
five zones to enable a user to select the zone of results
that is suitable for his current location.
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3 Approach

This section addresses the DOA shortages and how

MOA eliminates them.

The main shortages of DOA that is shown in
Figure 2 can be summarized as follows:

- DOA is powerless to prevent Tracking attacks of the
users’ point-of-interest, and this risk is increased
especially in similar type areas. For example, the area

is famed for restaurants, medicals, or others. This will
discover extra information about the users such as the

query types.

This section describes our enhanced proposed solution
that relies on Multi-Obfuscations Approach (MOA). The
proposed solution presents an idea that is inherited from the
DOA approach to enhance DOA and overcome all
shortages that mentioned previously. In this paper, we
introduce a different method for selecting several simple
obfuscation areas (cells) to help cooperation between
adjacent fog nodes and improve the level of privacy of their
areas (fog nodes) and reduces the overload of them.
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Figure 4. MOA based Fog Computing
3.1 How the Proposed Approach Works
The user does not need to send his/her current location

or his/her obfuscation area. It is enough to communicate
with the fog node that he/ she resides in by sending the

query to it. The fog node (initiator) will then send a
Broadcast to a group of cooperative fog nodes surrounding
it (nearby). Each fog node will collect all its formed queries
and send them all at once to the service provider. This will
create K-Anonymity for the queries and therefore a higher
level of security is met. Each fog node will return the query
result to the fog node (initiator) requesting the query. After
that, the fog node will collect the results and send them to
the end user based on a fixed sequence. The user will finally
select the results for the cells closest to their new location
and ignore the other cells. The user can keep some results
in their cache for later use to reduce the number of
connections and improve performance.

4. SIMULATION AND Results

To evaluate the proposed approach, a simulation has
been implemented. It is similar to that in [1] using the
Visual Studio.Net platform, and the same conditions and
assumptions mentioned in the previous research were
applied. The comparison was made based on several criteria:
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Figure 5. Entropy Comparison (Privacy Level)

Entropy is the correct amount of data that a malicious
service provider or an external attacker can collect from
the user. The entropy represents the level of protection
achieved in terms of the extent to which the attacker is
certain that the information he has about the user is
correct. The value of entropy is between 0 and 1, and the
higher it is, the higher the level of protection.

Performance is measured by the speed or response time
of queries in addition to the number of queries sent to the
service provider. This criterion is positively affected by
the adoption of protection technology on Cache to reduce
the number of calls, where it is negatively affected by the
processing performed. The processing must be
implemented on the results or queries before sending.

There are also non-quantitative criteria associated with:
Anonymity (hiding the identity): The MOA achieves
absolute protection of the user's identity from the service
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provider as there is no direct connection between the service
provider and the user.

Accuracy (maintain accurate results): The MOA has
found an effective solution to this open problem in noise-
based techniques by obtaining additional results for
neighboring nodes. Therefore, the users can select the nodes
that are closest to their current location without affecting

their privacy. Thus, MOA supports dynamic queries greatly.

Need Trust (the need for trust in a third party): The user
doesn't need to trust anyone here, not even the fog node,
where he just sends his query without his location or
identity.

Attack Resistant: The MOA, compared to the previous
approach, protects against two additional types of privacy
attacks, namely, the zone tracking attack and the zone
profiling attack. As a result, the service provider will not be
able to plot a path for the user as he moves between different
regions because the user's query originates from different
regions. Also, he will not be able to standardize the regions
with a specific query pattern (for example, medical,
entertainment) due to the participation of each region in the
inquiries of its neighboring regions.
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Regarding quantitative criteria, first, the entropy criterion,
Figure 5 shows the superiority of the proposed approach by
achieving the highest level of entropy, similar to the DOA
approach and the P2PCache approach. It is because all of
this technology does not communicate directly with the
service provider, but the fog node does it instead. Therefore,
the service provider does not have any confirmed
information about the user who requested the query. While
in Enhanced-CaDSA technology, the user himself sends his
real query with a set of K Dummies to the service provider.
The service provider begins to form some real information
about the user by linking and comparing his queries, and it
can be said that the MOA achieves a very high level of
protection from the service provider.

3.1 The Advantages of MOA Compare DOA

- The user will not need to request a new connection or
query when moving to a new cell and this solves the
problem of the Tracking attack.

- Each fog node can send all the queries at once and most of
the queries will be Dummy thus, misinformation about each
region is given to the malicious service provider. This will
improve the privacy of the region.

- The improved approach provides better results accuracy
by merging the results of more than one adjacent cell based
on the new user's location and thus greater support for
dynamic queries.

- Reducing the overload on the fog node, which will no
longer need to process the results for each region.

- Better user privacy, whether from the fog node itself, the
server, or the external attacker.

- Reducing the headache of generating an obfuscation zone
for the user.

However, MOA requires more user resources related to
cache size to be able to store results from more than one cell
to take advantage of this approach effectively. Also, the
Relating to performance, as we discussed, there are two
quantitative criteria. The first one is related to the number
of queries sent to the service provider. It is notable that
MOA provides an average rate (Figure 6) compared to other
methods. MOA depends on a group of fog nodes and not a
single node and therefore each node will send a query to the
service provider. Thus, five queries, for example, maybe
sent, instead of one query. This means better protection and
avoidance of zonal tracking attacks by query or zonal
profiling attacks to detect the specificity of query type. At
the same time, it will not negatively affect performance here
because each fog node will be responsible for one query.
Also, each fog node has a cache that will significantly
reduce the number of queries to be sent to the cloud. In this
way, it makes increasing the number of queries virtually
ineffective on system performance in return for a significant
improvement in the level of protection for the user and for
the areas of the fog nodes themselves.

As for the processing time of the query, the improved
MOA approach is better than the previous DOA approach
on the user side because it does not require the user to
process any of the queries or generate a small private noise
area. It also does not require from the central fog nodes any
processing to divide the results into regions that are divided
automatically by each fog node. This explains the results
shown in Figure 7
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5 CONCLUSIONS

This research presented an enhanced approach for
preserving privacy in IoT applications (Transportation
domain), which is called MOA. MOA addressed all
drawbacks of DOA, which are related to performance, the
accuracy of results with dynamic queries, and the need for
semi-trust to fog nodes. In this work, we designed the new
approach and explained how it works besides all its
advantages. In the next work, we will implement the new
approach and compare it to other privacy approaches to
prove its superiority according to the level of privacy and
accuracy of results without significant effect on the
performance.
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