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Abstract

Identity and access management in cloud computing is one of the
leading significant issues that require various security
countermeasures to preserve user privacy. An authentication
mechanism is a leading solution to authenticate and verify the
identities of cloud users while accessing cloud applications.
Building a secured and flexible authentication mechanism in a
cloud computing platform is challenging. Authentication
techniques can be combined with other security techniques such
as intrusion detection systems to maintain a verifiable layer of
security. In this paper, we provide an interactive, flexible, and
reliable multi-factor authentication mechanisms that are primarily
based on a proposed Authentication Method Selector (AMS)
technique. The basic idea of AMS is to rely on the user's previous
authentication information and user behavior which can be
embedded with additional authentication methods according to the
organization's requirements. In AMS, the administrator has the
ability to add the appropriate authentication method based on the
requirements of the organization. Based on these requirements, the
administrator will activate and initialize the authentication method
that has been added to the authentication pool. An intrusion
detection component has been added to apply the users’ location
and users’ default web browser feature. The AMS and intrusion
detection components provide a security enhancement to increase
the accuracy and efficiency of cloud user identity verification.
Keywords:

Cloud authentication, multi-factor authentication, authentication
factors, cloud intrusion detection, and user behavior.

1. Introduction

Cloud authentication is the process of verifying user
identities across a cloud platform to determine whether the
user is trusted to access cloud applications, data, services,
and resources by ensuring access rights and privileges. The
lack of strong and appropriate cloud authentication
techniques leads to the occurrence of some cloud security
threats and attacks. Some of the most common cloud threats
are information disclosure, denial-of-service (DoS),
spoofing identity, data tampering, repudiation, account
hijacking, and the elevation of privilege [1, 2]. The cloud-
based authentication attacks include the DoS attacks, Man-
in-the-Middle (MITM) attacks, Replay attacks, Cloud
Malware Injection attacks, Password Discovery attacks,
Reflection attacks, Customer Fraud attacks, Insider attacks,
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and Session-Specific Temporary Information (KSSTI)
attacks [3, 4].

Indeed, various possible authentication techniques are
the first barrier of defense against various attacks that
prevent unauthorized access to applications, data, services,
and resources. Some of such techniques include password-
based authentication, Single Sign-On (SSO), token

authentication,  graphical password authentication,
biometric  authentication, third-party authentication,
certificate-based authentication, digital device

authentication, two-factor authentication, as well as multi-
factor authentication [5, 6]. More recently, organizations
have implemented and used multi-factor authentication in
cloud applications to increase security and productivity,
reduce the risk of compromised passwords, improve
regulatory compliance, and enable enterprise mobility [7].

Multi-factor authentication in cloud computing primarily
relies on electronic or digital authentication techniques in
which a cloud user is allowed to access either data,
application, service, or resource only after two or more
factors have been successfully submitted [8]. In the
literature, these factors are categorized into knowledge
factors, possession factors, inheritance factors, location
factors, time factors, behavior factors, processing factors,
and personal knowledge factors [9]. The knowledge factors
are the already known things such as personal identification
number (PIN), password, security question, one-time code,
and passphrase. The possession factors; referred also as
token-based factors, are the owned things such as identity
card, SIM Card, memory card, smartcard, Fast Identity
Online (FIDO) security key, one-time password token, and
a smartphone with an OTP app. The inheritance factors are
the integral elements of a person in the form of biometric
data such as iris scans, fingerprint scans, and voice
recognition. The location factors are those factors that
determine where a person is supposed to be located such as
IP addresses and MAC addresses. Time factors are those
factors that are used to detect the presence of a person at a
scheduled time of day or within a scheduled time interval.
The behavior factors are the actions by which a person can
be identified and authorized such as keystroke rhythm, gait,
and mouse usage [7, 10]. Processing factors are factors that
depend on the level of human perception to perform or
memorize a mathematical or logical operation. Personal
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knowledge factors are implemented based on a person's
social relationships by asking someone how much they
know the person with whom to ask for validation. By using
multi-factor authentication, in case of one factor is
compromised by an unauthorized user, the chances of
another factor being compromised are low. Therefore,
multi-factor authentication represents a higher level of
assurance about a user's identity.

1. Traditional authentication methods can be merged with
other security techniques like intrusion detection,
access control, and encryption to form security
authentication layers. The contribution of our research
is presented as follows: Provides a concise survey that
clarifies the existence of various cloud authentication
techniques in different environments using multiple
numbers of factors.

2. Proposing the AMS technique for improving the
authentication process that has been presented in [11]
for selecting the appropriate authentication method
based on user behavior.

3. Providing interactive response to users’ behaviors
based on users’ location and default used web browser
information for increasing and enforcing the intrusion
detection security steps in [11].

4. Conducting the experimental results to demonstrate
and validate the accuracy and performance of the
proposed framework.

2. Literature Review

Unauthorized access is one of the most common cloud

application security threats. The MFA method, one of the
most popular methods of authenticating cloud users, is used
to minify the risk of unauthorized access to cloud
applications, data, services, and resources. In MFA, the
number of authentication factors varies according to the
design of security frameworks and the level of security
requirements. Indeed, MFA provides more secure access to
organizations and less inconvenience to users.
According to our survey of authentication methods in the
literature, we could classify authentication based on the
number of factors into three main categories, namely; Zero-
Factor Authentication (ZFA or 0FA) [12], Single-Factor
Authentication (SFA) or One-Factor Authentication (1FA)
[13, 14], and Multi-Factors Authentication (MFA) [11, 15-
17]. By multi-factor, it means using two or more factors.
According to existing research articles, MFA could be
categorized into Two-Factor Authentication (2FA or TFA)
[18-20], Three-Factor Authentication (3FA) [21], Four-
Factor Authentication (4FA or FFA) [22-24], and Five-
Factor Authentication (5FA) [25]. Fig.l1 shows the
classification of authentication factors based on the number
of factors.

l Authentication Facotrs ’
l ZFA |l 1FA lMFAl
l 2FA |l 3FA |l AFA |l 5FA

Fig. 1 Classification of Authentication Factors.

As presented in Fig.2, the number of publications per year
of research articles interested in multi-factor authentication
is presented. It indicates the rate of increase, especially in
the last three years. The graph is based on a collected 914
diverse scientific materials by wusing the keywords
“multifactor/ multi-factor/multi-factor authentication” that
appeared in the title. These materials include Journal
Articles, Proceedings Articles Conference Papers, Patents,
Dissertations, Book Chapters, and Reports. The search
process is done using:
*  ACM Digital Library (https://dl.acm.org)
* Elsevier (www.sciencedirect.com)
*  Emerald (www.emeraldinsight.com)
*  Google Scholar (https://scholar.google.com)
*  John Wiley (http://onlinelibrary.wiley.com)
*  Microsoft Academic
(https://academic.microsoft.com/home)
*  Online IEEE Xplore Library
(http://ieeexplore.ieee.org)
*  Open Access Theses and Dissertations
(https://oatd.org)
*  Scopus Document Search
(https://www.scopus.com)
»  Springer Link (https://link.springer.com)
+  Taylor and Francis (http://tandfonline.com)
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Fig. 2 Number of MFA Researches per Year.
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As shown in Fig.2, there has been a growing interest in
MFA by researchers in the past three years. The main
research directions for MFA are multi-factor user
authentication, multi-factor protocol authentication, multi-
factor mutual authentication, multi-factor remote user
authentication, multi-factor biometrics authentication, and
multi-factor graphical password authentication. In this
paper, we are interested in multi-factor user authentication
for cloud computing environments. In [26], a bibliometric

survey is performed based on Web of Science data for
research publications on the topic of MFA. Furthermore, we
summarize the use of MFA by a different number of factors
in various environments in Table 1 and Table 2. In Table 1
the different cloud-based areas are represented while Table
2 denotes the non-cloud different environments.

Table 1: MFA Different Number of Factors in Cloud-based Environments

Reference

Authentication
Technique

Factors

Environment

[27]

MFA + CP-ABE

e Username and Password

QR Code-based OTP

Private Cloud Storage

(28]

MFA + SSO

SMS OTP

e Call on Phone

App approval

User’s Metadata in a Multi-Cloud

[29]

MFA + RSA+Hash
Func

e Contextual

Sign encryption
Iris Biometric

Cloud Health Care

[30]

MFA

Username and Password
Secret key to AES technique
Biometrics

Multiple Agents Cloud-based Search
Engine

[31]

MFA

Username and Password
OTP
Fingerprints

Cloud Storage in Smart Banking

[32]

MFA + VGG face
model

Username and Password
Security Questions
Mobile OTP

Face image

Cloud Storage

[33]

MFA + SHA 1+ AES-
128-CBC

Encrypted Password

OTP based on OOB

Email Account

Mobile Number

Count of mouse clicks on different graphical
elements on a screen

Cloud Computing

[34]

MFA

PIN/Password
Biometrics
SMS OTP

Cloud Computing

[35]

MFA

Username and Password
Email Account

Mobile Number

PIN

OTP

Cloud Computing

[36]

MFA

Secret-splitting key

e OTP

IMEI number

Cloud Computing
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[37] MFA e Face Verification Cloud-based Logistics IS
e NFC Card Authentication
e Geofence Location
e Temporal Data Verification
[38] MFA + CP-ABE o Username and Password Private Cloud Storage
e OTP based on QR code
[39] 2FA +PSK o Username and Password Cloud-based OTP Services
e OTP
[40] 2FA e Username and Password Cryptocurrency
e TOTP
[41] 2FA e Username and Password Private Cloud
e TOTP
[42] 2FA e OTP Cloud-based Web
e [oT Token Services

The MFA is used in various environments either
cloud-based; Table 1, or non-cloud ones; Table 2. The
cloud-based environments include general cloud computing
architecture [33-36], cloud storage [27, 32, 38], multi-cloud
[28], Cloud-based Logistics Information Systems [37],
Cloud-based OTP services [39], multiple agents cloud-
based search engine [30], cloud health care [29], and Cloud-
based web Services [42]. The other environments include
Cryptocurrency [40], websites and mobile apps [43],

Electronic Payments [44, 45], electronic voting systems
[46-49], mobile voting systems [50], Wireless Networks
[51], non-internet based applications [52], electronic
document management system [53], IoT network [54, 55],
RFID infrastructure [56], wearable and virtual reality (VR)
platforms with gesture input interface [57], ATM systems
[58], public multi-touch displays [59], blockchain [60], and
attendance record management system (ARMS) [61].

Table 2: MFA Different Number of Factors in Non-Cloud Environments

Reference Authentication Factors Environment
Technique
[62] MFA + Deep Learning + | e Face Verification -
Leap Motion Controller e OTP
[43] 3FA e Username and Password Websites
e Face Verification and Mobile Apps
e Microsoft Cognitive Service
[44] MFA e Username and Password Electronic Payments
e Fingerprints
e OTP
[45] MFA e Username and Password Electronic Payments
o Fingerprints
[46, 47] MFA + enhanced Feistel | e Fingerprints Electronic Voting Systems
block cipher e Sart card
[48] 2FA + Blockchain e Face verification Electronic Voting Systems
e RFID authentication
[49] MFA + SHA256 e One Time Short Message Service Electronic Voting Systems
e Grid Card
[50] MFA + Blockchain e Voter’s ID (VIN) Mobile Voting Systems
e PIN
e OTP
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[51] MFA e Username and Password Wireless Networks
e OTP
e Face image

[52] MFA + Block chain e Security questions based on past blockchain | Non-internet based Applications

transactions

[53] 2FA e Username and Password Electronic Document Management
e OTP System

[56] MFA + CNN-LSTM- e Pattern-based password RFID Infrastructure

based Classifier e Four Biometrics of human hand

[54, 55] 2FA e Graphical passwords ToT Network
e JoT Device

[57] MFA e In-air-handwriting based motion signal Wearable and VR Platforms

e Hand skeleton based geometry

[63] MFA + CAPTCHA e Face verification
e Real-time functionality

Human-Computer Interaction

[64] 2FA o PIN

e Facial recognition

ATM transactions

[65] MFA + AES 256

e Username and Password
e Dynamically generated NFC code
e Face verification

Electronic Healthcare Systems

[58] 3FA e PIN
e Bank Card

e Keystroke Dynamics

ATM Systems

[59] MFA + SAM.F e Smartphone

e Username and Password
e Geofence Location

Public Multi-touch Displays

o Fingerprints

[60] MFA + AES256 e Username and Password

e Security questions

Blockchain

[61] MFA

o Fingerprints

e Mobile MAC address
e Geofence Location

Attendance  Record

System

Management

According to Table 1 and Table 2, the MFA either used
as 2FA, 3FA, or more. It is use either beside other
techniques such as cipher text-policy attribute-based
encryption (CP-ABE) [27, 38], SSO [28], RSA algorithm
and hash function [29], SHA 1 and AES-128-CBC [33],
AES 256 [60], pre-shared secret key (PSK) [39], Deep
learning and leap motion controller [62], enhanced Feistel
block cipher [46, 47], Blockchain [48, 50, 52], VGG face
model [32], CNN-LSTM-based classifier [56], and
semantic ambient media framework (SAM.F); an
authoritative interface between smartphones and public
displays [59]. A different number of factors are used
ranging from two to five. The most used factors are
Username and Password, OTP, and Biometrics of the user.
These biometrics include fingerprints, face verification, and
iris. Other factors include hand gesture [62], location
confirmation and temporal data confirmation [37], security
questions [52], graphical passwords [54, 55], motion signal

of in-air-handwriting [57], geometry of hand skeleton [57],
and keystroke rhythm [58].

In this paper, we proposed an interactive, flexible, and
secure multi-factor authentication framework by designing
an authentication method selector (AMS) and interactive
intrusion detection steps. AMS is based on a pool that
contains a variety of authentication techniques and
knowledge of previous user authentication information. The
administrator will have the ability to add the appropriate
authentication method based on the requirements of the
organization. Based on these requirements, the
administrator will activate and initialize the authentication
method from the pool. The proposed framework provides
interactive intrusion detection steps by the inspection of
user behavior based on the user's previously used location
and web browser. This framework provides a flexible and
inexpensive authentication method based on the AMS
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technique and intrusion detection systems that have been
proposed in [11].

3. Proposed Framework for Cloud Intrusion
Detection

As presented in [11], the framework consists of three
main phases. These phases include the user creation phase,
granting access phase, and encryption and decryption phase.
In the first phase, the necessary procedure to create a user
account is initialized and the required characteristics for a
user to access the application are generated. The user
creation phase consists of two foremost stages; It is the
stage of user registration and the stage of creating user
privileges. In the user registration stage, the user enters
his/her personal secret attributes and selects a contingency
authentication method such as email account, mobile, etc.
In the creating user privileges stage, the privileges allocated
to each user are realized. In the granting access phase, the
needed procedures to grant a user accessibility to the
application are specified. Multi-factor authentication,
intrusion detection, auditing table, and suspect table are four
elements that come together to form this phase. The multi-
factor authentication element authenticates a user through
three different levels. These level include the user name and
password, user factor, and OTP based on email. The
intrusion detection element is responsible for verifying the
user factor, checking the suspected table, and issuing an
alert as soon as suspicious activities of users are discovered.
The user verification step is performed by checking the user

factor length, checking user factor validity, comparing the
entered user factor value, and check suspected table. The
auditing table element is responsible for recording all user
actions performed on the application data and summarizing
all raised alerts for the users in order to maximize the rate
of future countermeasures. The suspect table element
archives all suspicious users who have violated their
granted privileges. The login steps are also relies on the
AUTH,pp which is an additional authentication process.
The AUTH,pp is activated if a user is suspicious. In the
encryption and decryption phase, the application data are
encrypted/decrypted using AES algorithm in/from the
database server.

In this paper, we consider the granting access phase
to be our primary objective. We add some security features
that make our proposed framework more flexible and secure
to ensure user identity and prevent intruders. The flexibility
feature is gained by using the Authentication Method
Selector (AMS). By using AMS, an organization has the
ability to select various authentication techniques, not just
email as in [11]. We used email, SMS, and WhatsApp as
examples, any other combination of methods can be used
without losing generality. By using the user's geolocation
and user's usually used web browser as other factors in the
intrusion detection process, our proposed framework
achieves more security by using six factors instead of four
as in [11]. The overall components of the proposed
framework are depicted in Fig.3.
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Fig. 3 Overall Proposed Framework Components.
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3.1 Authentication Method Selector (AMS)

AMS is our proposed technique which is used to
manage the choice of authentication technique to be used
based primarily on user behavior. It defines the next
authentication technique that will be used in the current
authentication process. Various multiple authentication
techniques can be used or added according to business
needs and according to the regulations of the organization.
Some organizations can provide fingerprint authentication
while other organizations can provide security tokens [66].
The selection process for any technique depends on the
ability of the organization and the tools available. The
application admins are responsible for adding and choosing
the authentication techniques that will be used. As discussed
in [11], the authentication is based on just email
authentication. In this paper, additional authentication
methods were added like WhatsApp messages, SMS, or any
authentication method selected by the admins.

Assume a user;, wants to access the application and forget
his/her password, s’he will be authenticated throw email for
the first time of authentication. Assuming that the user
forgets his/her factor, s/he must be authenticated using a
different way like WhatsApp messages or SMS to ensure
the user identity in case of email disclosure. The main
components of the AMS technique are shown in Fig. 4.
These components include:
o Authentication Technique Selection Process,
presented in Section 3.1.1
¢ Authentication Techniques Pool, presented in
Section 3.1.2

Fig. 4 Authentication Method Selector.

3.1.1 Authentication Technique Selection Process

The process automatically determines the
authentication technique that will be applied in the recent
authentication process. The authentication technique
selection is presented in Fig. 5.

Get User Last
Authentication Method

Define The next
Authantication Method

Authenticate User

YES

NG Authantication
Fail

Store Authantic
Method as User
Authentication Method

ation Start with the Same
ast Used Authentication Method When
User Login Again

Fig. 5 Authentication Technique Selection Process.

As presented in Fig. 5 the process of selecting an
authentication method is based on three main steps. These
steps are the user's last authentication method, define
authentication method, and user authentication process
status. In the user's last authentication method step, we
selected only three methods of authentication: email,
WhatsApp messages, and SMS Messages. Before
authenticating the user, a request is directed to the database
server to obtain the last authentication method that was used
in the last authentication process.

In the second step, define the authentication method,
we provide an authentication method priority table to
determine the usage priority for each authentication method.
Each method is assigned a number that defines its priority.
The higher the number, the higher the priority of the
authentication method. The authentication method is
selected depending on the percentage of usage. This
percentage is calculated by dividing the number of uses of
the authentication method by the sum of all authentication
times. Table 3 represents the proposed Authentication
Method Priority Table.

Table 3: Authentication Method Priority Table

Authentication Method Priority
Email 3
SMS 2
WhatsApp 1

In the User Authentication Process Status step, after
selecting the authentication method, the first authentication
layer using Email is applied. Based on the result of the first
authentication process, an additional authentication layer is
added. If the first layer is true. The user will be authentic
and will have the privileges to access cloud services.
Otherwise, the SMS is selected to be the next authentication
method. The mechanism will continue until the last layer of
authentication.

As shown in Table 4 and Table 5, the authentication
methods are applied by user;, and the percentage of usage
for each authentication method is represented. In case two
authentication methods have the same percentage, Table 3
will determine which priority will be applied.
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Table 4: Authentication Method Selection Example 1

Authentication Method
User name Email WhatsApp SMS
usery, 5 4 5
Percentage 0.357 0.285 0.357

The last authentication method is SMS.

Email percent =5+ (5 +3 +4)=0.357

WhatsApp percent =4 + (5+ 3 +4) = 0.285

SMS percent =4 + (5 +3 +4)=0.357

The next authentication method will be WhatsApp because
it has the lowest percent

Table 5: Authentication Method Selection Example 2

Authentication Method
User name Email WhatsApp SMS
usery 5 5 5
Percentage 0.333 0.333 0.333

The last authentication method is WhatsApp.

Email percent=5+ (5 +3 +4)=0.333

WhatsApp percent =4 + (5+ 3 +4) =0.333

SMS percent =4 + (5+ 3 +4)=0.333

The next authentication method will be Email. All methods
had the same percentage but the last authentication method
was WhatsApp. Both Email and SMS had the same
percentage but according to the authentication method,
priority table Email had high priority.

3.1.2 Authentication Techniques Pool

The Authentication Techniques Pool is a shared pool
that contains a group of authentication techniques. It
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provides the ability to add any required authentication
techniques, just implement authentication techniques, add
them to the pool, then add them to the priority table to be
used.

3.2 Intrusion Detection with User Behavior Factors

As discussed in [11], the intrusion detection
component is based on the user factor that paths through
four steps: check factor length, check factor validity, check
factor value and check suspected table. These steps are used
to identify intruders and work as a second level of
authentication. Additional steps are added to complete the
process of identifying the intruders based on the user
behavior. After the user registration process for the first
time, s/he starts logging into the application. The location
of the user is stored for the next time the user accesses the
application. Also, the user’s usually used web browser is
stored. The intrusion detection steps start with the first four
steps which depend on the user factor after the user passes
the steps successfully the user geolocation is checked if the
location is different than the user’s default browser is also
checked. In this case, both user’s geolocation and the
default browser are different the user account is blocked and
the user is added to the suspected table. In case one of them
is not the same as previously stored the AUTH,pp, is fired
to authenticate the user. In case of AUTH,pp failure the
user is added to the suspected table and the user account is
blocked until the admin user ensures the user identity. The
all-intrusion detection steps with behavioral factors were
shown in Fig. 6.
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Fig. 6 Intrusion Detection Steps with User Behavior Factors
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3.3 Proposed Framework Login Procedures

After applying the AMS and the behavioral factors to
the intrusion detection steps to the framework in [11]. The

Write To Audit Table

Check Access Roles

4

YES

MO

complete access steps and intrusion detection processes are
depicted in Fig. 7.

USER NAME & PASSWORD
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Get Usar Factor +  Add To

Fail
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Fail
‘—» Write To Audit Tabie Add To Table
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Fig. 7 Overall access steps in conjunction with intrusion detection.

As presented in Fig. 7, the overall access procedures are
mainly relying on three factors of authentication. The first
authentication factor (username and password) is applied
with access rules. The second authentication factor is the
user access factor that was created earlier in the user
creation stage. It is used in intrusion detection steps to verify
the following:

User factor length

User factor validity
Entered user factor value
Suspected table

User location

User default web browser

parts. The first part represents normal users with 3000 cases
that are used to calculate the false positive alert (FP) rate.
Part Two with 900 cases representing intruders is used to
calculate the detection rate (DR) and the false negative alert
rate (FN). Intruders are also categorized into two groups
insiders and outside hackers. Experimental results are based
on the proposed access mechanism that involves access
rules, multi-factor authentication, intrusion detection, and
AMS for the proposed framework. These results are
calculated based on the login steps and applied to the two
frameworks. Table 6 shows the comparison of calculated
percentages between both frameworks.

Table 6: FP, DR, and FN Comparison

Framework in [11]

Proposed Framework

The third authentication factor is the user verification OTP

. L FP 059 0.89

is sent based on AMS and authorization rules that are ” ”

applied. DR 97.0 % 99.0 %
FN 3.0% 1.0%

4. Experimental Results

A data set of 3900 cases was generated according to
the possible test scenarios that can be applied to the
proposed framework. The data set is divided into two main

4.1 False Positive (FP) Alarms

As shown in Table 6 and Fig. 8, after applying the
AMS and behavioral factors to the intrusion detection
process. The percentage of normal users who are considered
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intruders as indicated by the FP rate has increased from
0.5% to 0.8% in the new framework. The FP rate is
calculated by dividing the number of normal users who are
considered intruders (Nf) by the total number of normal
users (N) as shown in Formula (1).

N
The increase in the FP rate is due to users who try to access

the application from a different location or use a different
web browser or due to the failure of AUTH,pp.

Access Steps

0.5%
3000 USERS
0.8%

0.0% 0.2% 0.4% 0.6% 0.8% 1.0%

H Frameworkin [11]  HProposed Framework

Fig. 8 FP Alarms.

4.2 Detection Rate (DR)

As shown in Table 6 and Fig. 9, the DR is increased
from 97% to 99% in the new framework after applying the
AMS and behavioral factors to the intrusion detection
process. The DR is calculated by dividing the whole number
of detected users (Ng) by the total number of users (N). This
is shown in Formula (2).

DR:%xIOO% ?)

The DR records a higher percentage due to AMS which
prevents intruders who succeed to steal one of the
authentication methods. Assume an intruder steals the
user’s name and email, at first s/he will be authenticated
using email but the OTP which is the third authentication
factor will be sent to another authentication method like
WhatsApp or SMS. While the framework in [11] just relies
on email authentication which increases the intruder
opportunities to access the application in case of email
disclosure. Also, the behavioral factors will detect the
intruder in case of s/he login from a different location or
uses a different web browser. Therefore, the intruder will be
blocked and an alarm will be raised.

Access Steps

97%
900 USERS
99%

96% 97% 97% 98% 98% 99% 99% 100%

M Frameworkin[11]  H Proposed Framework

Fig. 9 Overall DR

4.3 False Negative (FN) Alarms

As shown in Table 6 and Fig. 10, the FN rate decreased from
3.0% to 1.0% in the new framework. This rate indicates the
percentage of intruders who successfully routed their login
steps after applying AMS and behavioral factors to
intrusion detection. FN is calculated by dividing the number
of passing malignant users (Np) by the total number of
examined users (N). It appears in Formula (3).

N P
FN :WXIOO% ().
The FN rate has decreased due to higher detection ratios.
FN originates from internal intruders who already have

access to the application as normal users and are trying to
perform malevolent actions.

Access Steps

3%
900 USERS
1%

0% 1% 1% 2% 2% 3% 3% 4%

M Framework in[11]  E@Proposed Framework

Fig. 10 FN alarms.

5. Conclusions

Cloud authentication is an indispensable process of
ensuring user identity to maintain the security of data,
applications, services, and resources. It is most commonly
performed in the PaaS layer. One challenge of using PaaS
authentication is the achievement of balancing ease of use
with security. In this paper, we proposed a flexible multi-
factor framework for user authentication to secure access to
data and applications in the PaaS environment. In the
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proposed framework, multi-factor authentication is
performed in conjunction with an intrusion detection
system, access control policies, and encryption/decryption
algorithm. By using multi-factor authentication,
organizations have the ability to provide stronger
authentication options to their users. On the other hand,
users have the ability to use PaaS without compromising
their privacy. By using an intrusion detection system, the
users’ identities are insured. By using access control
policies, the users’ identities are verified and users’ access
times are controlled. By using the AES encryption
algorithm, data are protected from being disclosed.

The flexibility feature in the proposed framework is
gained by providing the Authentication Method Selector
(AMS). By using AMS, an organization has the ability to
select various authentication techniques. We used email,
SMS, and WhatsApp as examples, any other combination
of methods can be used without losing generality. By using
the user's geolocation and the web browser feature that is
commonly used as other factors in the intrusion detection
process, the proposed framework achieves increased
security by using six factors. Indeed, by utilizing the
proposed framework, we are capable to verify the proper
application is being used by the right user with specific data.
Moreover, we are able to guarantee the integrity and
confidentiality of the data. Experimental results are
performed to measure the detection rate, false negative
alarm rate, and false positive alarm rate. The detection rate
increased from 97% to 99%. The false negative rate
decreased from 3.0% to 1.0%. The false positive rate is
increased by 60 %.
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