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Abstract 
Cloud computing is an emerging business model popularized 
during the last few years by the IT industry. Providing 
“Everything as a Service” has shifted many organizations to 
choose cloud-based services. However, some companies still fear 
shifting their data to the cloud due to issues related to the security 
and privacy. The paper suggests a novel Trust based Mutual 
Authentication Mechanism using Secret P-box based Mutual 
Authentication Mechanism (TbMAM-SPb) on the criticality of 
information. It uses a particular passcodes from one of the secret 
P-box to act as challenge to one party. The response is another 
passcode from other P-box. The mechanism is designed in a way 
that the response given by a party to a challenge is itself a new 
challenge for the other party. Access to data is provided after 
ensuring certain number of correct challenge-responses. The 
complexity can be dynamically updated on basis of criticality of 
the information and trust factor between the two parties. The 
communication is encrypted and time-stamped to avoid 
interceptions and reuse. Overall, it is good authentication 
mechanism without the use of expensive devices and participation 
of a trusted third party. 
Keywords: 
Access control, Mutual Authentication, Cloud Computing, Data 
Security, S-box. 

 
1. Introduction 

 
Cloud computing is emerging as a technology 

that has changed the use of hardware, software and 
services by organizations using parallel distributed 
computing systems comprising inter-connected 
virtualized computers [1]. It may be viewed as a stack 
of Applications, Platforms and Infrastructure provided 
“as service” by the service providers. It runs over 
virtual machines and applications that work on any 
operating system and provides services using the 
internet [2,3] on a pay-per-use cost model. It improves 
cost overheads borne by the organization on 
maintenance and upgradation of hardware/software.  
The clients can access the cloud services after passing 
the authentication test based on credentials recorded 

during user signup. Authentication is a mechanism 
that verifies the validity of the claimed identity of an 
individual [4] based on something an individual 
knows, possesses, is or does. It is an important step in 
securing information [5]. In a cloud computing 
environment, the authentication of valid users is much 
more critical it opens the access to entire information 
set of the organization. Providing secure access to the 
information placed over the cloud is a big issue (see 
Fig. 1). The security of data placed on cloud servers is 
one of the biggest challenges in adopting cloud 
services according to RightScale (now Flexera) 
studies from 2015 to 2022 [6-13]. Still, organizations' 
IT spending is slowly shifting from traditional 
offerings to cloud services. It is predicted that the 
cloud market will be $216 billion in 2020. New non-
conventional methods of secure login and 
authentication on public cloud servers are required 
[14,15] rather than using behavioral metrics or 
establishing expensive private clouds for collaborative 
work as a solution to security problems. 
 
2. Related Work 

 
Mathematical foundations have always been 

catalysts in the design of authentication, security and 
encoding techniques. The researchers are creating 
authentication techniques using passwords. Identity 
can be established using OTP for authentication of the 
digital identity of the user [16]. A two-factor hashed 
OTP-based authentication [17] using MD5 has also 
been advocated. N-screen-based consolidated 
authentication to access various devices [18] look 
good in slashing time overheads. Single sign-on is 
suggested for a reliable access to software-as-a-
service over cloud [19] using Secure Socket Layer and 
Advanced Encryption Standard cryptographic 
algorithm for increasing security. The authentication 
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and Leak Prediction Model (ALP) [20] uses redacted 
trees. Identity-based authentication schemes use 
public key encrypted certificates [21] and a flexible 
combination of OTP with TLS standard [22] can be 
used for better security during authentication. Newer 
methods use a graphical sequence of images given to 
a user to create a sequence [23] for authentication. S. 
Furnell et. al [24] proposed the use of 3D graphical 
passwords with dynamic challenges in 3D structures 
to increase the complexity of guessing the passwords. 
The dynamics of the method could be improved by 
adding more graphical operations to it. Y. Yang et. al 
[25] presented authentication based on doodling a 
particular pattern in a square grid of the screen. Older 
users do not like these methods much as these were 
knowledge-based, having a dependency on the touch 
screen and its size  Z. Zhao et. al [26] and D. Nyang 
et. al [27] introduced gesture-based access to a device 
or service captured with a camera. It is safer when 
used as a re-authentication of a user in addition to 
password-based access. These may pose critical issues 
while used as a primary authentication mechanism due 
to the ease of copying the gestures once noticed by 
other users. Use of keystroke dynamics [28] for 
authentication proposed by P. S. Teh et. al [29] as 
biometric information used statistics of typing profiles 
to identify a user. Gestural and keystroke dynamics 
were combined to provide an improved method of 
continuous authentication using an AI-based machine 
learning algorithm by J. Wu et. al [30]. Behavioral 
activities captured by sensors are used to relate 
humans with their behavioral activities suggested by 
M. N. Aman et. al [31] and Liang Y. et. al [32]. The 
self-driven automated procedure is hardware 
dependent and could deviate from its normal working 
in certain scenarios. It also leads to a breach of privacy 
laws. Bansal, G. et. al. [33] proposed lightweight a 
Secure User Key-Exchange Authentication (SUKA) 
for a two-step mutual authentication of vehicles in an 
IoT environment. This is based on tamper-proof chips 
installed in vehicles. Shashidhara, R. et. al [34] 
exhibited a lightweight mutual authentication system 
that can be employed globally. It is roaming efficient 
and robust that uses fewer resources but might be 
compromised as it is based on old security algorithms. 
R. Ferrero et. al [35] guided to use gait-based 
recognition of users by inputs from an accelerometer. 
It is Smartphone dependent and may not uniquely 
authenticate users if there are more users. Fantana, A. 
L. et. al [36] demonstrated a design of movement-

based biometric authentication using smartphone 
movement records. However, there is no consistency 
in the performance of the method while using mobile 
phones of different brands. 
  
2.1 Issues 

There is no single authentication solution that 
may be applied convincingly and appear foolproof on 
paper [37] to a cloud environment comprising of 
machines/devices as users like in an IoT environment. 
Techniques like passwords, security certificates, 
virtual private networks and cryptographic algorithms 
do not appear sufficient due to the absence of a key-in 
facility for devices. The use of biometric identification, 
verification and templates of voice, face or retina 
suffers from internal bias [38] and requires biometric 
devices and storage for high-resolution biometric 
images [39,40].  Problems associated with changes in 
biological metrics like shape, color, voice pattern and 
variations in the environmental conditions cause these 
methods to fail at times. Behavio-metric 
authentication systems are application and user 
behavior dependent that may be modified [41]. It is 
difficult to standardize this method as users can vary 
their behavior due to their mood and health. OTP-
based methods tend to increase overall authentication 
time while N-screen-based consolidated 
authentication [18] increase the interest of intruders as 
one crack enable access to multiple devices. Single 
sign-on has considerable overhead due to the use of 
heavy cryptographic techniques. The Authentication 
and Leak Prediction Model (ALP) [20] can be misused. 
Identity-based authentication schemes are device-
dependent and can be copied/cloned and pose 
problems in case of device theft. A flexible 
authentication solution using OTP and TLS standards 
was also suggested to work for different security 
settings similar to using digital certificates.  
 
2.2 Problem Formulation and Objective 

The paper aims to develop a user authentication 
algorithm based on a dynamic challenge-response 
approach that validates users without expensive 
biometric devices and a Trusted Third Party (TTP). 
Moreover, depending on the criticality of the 
information to be accessed, the complexity of the 
algorithm may be increased or decreased. It employs 
encrypted communication for less susceptibility to 
security attacks.  
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A Secret P-box-based Mutual Authentication 
Mechanism (TbMAM-SPb) has been proposed that 
works for all clients’ kind: users or devices in 
accessing cloud services. It uses a randomly chosen 
sequence of challenges-responses between two parties 
under communication to authenticate each other (see 
Fig. 2) without involving trusted third party. The 
complexity of algorithm is dynamically controlled 
based on trust factor. It applies encrypted 
communication to make it less susceptible to attacks. 
Section 3 provides details of the proposed design. 
Section 4 elaborates experimental setup used to 
evaluate its performance evaluation and results that 
are provided in Section 5.   
 
3. Proposed TbMAM-SPb Framework 

 
      TbMAM-SPb uses dynamically generated 
challenges and responses for the mutual authentication 
of two parties under communication. The client 
organization registers for cloud service. The 
administrator decides the number of classification 
tiers, number of iterations, sizes of Passcode boxes, 
and encryption-decryption algorithm to be used in the 
authentication. 
 

3.1 Parameter Table & Data Classification  

    The parameters and the notations used have been 
explained in Table 1.  
 

Table 1. Parameters and Notations Used 

 
Parameter 
Notation 

Description 

I 
Number of Iterative rounds in the proposed 
framework 

c Tier Level (0-4) 

u Number of users in a tier group 

T Trust Factor (real number between 0 and 1) 

A 
Total number of authentication attempts made 
by the user 

B 
Number of unsuccessful authentication 
attempts 

S Security multiplier (positive integer) 

sp Size of P-box 

F() Passcode extractor function 

EKi() Encryption Algorithm 

DKi() Decryption Algorithm 

AM Authentication Manager program 

Passcode 
A sequence of characters from a set of 
Alphabets 

Rn 
A random number generated by the user with 
value between 1 to sp for the server 

Ru 
A random number generated by the server with 
value between 1 to sp for the user 

Tn Timestamp for server 

Tu Timestamp for user 

IsUserBox 
Boolean value. 1 means value to be extracted 
from user’s P-box and 0 means value extracted 
from server’s P-box 

puj 
Passcode from user’s P-box during j-th 
iteration 

Pnj 
Passcode from server’s P-box during j-th 
iteration 

 
 
 

 
Figure 3. Suggested Accessibility Framework 

 

Access control is divided into five tiers: Level 4, 
Level 3, Level 2, Level 1 and Level 0 with decreasing 
level security. Members of the higher tiers can access 
data from all lower tiers upon successful 
authentication. The number of users in the higher tier 
is less than the lower tier (see Figure 3).  

Classification of data is done into five categories: Top 
secret, secret, confidential, restricted and public [42] 
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based on its impact and criticality (refer Table 2). The 
cloud server and the client organization choose some 
agreed-upon symmetric or asymmetric encryption 
algorithm, say EKi() to encrypt the group passcodes 
used for authentication [43,44].  

Table 2. Data Classification Tiers 
 

Data 
Classificatio
n 

Impact of unauthorized  
Access 

Tier Level (c) 

Top Secret 
 

Would cause 
"exceptionally grave 
damage" to the 
organization/nation. 

4  
(Highest level 
of criticality) 

Secret 
 

Would cause "serious 
damage" to 
organizational/national 
security if it were 
publicly available 

3 
(Third level of 
criticality) 

Confidential 
 

Would cause "damage" or 
be "prejudicial" to Top 
organizational/national 
security 

2 
(Second level 
of criticality) 

Restricted 
 

Would cause 
"undesirable effects" if 
publicly available. 

1 
(First level of 
criticality) 

Public 
 

No harm and can be made 
publicly available. 

0 
(lowest 
criticality) 

 
Each user is allocated some tier level by the 

administrator. The number of iterative rounds (I) of 
each tier is given by equation (1).  

I = S*2c* log2 u / T       (1) 
Initially, the value of trust factor T is set to 0.1 or 0.2. 
It is changed after a specific number of authentication 
attempts as per equation (2) 

T = Min.{1, T(1+(A-0.33*B)/A)}   (2) 

Equation (2) guarantees to increase the value of trust 
for three percent or fewer authentication failures and 
decrease it for a higher percentage of failures. The 
inverse relation between T and I increases number of 
iterations when T decreases and vice-versa. 

 
3.2 Components and Functionalities 

TbMAM-SPb is implemented using a secret 
square P-box and APIs consisting of function F(), 
encryption algorithm EKi() and Authentication 
Manager program. The clients are provided with these 
components for mutual authentication. A brief 

description of the components and the functionalities 
follows. 

3.2.1 Secret Square Passcode–box (P-box) 

A secret square P-box contains passcodes in rows 
and columns. The size of the P-box is determined 
based on the number of users and the Trust factor as 
described in Table 3.  

Table 3. Size of P-box for various tiers of information 
Tier Number 
(i) 

No. of persons in Tier  Dimension of 
square P-box  
(To Integer value) 

0 n0 Not required 
1 n1 log2( n1)*ii/(T) 
2 n2 log2 (n2)*ii/(T) 
3 n3 log2 (n3)*ii/(T) 
4 n4 log2 (n4)*ii/(T) 

 

Users provide a set of characters that may be used 
to create passcodes of some fixed length. Such 
passcodes are filled in their respective square P-boxes. 
These P-boxes are stored with the cloud server. The 
Cloud server also provides a same-sized P-box filled 
with similar passcodes to the users and sends it to the 
client user. Figure 4 shows an example 3x3 P-box 
containing 3-length passcodes consisting of digits and 
characters.  

3.2.2 Function 

Function F() is part of the API used to interact 
with the P-box using three arguments. It helps extract 
a passcode from a particular row number and column 
number of the P-box. For example, if the user and the 
server have opted for the P-boxes as mentioned in Fig. 
4, the function F(Server,2,3) extracts the value Zw5 at 
row 2, column 3 of the server’s P-box. In the same way 
F(User, 3,1) extracts Za4 from the user’s P-box.  

3.2.3 Encryption Algorithm 

The client and the cloud server choose some 
encryption algorithm EKi() to be used for encrypting 
information passed over the internet during 
authentication. The corresponding decryption 
algorithm DKi() is used to decrypt and extract the 
plaintext.  

 

User P-box 

As3 Np7 Qw2 

Server P-box 

Xp2 Kl9 Ur6 
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Ik9 Lh1 Ve8 

Za4 Bf5 Uq6 
 

Gj0 Mr7 Zw5 

Jp1 Dv3 Sy4 
 

 
Figure 4. P-box with example passcodes 

 

3.2.4 Authentication Manager  

     The clients are provided with an AM program that 
is used at the client end and the server end for mutual 
authentication. It uses P-boxes, F(), EKi() and DKi(). 
It generates random numbers Rn and Ru between the 
range (1,sp) for use in the authentication process.  
 

3.2.5 Passcode Generation and Storage  

Individual users must register with the cloud 
server. The user must go through the following steps 
to register. 

Step 1: The user chooses the username, organization 
and tier level he belongs to. 

Step 2: The user decides the length of passcodes, its 
set of alphabets (contains valid symbols used to 
generate passcode) and the format for making 
passcodes. It facilitates country or language-specific 
customized data sets to be used in passcodes. 

Step 2: A random generator may be used to generate 
passcodes that are filled in the P-box by the user. This 
square P-box is stored with the cloud server and the 
user. 

Step 3: In the same manner, the cloud server fills a P-
box of the same size with its passcodes. It is also stored 
at the user end and the cloud server. 

 
Figure 5. Mutual Authentication Process 

3.3 Authentication Process 

The mutual authentication process relies on 
multiple challenge-response iterations between parties 
under communication. It uses a particular passcode 
from one of the P-box to act as a challenge to one party 
in the communication. The response to this is another 
passcode from the other P-box which is related to the 
previous passcode in some way. This response 
passcode also acts as a challenge to the other party. 
The process ensures that the interceptor is not able to 
predict the passcode and its exact position in the P-box 
as the entire communication is encrypted using EKi. 
The step-wise algorithm is explained further and the 
overall process is shown in the flowchart in Fig. 5.  

 

3.3.1 TbMAM-SPb Algorithm 

The P-box structures are loaded by the 
Authentication Manager program and the following 
steps are carried out. 

Begin 

Step 1: The user enters the username and selects the 
classified tier to be accessed. The server checks the 
username and tier combination in registered 
candidates. 

Step 2: If the combination exists, direct the user to the 
authentication interface and load the number of 
iterations (I) for that tier else goto End.  

Step 3: Set iteration number J:=1. 
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Step 4: The user sends the encrypted information 
containing his ID, a randomly generated value Rn and 
timestamp Tn to the server.  

Step 5: The server generates a random number Ru. Set 
IsUserBox=1. It then evaluates the value at row Rn and 
column Ru of the user’s P-box using the function 
puj=F(IsUserBox, Rn, Ru). It generates timestamp Tu. 

Step 6: It uses puj||Tn||Tu to concatenate the three values, 
encrypt it using EKi(puj||Tn||Tu) and sends it to the user. 

Step 7: The user decrypts the value received from the 
server using DKi(). It extracts Tn.  If the value does not 
match the sent value, the authentication process is 
stopped by the transfer of control to Step 14.  

Step 8: The timestamp Tu is extracted. If (Tu>Tn) then 
passcode value F(IsUserSide,Rn,Ru) is extracted. If the 
received passcode value puj matches with some code in 
column number Ru of the row Rn, the number sent by 
server is traced.  

Step 9: The user generates another random number Rn2. 
Set IsUserBox=0. It then evaluates the value at row 
Rn2 and column Ru of the server’s P-box using function 
pnj=F(IsUserBox, Rn2, Ru). It generates timestamp Tn2. 

Step 10: It uses pnj||Tn2||Tu to concatenate the three 
values, encrypt it using EKi(pnj||Tn2||Tu) and sends it to 
the server.  

Step 11: The server decrypts the value received from 
the user using DKi(). It extracts Tu.  If the value does 
not match the sent value, the authentication process is 
stopped by transfer of control to Step 14.  

Step 12: The timestamp Tn2 is extracted. If (Tn2>Tu) 
then passcode value F(IsUserSide,Rn2,Ru) is extracted. 
If the received passcode value pnj matches with some 
code in row number Rn2 of the column Ru, the number 
sent by the user is traced.  

Step 13: Increment the iteration number J by 1 and 
while(J<I) goto Step 5. 

Step 14: If(J==I) then “Grant access to the tier” else 
Issue warning of “Mutual Authentication Failed” 

End 

 

 

 

 

4.  Experimental Setup 
 
Simulation of the proposed mechanism is done 

using Turbo C program on a 64-bit machine with 
Intel(R) CPU Core i3 M370 @ 2.40 GHz processor 
with 3 GB RAM. An environment with different tiers 
of information and other components of the suggested 
framework is created. Initial registration of dummy 
users is performed with their categorization in tiers 
and some number of users in the tier is set. The 
program recorded the time taken for authentication of 
different categories with a random number of users for 
different tiers, different sizes of square P-boxes and 
various lengths of passcodes. It also tracked the 
variation in trust factor value for 50 iterations of 100 
login authentication attempts each by assuming some 
percentage of authentication failures. The experiment 
is repeated to record the average performance of the 
algorithm. 

 

 
Figure 6. Processing time for Authentication 

 

 
Figure 7. CPU time for authentication in various iterations with 

increasing passcode length 
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5. Performance Evaluation 
 
The performance of TbMAM-SPb is evaluated 

based on CPU processing time, the time required for a 
brute force attack and variation of trust factor to check 
its performance. 

5.1 CPU Processing Time 

The average CPU time taken by the TbMAM-
SPb algorithm increases almost linearly with the 
increase in length of the passcode string upto length 8 
(see Fig. 6). An increase in the average CPU 
processing time was noticed for passcode string 
lengths of 9 or more. This is attributed to the increase 
in the size of characters (digits and alphabets) beyond 
its 64-bit in unit time. The CPU time for authentication 
for iterations carried with different size of passcode 
lengths is shown in Fig. 7. The average time taken for 
authentication increases with the increase in the length 
of passcodes or the increased number of iterations as 
expected. 

 

5.2 Brute-force Attack 

The complexity of carrying a brute-force attack 
on the proposed algorithm is calculated for different 
passcode lengths. Table 4 shows the number of key 
space options to explore as per the size of the 
passcodes comprising some number of characters and 
digits. It is observed that longer-length passcodes take 
more time to crack on an average desktop with almost 
17 billion tries in an hour for key-space searches [45]. 
It is observed that cracking passcodes of length 10 or 
more in the P-boxes will be sufficiently complex. The 
estimated hours required to crack a passcode of length 
7 or more using a single or distributed computing 
environment comprising at most 500 machines is safe 
for almost 342 days for I=1. For I >1, the time 
complexity for correctly guessing passcodes multiple 
times will increase further and strengthen the security 
 
 
 
 

 

Figure 8. Trust factor growth chart for TbMAM-SPb with 
iterations 

 

5.3 Growth of Trust Factor 

The trust factor dynamically controls the 
iterations of authentication. It is observed (see Fig. 8 
and 9) that starting with some low initial trust value if 
the number of unsuccessful attempts can be kept 
below 3%, the trust value tends to increase over time. 
A higher proportion of authentication failures may 
also lead to the reduction of the trust factor to almost 
zero. It shows that the value of trust reach 1 (highest) 
value in few runs and vary with failures to increase or 
decrease the iterations used in the authentication 
process.  

 

 

 

Figure 9. Trust factor growth chart for TbMAM-SPb with 
iterations 
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5.4 Strengths 

The passcode exchange is encrypted before 
sending which avoids man-in-the-middle attack. 
Moreover, the use of timestamps nullifies the replay 
attack. Even if someone identifies a passcode, its 
position in the P-box cannot be predicted accurately as 
either row or column value will be known with surety. 
The number of iterations can be increased or 
decreased to increase the complexity of computation 
for a brute-force attack. The algorithm provides tier-
based dynamic number of iterations using random 

passcodes based on the trust factor. It does mutual 
authentication without the participation of a trusted 
third party. The algorithm is backward compatible 
with password-based authentication that may use 
single iteration of the proposed algorithm. In a nutshell, 
the new technique has high level of complexity for 
intruders and makes the prediction of dynamic 
passcode during a series of alternate challenge-
response methods. 
 
 
 

 

Table 4. Processing time in hours to undertake a brute-force attack on single Passcode of different lengths 

 

Upper  Case Letters 6 6 6 7 8 9 10 

Numbers 1 2 3 1 1 1 1 
password length in 
Characters 7 8 9 8 9 10 11 
Number of 
Combinations 3 billion  30 billion  308 billion 80 billion 2 trillion  54 trillion  1 quadrillion  
Estimated hours to 
crack using a single 
machine 0.08990 0.899063 8.99063 2.337564 60.7766 1580.19 41085.0 
No. of days to crack 
using single machine → 0.0037 0.037460 0.37460 0.097398 2.53236 65.8413 1711.87 
Estimated hours to 
crack using Distributed 
level with number of 
machines ↓        

10 0.00899 0.089906 0.89906 23.37564 607.766 15801.9 410850.0 

50 0.00179 0.017981 0.17981 4.675128 121.55 3160.38 82170.0 

100 0.00089 0.008990 0.08990 2.337564 60.7766 1580.193 41085.0 

250 0.00035 0.003596 0.03596 0.935025 24.3106 632.077 16434.0 

500 0.00017 0.001798 0.01798 0.467512 12.155 316.038 8217.00 

 
 

Table 5. Comparison of various methods of Authentication with proposed TbMAM-SPb 
Method- > 
Feature 

| 
\/ 

Proposed 
TbMAM-
SPb 
Algorithm 

Authentica-
tion score 
method 

OTP 
based 

Hashed 
MD5  

Two 
factor 
method 

Session 
key 
method 

IP Sec Mutual 
Authentication  

Biometric 
methods 

Identity 
based 
Public Key 
Certificates 

User 
Behaviour 
model 

static 
Password 
based 

x x x x x √ X x x x 

Application 
dependent x √ x x √ √ X x √ √ 

Device 
dependent x √ √ x √ √ X x √ x 

Undue 
overhead x x x √ x X X x x √ 
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Biometric 
anomalies 

x x x x x X X √ x √ 

Issue 
Certificate  x x x x x x √ x √ x 

Requires 
same or 
trusted 
domains 

x x x √ x √ √ x √ √ 

Requires 
Trusted 
Third Party 

x √ x x x x X x √ √ 

Uses 
Database 
repository 

√ x x √ x x X √ √ √ 

Can be 
grown/ 
shrink 
dynamically 

√ x x x x x X x x x 

Uses 
cryptograp
hic method 

√ x x √ x x X x √ x 

6. Comparison with related work 
 
A comparison of the proposed TbMAM-SPb is 

shown in Table 5 with other existing popular ten 
authentication methods. It shows eleven parameters on 
which the comparison has been done. It helps to 
decide which one would be useful in a particular kind 
of situation 
 
7. Conclusion 

 
      Security of data stored on cloud servers has always 
been a significant concern. The security issue can be 
substantially resolved by access to data only by 
legitimate users based on a strong authentication 
mechanism. The time invested in such a process shall 
increase the overall safety of data on the cloud. The 
solution suggested in this work uses passcodes of a 
specified length from a pool of codes to mutually 
authenticate valid users and servers. The passcodes act 
as a challenge and response at the same time for 
verification of parties under communication. The 
complexity of the algorithm can be increased or 
decreased dynamically based on the trust factor, 
number of iterations, passcode length and set of 
allowed alphabets. It is backward compatible to 
support low-efficient machines by taking a single 
iteration. The use of timestamps helps in revoking 
replay attacks, key size makes it difficult to apply 
brute-force attacks. The use of encryption during 
communication helps in overcoming man-in-the-
middle attacks. In a nutshell, TbMAM-SPb appears to 
be a good mutual authentication algorithm that does 
not require a trusted third party to execute and provide 
appropriate security using according to the 

classification of information, trust factor and 
encrypted communication. 
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