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Abstract 
In this paper, we propose a novel robust blind crypto-
watermarking method for medical images security based on hiding 
of DICOM patient information (patient name, age…) in the 
medical imaging. The DICOM patient information is encrypted 
using the AES standard algorithm before its insertion in the 
medical image. The cover image is divided in blocks of 8x8, in 
each we insert 1-bit of the encrypted watermark in the hybrid 
transform domain by applying respectively the 2D-LWT (Lifting 
wavelet transforms), the 2D-DCT (discrete cosine transforms), 
and the SVD (singular value decomposition). The scheme is tested 
by applying various attacks such as noise, filtering and 
compression. Experimental results show that no visible difference 
between the watermarked images and the original images and the 
test against attack shows the good robustness of the proposed 
algorithm. 
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1. Introduction 
 

Telemedicine [1-4] is a booming healthcare practice that has 
facilitated the exchange of medical data, diagnostics and expertise 
between healthcare entities. With this fast evolution, the need for 
securing these data become very important. Currently digital 
watermarking and cryptography are widely used to protect 
intellectual property in the network environment and they became 
important applications to protect and secure the medical images. 
Ensuring the security of medical data must respect 
imperceptibility of electronic patient record while hidden in the 
cover image, to make sure no distortion is visible for a credible 
diagnostic and have maximum robustness to different type of 
attack. Many algorithms and methods have been proposed in 
literature for medical images watermarking such as in [5] where 
Narong Mettripun has proposed a robust medical images 
watermarking based on DWT (discrete wavelet transform) for 
patient identification. M. Jamali et al [6] have proposed a robust 
watermarking in non-ROI of medical images based on DCT 
(discrete cosine transform) and DWT. Bum-Soo Kima et al [7] 
have proposed a digital image watermarking method Robust 
against geometrical attacks. A new QIM-based watermarking 
method robust to gain attack has been proposed by Yevhen 
Zolotavkin et al [8]. Manuel Cedillo-Hernandez et al [9] have 
proposed a robust watermarking method in the DFT domain for 
effective management of medical imaging. Zulfiqar Ali et al [10] 
have proposed a new watermarking algorithm using Hurst 
Exponent for the protection of privacy in telemedicine. Rayachoti 

Eswaraiah et al [11] have proposed a robust medical image 
watermarking technique for accurate detection of tampers inside 
region of interest and recovering original region of interest. Rohit 
Thanki et al [12] have proposed a medical image watermarking 
algorithm based on FDCuT–DCT. Y. Gangadhar et al [13] have 
proposed a watermarking approach for securing medical images in 
invariant discrete wavelet transformation. Priya Selvam et al [14] 
have proposed reversible watermarking technique based on hybrid 
transform for medical images security in telemedicine. Frank Y. 
Shih et al [15] have proposed high-capacity watermarking method 
for medical images.  

In this paper, we propose a new robust blind crypto-
watermarking system for the security of medical images. As 
shown in Fig 1, we encrypt the watermark (DICOM patient 
information) before inserted in the imaging. We propose a 
watermarking algorithm based on the LWT-DCT-SVD transforms 
which allow inserting the encrypted data block by block in the 
cover image. Our contributions can be summarized as follows:1) 
hide the information of patients in the related images. 2) attach an 
imaging with the patient relative.  

The rest of the paper is organized as follows. We 
present the proposed watermarking system in Section II. 
Then, the experimental result and simulation are presented 
in Section III. Section IV presents the comparative study 
where we compare the proposed method with others 

proposed method. Section V concludes the paper. 

Fig. 1. The proposed crypto-watermarking system. 

2. The proposed watermarking approach 
 
This section details the proposed robust blind 

watermarking algorithm for the security of medical images. 
So, a brief description about the lifting wavelet transform 
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(LWT) and discrete cosine transform (DCT) and the 
singular value decomposition (SVD) is presented. 

 
 

1.1. The Lifting Wavelet Transform 
 

As shown in Fig. 2, a lifting wavelet is a schema of 
implementation of a wavelet transformation different from 
that realized by the filter banks. It is an optimized process 
in the number of operations to execute and in memory 
occupation. For example, the calculation time of computing 
the LWT is half the time of computing the FFT.       

Fig. 2. The lifting wavelet transform  
 
The principle is, first, to split the signal to be 

transformed, then to improve its properties by alternating 
the prediction and update steps as shown in Fig 2: 1) Split: 
The original signal set 𝑥ሾ𝑛ሿ is divided into two subsets with 
no common elements, whose length are the half of original 
data. Generally, the original signal is divided into odd 
subset 𝑥௢ሾ𝑛ሿ ൌ 𝑥ሾ2𝑛 ൅ 1ሿ  and even subset 𝑥௘ ൌ 𝑥ሾ2𝑛ሿ . 
Predict: The odd series 𝑥௢ሾ𝑛ሿ is predicted according to even 
series 𝑥௘ሾ𝑛ሿ by the predict operator P, and the errors are 
called wavelet coefficients d [n] as in the next equation: 

 
𝑑ሾ𝑛ሿ ൌ 𝑥௢ሾ𝑛ሿ െ 𝑃ሺ𝑥௘ሾ𝑛ሿሻ                        (1) 

 
Update: The update operators U are put on wavelet 
coefficients d[n], and then the results add the odd series 
𝑥௘ሾ𝑛ሿ, which are called scale coefficients c [n] as in next 
equation: 
 

𝑐ሾ𝑛ሿ ൌ 𝑥௘ሾ𝑛ሿ ൅ 𝑈ሺ𝑑ሾ𝑛ሿሻ                        (2) 
 

A decomposition in lifting wavelet of Lena image is 
presented in Fig 4.  

 
 

 
. 

 

Fig.4. Original image Lenna; (a) Sub-band LL; (b) Sub-
band LH; (c) Sub-band HL; (d) Sub-band HH. 

1.2. The Discrete Cosine Transform 
 

The Discrete Cosine Transform (DCT) is a 
transformation close to the Discrete Fourier Transform 
(DFT). The projection kernel is a cosine and therefore 
creates real coefficients, in contrary the DFT, whose kernel 
is a complex exponential and therefore creates complex 
coefficients. However, the DCT can be expressed as a 
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function of the DFT, which is then applied to the 
symmetrized signal. DCT is one of the most popular 
technique used in digital watermarking. So, as shown in Fig 
3, it transforms the image into three frequency bands as 
lower or DC, middle and higher frequency bands. Middle 
frequency bands are preferred for watermarking due to less 
vulnerability towards attacks. It gives better results against 
attacks like compression and has better efficiency. 

 
 

1.3. The Singular Value Decomposition 
 

In mathematics, the singular value decomposition 
(SVD) is a linear algebra method of a matrix. it is an 
important tool for factoring, real or complex rectangular 
matrices. Its applications range of signal processing to 
statistics and meteorology. Let M be an mxn matrix whose 
coefficients belong to the field K, where K = ℝ or K = ℂ. 
Then there is a factorization of the form: 

 
𝑀 ൌ 𝑈𝑆𝑉′                                            (3) 

 
with U a unitary matrix mxm on K, S a matrix mxn whose 
diagonal coefficients are positive reals or nulls and all the 
others are null, and V 'is the adjoint matrix of V, unitary 
matrix nxn on K. This factorization is called the singular 
value decomposition of M. 
 

 
2.4 The insertion/extraction process 

As shown in Fig 5, The proposed algorithm 
possesses the imaging in block of sizes 8x8. For each block, 
we determine the coefficient 2-D LWT of this block, then, 
we applied the transformation 2-D DCT for the 4x4 LL 
coefficient of the LWT. we compute the matrix U, S and V 
using the SVD transformation of the 4 middle coefficients 
(matrix of 2x2) of the DCT. The insertion is done in the 
second diagonal coefficient of the matrix 𝑆  i.e. 𝑆ଶଶ . The 
coefficient 𝑆ଵଵ must be remains greater than 𝑆ଶଶ, so, after 
the insertion of the watermark in 𝑆ଶଶ we add 𝜋 𝑓⁄  to 𝑆ଵଵ so 
that it remains greater than 𝑆ଶଶ. 

 
𝑆ଶଶ ൌ 𝑀ሺ𝑆ଶଶሻ 

𝑆ଵଵ ൌ 𝑆ଵଵ ൅ గ

௙
                                  (4) 

 
𝑀  and 𝑓  are the insertion function and the strength of 
watermarking, respectively. 

After the insertion process, we compute the inverse 
SVD by the matrix multiplication of U, watermarked S, and 
the transposed of V. We replace the watermarked low 
coefficient, then, we applied the   inverse DCT. finally, we 
obtain the watermarked bloc by applied of the inverse LWT.  
The number of bits embedded for each bloc are 1 bit which 
is sufficient for insert all data of DICOM patient 
information, for example, for an image of 512x512 size we 

can hide 4096 bits.  The function of insertion which allow 
insert a bit in a coefficient is defined as bellow: 

 

𝑀ሺ𝑆ଶଶ, 𝑤ሻ ൌ గ

௙
ቂ𝑤ഥ ൅ 2𝑅𝑜𝑢𝑛𝑑 ቀ𝑓 ௌమమ

ଶగ
ቁቃ              (5) 

 
Where 𝑓, 𝑀, and 𝑤 are the strength of watermarking, the 
insertion function, and the watermark bit, respectively. The 
inverse function which used for extract the watermark from 
the watermarked image is given by the next equation: 
 

𝑤௘௫ ൌ 𝑀ିଵሺ𝑆ଶଶ
௪ ሻ ൌ cos 𝑓 ൈ 𝑆ଶଶ

௪                      (6) 
 

Where 𝑆ଶଶ
௪   and  𝑤௘௫  are the watermarked coefficient and 

the extracted watermark, respectively. 

3. Experiment result and discussion 
 
Experiments were conducted on six sets of medical 

images of different modality, sizes and depth:  Magnetic 
Resonance imaging, modality MRA, of 256x256 pixels and 
16-bit depth, Magnetic Resonance imaging, modality MR, 
of 576x448 pixels and 12-bit depth, Radio Fluoroscopy 
imaging, modality RF, of 512x512 pixels and 8-bit depth. 
Computed radiography imaging, modality CR, of 
2570x2040 pixels and 12-bit depth. Magnetic Resonance 
imaging, modality MRA, of 320x240 pixels and 12-bit 
depth. Magnetic Resonance imaging, modality MR, of 
512x512 pixels and 12-bit depth. Some samples of our 
dataset are given in Fig. 6(a-f). We decided to use the peak 
signal to noise ratio (PSNR) in order to measure the 
distortion between an imaging 𝐼  and its watermarked 
imaging 𝐼௪: 

𝑃𝑆𝑁𝑅ሺ𝐼, 𝐼௪ሻ ൌ 10𝐿𝑜𝑔ଵ଴ ቆ
ሾ2ௗ௘௣ െ 1ሿଶ

𝑀𝑆𝐸ሺ𝐼, 𝐼௪ሻ
ቇ 

𝑀𝑆𝐸ሺ𝐼, 𝐼௪ሻ ൌ ଵ

௅
∑ ሾ𝐼ሺ𝑘ሻ െ 𝐼௪ሺ𝑘ሻሿଶ௅

௞ୀଵ               (7) 
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Fig. 5. The proposed watermarking algorithm. 

 
Where 𝐿 corresponds to the number of pixels of the image 
𝐼, and 𝑑𝑒𝑝 corresponds to its depth. We use the correlation 
coefficients 𝑁𝐶  to measure the distortion between the 
watermark 𝑤 and the extracted watermark 𝑤௘௫: 

 

𝑁𝐶ሺ𝑤, 𝑤௘௫ሻ ൌ ஼௢௩ሺ௪,௪೐ೣሻ

ఙೢఙೢ೐ೣ
                            (8)   

  
Where C𝑜𝑣ሺ𝑥, 𝑦ሻand 𝜎௫  are the covariance of 𝑥 and 𝑦 and 
the standard deviation of 𝑥, respectively. 
 

𝐶𝑜𝑣ሺ𝑥, yሻ ൌ
1
𝑁

෍ሺ𝑥௜ െ 𝑥̅ሻ
ே

௜ୀଵ

ሺ𝑦௜ െ 𝑦തሻ 

𝜎௫ ൌ ඥ𝐸ሾ𝑥ଶሿ െ 𝐸ሾ𝑥ሿଶ 
𝐸ሾ𝑥ሿ ൌ ∑ 𝑥௜𝑝௜

௡
௜ୀଵ                                 (9) 

 
Where 𝑥̅  and 𝑝௜  are the average value of 𝑥  and the 
probability of 𝑥௜, respectively. 

As shown in Fig. 6 no visible difference between the 
watermarked images and the original images, so, the 
watermark is imperceptible. From Table 1 we can conclude 

that the average PSNR equal to 58 which emphasize the 
performance of the proposed algorithm. The NC of the 
attacked watermarked images close to 1, therefore, the 
proposed algorithm robust to different attack such as 
contrast adjustment, cropping, filtering, Noise, and jpeg 
compression. The robustness of the proposed algorithm to 
different attack are given in Table 2. 
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Table 1 Performance evolution of the proposed watermarking system in term of PSNR 

Images 
 

a b c d e f 

PSNR 56.0702 61.1835 57.0012 58.0191 60.4521 56.1234 

TABLE 2 robustness of the proposed algorithm to attacks 
Attack Metric value NC Authentication 
 
Contrast adjustment 

 
Contrast factor 

0.5 0.9978 Yes  
2 0.9996 Yes 

 2.5 0.9941 Yes 
 
Cropping  

 
- 
 

1/10 0.9320 Yes 
1/8 0.9014 Yes 
1/6 0.8927 Yes 

 
Filtering  
 

 
- 

1x1 1 Yes 
2x2 0.9932 Yes 
3x3 0.9875 Yes 

 
Noise  

 
Density 

0.002 1 Yes 
0.005 1 Yes 
0.01 0.9811 Yes 

 
Compression  

 
Factor quality 
 

100% 1 Yes 
90% 1 Yes 
76% 1 Yes 

 

(a) (a’)

(b) (b’)Fig. 6. (a) and (b) are the original medical images. (a’) and (b’) are the watermarked medical images, 
respectively 
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4. Performance and comparison 
 
In this section, we   compare the robustness of the 

proposed method against attacks with the method proposed 
in [5], and [16-20]. In [5] Narong Mettripun has proposed a 
robust medical image watermarking using the 2-D discrete 
wavelet transform level-2. T. Amornraksa et al [16] have 
proposed an images watermarking algorithm based on 
amplitude modulation. Thitiporn Pramoun et al [17] have 
proposed a color image watermarking scheme based on 
coefficients modification in LL sub-band. Rita Choudhary 
et al [18] have proposed DWT-based image watermarking 
is proposed using level. Sy C. Nguyen et al [19] have 
proposed an efficient image watermarking scheme using the 
Laplacian pyramid based on projection. Tamirat Tagesse 
Takore et al [20] have proposed a blind image watermarking 
scheme based on DWT, DCT and SVD. Rita Choudhary et 
al [21] have proposed image watermarking algorithm based 
on DWT using level. Sy C. Nguyen et al [22] have proposed 
an efficient image watermarking scheme using the laplacian 
pyramid based on projection.  As shown in Fig. 7, the 

average watermarked images PSNR of the proposed 
method is great than Narong Mettripun et al [5] and T. 
Amornraksa [16], T. Pramoun et al [17], Rita Choudhary et 
al [21], Sy C. Nguyen et al [22], Tamirat Tagesse Takore et 
al [18]and Bambang Harjito et al [19]. The average NC of 
the proposed method obtained from jpeg attack at various 
quality factor is great than Narong Mettripun [5], T. 
Amornraksa et al [16], T. Pramoun et al [17] and R.O. Preda 
et al [20] (see Fig. 8). As shown in Fig. 9, the average NC 
of the proposed method obtained by contrast attack at 
various brightness factor is more robust than Narong 
Mettripun [5], T. Pramoun et al [17] and T. Amornraksa et 
al [16]. The comparison of average NC of the proposed 
method obtained from gaussian and pepper noise attack at 
various noise variance and density is more robust than 
Narong Mettripun [5], T. Amornraksa et al [16], T. 
Pramoun et al [17], Tamirat Tagesse Takore et al [18], and 
Bambang Harjito et al [19] (see Fig .10 and Fig 11). 

 

Fig. 7. The performance comparison in term of PSNR. 

 

 
Fig. 8. Comparison of average NC obtained from jpeg 
attack at various quality factor. 

 

Fig.9. Comparison of average NC obtained contrast 
attack at various brightness factor. 
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Fig. 10. Comparison of average NC obtained from 
gaussian noise attack at various variance. 

 

 

Fig. 11. Comparison of average NC obtained from salt 
and pepper noise attack at various noise density. 

 

5. Conclusion  
In this paper, we have proposed a robust blind 

crypto-watermarking algorithm based on hybrid 
transform(LWT-DCT-SVD) for the security of medical 
images. Therefore, we insert the encrypted information of 
patient in the relative medical images. We tested the 
proposed algorithm by applying various attacks such as 
noise, filtering and compression where we show that the 
proposed robust against different type of attack. 
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