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Abstract

FANET (Flying ad-hoc network) is a self-adjusting wireless
network that enables easy to deploy flying nodes, inexpensive,
flexible such as UAV in the absence of fixed network
infrastructure they communicate amoung themselves. Past few
decades FANET is only the emerging networks with it’s huge
range of next-generation applications.FANET is a sub-set of
MANET’s(Mobile Ad-hoc Network) and UAV networks are
known as FANET.Routing enables the flying nodes to establish
routes to radio access infrastructure specifically FANET and
among themselves coordinate and collaborate.This paper presents
a review on existing proposed communication architecture and
routing protocols for FANETS.In addition open issues and
challenges are summarized in tabular form with proposed
solution.Our goal is to provide a general idea to the researchers
about different topics to be addressed in future.
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1. Introduction

Flying Ad-hoc Networks (FANETs) have quickly
spread, where they are utilized in numerous applications,
for example, common security, and military sectors.
FANETSs can be given an undertaking to such an extent that
they can be in the field to work alongside individuals to
perform basic errands and make activities simpler to
accomplish. The organization comprises of various
unmanned aerial vehicles (UAV) hubs that convey utilizing
remote correspondence. Utilizing a solitary UAV rather
than numerous ones can restrict the quantity of utilizations.
While it very well may be plausible and has less intricacy
in network availability, it doesn’t have an enormous
inclusion contrasted with the different UAVs framework. In
addition , single detached UAVs take additional time to
finish given under taking, since they work independently
Consequently ,FANETs can be very supportive in time-
basic circumstances where they work quicker and take less
an ideal opportunity to complete a given under taking.
Furthermore, they are viable with wide scope of utilizations.
IN case they additionally may have complex network
geography just as force utilization restrictions. Quite
possible the most widely recognized applications in
FANETs are utilized for are military and common
applications. They are generally utilized in looking what’s
more, safeguard activities, as they can work quicker since
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they have enormous inclusion territory, which makes the
undertaking of discovering possible targets, easier.
Moreover, respectful applications additionally incorporate
reconnaissance also respectful security. These applications
rely upon outrageous security, where any interference may
make significant harm the public.

FANETSs known for their dynamic nature in which
robots are flying with various rates and now and again in
various ways. In these kinds of geographies, it is
exceptionally difficult to execute the traditional routing
protocols. To implement the conventional routing protocols
is very challenging in these types of topologies.The routing
protocols are vital in FANETSs to build up the UAV-TO-
UAV correspondence and tracking down an ultimate
routing protocols which has the most reduced directing
overhead while giving a solid end-to-end transmission of
the information stays a functioning space of research [5].As
of now ,analysts are exploring the viability of the routing
protocols utilized in the (MANETs) Mobile Ad-hoc
Network what’s more , those carried out in the Vehicle Ad-
hoc Network(VANETSs).With the brought into the world of
UAV’s communication,[6]FANETs is a sub-field of
MANETS network. Consequently, FANETS share a portion
of the MANETS highlights, for example; working in an ad-
hoc way, having a self-organizing topology and the less
central control. These are the features which contribute
towards broadening the range of communication and
growing the network in an less structure area. Moreover,
FANETs have some features of VANETS, like dynamic
geography and portability aspects.
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While designing a communication system for ad-hoc
network crucial role play by the computational power.
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Two main factors affect protocol simulation first one is
mobility model and second one is communicating traffic
pattern, among others. Before effective use of network
many problems need to be addressed.

Hence forth , the main point of the study is to follow the
most recent turn of events in the network communication
architectures and routing protocols that are planned in the
literature for FANETs.

2. Literature Review

This paper carlos , Tassio, presents as demand of the
internet access from different devices increasing rapidly
that provide new challenges for companies. To support the
increasing flow of the network as a possible solution with
low latency and scalable infrastructure MANET(Mobile ad-
hoc network) applying in UAV technology and develop
FANETs (Flying ad-hoc networks) with the leading
characteristics of high mobility and wireless scale —ability.
Due to this it’s difficult to guarantee efficiency in all cases .
Two simulators were develop to analyze the scenario in
which FANETSs with different protocols during video and
data transmission .Result show that the proactive protocols
in scenario more efficient that communicate with an
onshore server.

This paper sara , aisha discuss the popularity of the
unmanned aerial vehicles(UAV). A new idea for a routing
mechanism which is effective and efficient implementation
for FANETS.

This paper M fahad ,Ali Imran present review on the flying
ad hoc network limited work on routing which possess
unique characteristics that make it different from the old
manet and vanet. Many routing metrics, like link expiration
time, residual energy, mobility metrics,geographical
location are used to select routes.Due to limited focus on the
FANETSs characteristics future work with large amount
remains.

This paper presents a systematic review of RPL-based
routing protocols. every year more topics being covered that
RPL is gaining interest. RPL as the routing protocol
accepted by many researchers. More focus on industrial
uses of RPL ,Security enabled and cross-layer design.To
find a single adoption and declare it as the ultimate routing
for RPL is not easy. A huge number of RPL adaption in the
review to improve the performance but in the original
standard a change is required to make it incompatible with
each other.

This paper discuss FANETs network in certain unique
scenarios composed of UAV nodes and ,can be used to
implement data transfer. Survey about state of art about
routing  protocols ,comparative analysis of different

protocols on their characteristics and proposed solution to
the unsoved problems using research direction on FANETS.
This paper present about UAV devices problems of small
duration of flights, due to limited battery power
unproductive routing and high mobility will be bridge with
the use of hybrid KFFOCA. The KFFOCA shows good
efficient performance than ECRNET, CACONET,
GWOCNET and CLPSO on the basis of Cluster building
time, number of cluster, PDR, consumed energy, through
put,cluster head life time and end-to-end delay.

In this paper the authors presents UAV mobile networks
challenges and opportunities. The future work and
challenges in the usage of UAVs as mobile nodes.

In this paper four communication architectures introduces
for UAVs networks. Some standard for UAV
communication applied in military communications.

In this paper zeng et al. present three use cases

accordingly on the UAV aided wireless communication:-
UAV aided relaying, UAV aided ubiquitous coverage,
UAV aided information dissemination.
This paper Bekmezci et al. present review on the
opportunities and challenges of UAV networks. Analyze
FANET security limitation.Also discussed open issues and
research areas.

This paper Maxa et al present characteristics of
FANET and literature review on the applied routing
protocols is given. Also analyze their security features e.g
potential threats , security exigencies and counter measures.
Tablel. MANET and VANET link types comparision in FANET.
Y’ is for the presence and ‘N’ is for not.

‘H’ is for high, ‘L’ for Low , ‘M’ for medium

Category MANE | VANETs | FANETs
Ts
Link Types | AD hoc v v v
Satellite x x v
Direct v v v
link
cellular x v v
Characteris | Mobility | Rando | Predictio | Realistic,
tics models m way | nbased SRCM
point
Characteris | Energy H L M
tics constraint
Characteris | Mobility | L M H
tics degree
Characteris | Localizati | GPS Differenti | Inertia
tics on al-GPS measurem
method Assisted- | ent unit
GPS
Characteris | Node H M L
tics density
Characteris | Radio NLOS NLOS LOS
tics propagati
on model
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3. UAV(Unmanned Air Vehicle)

UAYV can be further categories into two categories:- Rotatory wing
and fixed wing,each with its features.

Fixed wing:-heavy payload and have high speed.

Rotatory wing UAVs:- Payload and despite their limited mobility
principally depend on UAVs choice and application.

According to range they are classified as close,short,and mid
range).

Low cost : In term of large UAV maintenance and acquisition
small UAVs is cheaper

Low missions completion time: Mission like search ,rescue and
surveillance can be more faster.

Scalability:- In the new operation simply added new
UAVs,System dynamically re.ordered its network structure.

4. Communication in FANET

To overcome the communication designs issues areliable
architecture is essential to proposed.

4.1 Unmanned Air Vehicle

The communication architecture tell us the flow of information
between one UAVs or multiple UAVs and GCS. For UAVs
networks four basic architecture of communications are
introduced and displays in the fig. Namely UAV direct
communication, UAV communication via satellite networks,
UAV communication via cellular networks and UAV
communication via ad-hoc networks.

Fig2.Types of links in FANETs.
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UAV communication via cellular network:- Nowadays the
maximum used form of communique is the mobile community as
describe in fig. Centralized topology based on this generation
includes reducing a territory into zone (cells), every of that’s
served via way of means of a base station (the imperative factor).
Each communication need to undergo this imperative factor which
has  the  position of routing them to  their
destinations.Communications via cellular is the inspiration of
cellular cellphone technology including UMTS, GSM, LTE,
GPRS, and Wi-Fi statistics communication including Wi-Max and
Wi-Fi. Since they provide intense freedom for nomadic consumers.
UAV direct communication:-

A direct communique link [33,37] may be used among the
GCS and every UAV ,as proven in fig. This is the most effective
structure, wherein the primary node is GCS which connect all
UAVs. The direct UAV to UAV communique however due to
centralized scheme isn’t viable .This structure for dynamic
environment and for NLOS (Non-Line-Of-Sight) communique
can’t be carried out.

UAV communication via Satelite networks:-

For communication between two very distant points in an
area without fixed infrastructure, the best solution is satellite
communication. Every aircraft can communicate with GCS via
satellite in a system with multiple UAVs. In fact in some missions ,
buildings or tree may become obstacles to the signal exchange
between the UAV and its relay satellite.

UAV communication via Ad-hoc network:-

In order to deal with the drawback of the communication network
architectures mentioned above, The FANET community is
proposed for a swarm of UAVs, as proven in fig. This community
structure is part of the MANET wherin nodes talk among them
without the want for a vital infrastructure.Each UAV is taken into
consideration as an given up system.

The ad-hoc architecture lends itself well to the constantly changing
topology of UAV networks resulting from the high mobility of the
UAYV .In FANET , as a regular end node function performed by
GCS, which can have static or dynamic geographical
location .Commnuication with the nearest UAV as a front door.
Thus FANET consider two types of communication:- UAV to
GCS communication and UAV to UAV communication.

UAV - GCS communication:-

To offers information services for different user in the world wide
network UAV used fixed infrastructure to communicate.A few of
the topics of interest is navigation and communications,with the
goal of investigating operator solutions to ensure safe control of
UAVs BVLoS.

UAV -UAV communication:-

With one another UAVs communicate to complete basic missions
like route planning or co-operative target tracking .In this kind of
communication could be either direct or multi-hop in nature.
Distances can be long or short in which UAVs can be
communicate over. In FANET communication data rate and range
increasing the efficiency.

Even through the FANET network’s numerous advantages,
routing remains a difficult problem, due to the dynamic change of
the network topology and the imprecision of the available
information. For FANET network a few routing protocols are



184 IJCSNS International Journal of Computer Science and Network Security, VOL.24 No.5, May 2024

being applied to meet these requirements. We present FANET
routing protocols in the next subsection.

5. Routing Protocols:

Quite few routing protocols for Ad-hoc have been
proposed in the literature, including flooding, dynamic source
routing, on demand routing, cluster based routing and pre-
computed routing. Because FANET is a subclass of MANET and
VANET, researchers first tested protocols used in those networks
for potential use in UAV networks. However due to unique
characteristics

of a node in FANET including energy shortage, speed, rapid
changes in links between them. To fulfill the FANET requirements
it’s important to modify these protocols.The classification of
adapted and proposed ones into five main categories: proactive
routing protocols, static routing protocols,on-demand routing
protocols, hybrid routing protocols and geographic routing
protocols. These categories to be discus in next subsection.

RTOR

COLER

Routing approaches in
FANET
Proactive Reactive Hybrid Geographic Static
Time
AODV
ML-
OLER

DCR

Fig3.Routing approaches classification in FANET.
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5.1 Proactive Protocols

These protocols at fixed time intervals update their routing
tables. Nodes in the network already know the change in routes
that feature make faster transmission. The major drawback is to
make constant update they need greater bandwidth.

These protocols at fixed time intervals update their routing tables.
Nodes in the network already know the change in routes that
feature make faster transmission. The major drawback is to make
constant update they need greater bandwidth.

Following two types of proactive protocols:-

i) optimized link state routing (OLSR)

A protocols standard meant for ad-hoc sites. The purpose is to stop
the stableness of link state criteria. In ad-hoc system it carry out
authentic link state. In high, powerfull and dense system is suitable
for routing process. To select some node that act as a relays called
multipoint relay (MPR) is the main characteristic of OSLR.

ii) Destination-sequenced distance vector (DSDV)
According to the change in network topology the sequence of
number in the routing table also change itself. To avoid nodes from
occurring loops these numbers keep updated and send to all nodes
in the network.

5.2Reactive protocols:

The communication establish when the node in the network
send request.By using this feature the routing tables are always
updated. when the packet is going to be sent it’s important to check
the best route. Following proposed protocols for use in FANETSs.
i) Ad hoc on demand:-

In AODV when packet is important to send they first find the
routes ,add it into the table right after the packet is transfer to the
receiver. In other features because its mobile network protocols
connection interruption, update and maintain routes in tables.

i) Dynamic source routing (DSR)

This protocols used in multi-hop wireless networks, in addition
node source keep details in about the entire route to its destination.

5.3 Hybrid

A protocol is a combination of reactive and proactive protocols.
To overcome the weakness od reactive and proactive protocols
hybrid is a proposed solution. In proactive overhead of control
messages can be reduced by using this protocols. First route
discovery process latency can be decreased in reactive protocols.
This protocols is based on two zones concept, intra zone routing
used by proactive protocols, and inter zone routing by reactive
protocols.

The following categories of hybrid:-

Temporarily ordered routing algorithm (TORA):-

Basically it uses reactive routing protocols but with the addition of
some proactive protocols. Node in the network only maintain the
information about it neighbor node and update the routes. Some
time it use shortest path and long route mostly used to redyce
overhead network. !

Zone routing protocols(ZRP):-

Protocol depend on the concept on zones. Different zone for each
node.A set of nodes with minimum distance and pre-defined radius
is know as a zone.The zone inside the network is intra-zone routing
with the use of proactive protocols. Communication is done only
when both source and destination are in the same zone.Inter zone
routing is used in a case where packet is to be sent outside the zone
with the use of reactive method.

5.4 Geographic routing:-

In this routing method geographical location of each node with
pre-knowledge assumed.To find the best routing path between the
source and destination it uses nodes locations.

Following strategies used for geographical routing in case of
wireless.

i) Greedy perimeter stateless routing for wireless
(GPSR):-

Each node periodically collect location of its neighbor node to
send data greedily to its destination.

ii) Mobility Prediction Geographic Routing(MPGR)

Route path decide on the base of UAVs geographical positions. In
addition of this method with GPSR working enhances.

UAYV search mission protocols (USMP) and GPMOR (Geographic
Postion Mobility Oriented Routing) are other approaches based on
the GPSR.

iii) LAROD(Location Aware Routing for Opportunistic
Delay tolerant network)

Mobility modules introduces which give permission to the each
UAV to predict the movement of its next neighboring node.

5.5 Static Routing:

These protocols are when the task start they computed and
loaded the static routing table. During an transmission there is no
need to find and update the routing tables. Few numbers of flying
node communicate with each UAV that store their own
information. It’s important for the protocols finish the previous
first in order to start a new transmission. For dynamically changing
scenarios they are not feasible as they are not fault tolerant.

Some static routing are as followings:-

e Data Centric Routing:-

(DCR) This static routing protocol is chosen where the system
have limited numbers of UAV on a fixed route which involves less
assistance. It also work well with the cluster topologies where
cluster head is responsible for all information disseminating to
other node in the cluster.
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e Load Carry And Delivery:-

(LCAD) In this routing model the data is carried from ground node
by UAV then by flying it reached to its destination ground node.
To increase security and throughput is its main objectives.lt is a
proposed solution for transfer latency insensitive bulk data and
tolerant delay.

Table2. FANETs Routing Protocols Limitation’s.

e  Multi-Level Hierarchical Routing:-

(MLHR)UAV network organized hierarchically and there is a
need of many cluster head that perform in different mission areas.
This routing model is suitable where the mission area is large and
UAYV are controlled in changed swarms.

Category Protocals Issues in application to FANET
Proactive + P.OLSR [36] -To keep table up-to-dates large overhead mainfenance required.
« COLSR[58] -eszential bandwidth usage
o DOLSR[33 -Slow reaction to topelogy changes.
» MILOSR[3T]
Reactive « RGRI60] -Because of essential header uze may merease larger network overhead.
v Timesloed | -Highlatency during path finding.
» RTORA[61] -For hop by hop routing table must have mtermediate node.
« AQDV[39]
Hyhrid »  (GPSR[64] -Difficult to mamtaim for dynamic scenario
« TORATE]]
« ZRP[6]]
Geographic « MPGR [63] Information about the node location sharng strategy i some application areas
«  GPMOR[67) may be un-realishic.
+ (PSR [84]
« LARODI[6§]
o TUSMP[66]
Static « MLHR[16] Not scalable and cannot handles any changes.
» DCR[16] For dynamic topology of FANET fixed tables not sutable.
« LCAD[3132]
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6. Comparative Analysis:-

The table below describe the comparision of routing protocols on the base of some parameters and are PDR,E2E delay , throughput,
Simulator , No.of Nodes.

Table 3:- Routing Table of comparision

Where the symbols ‘v” shows the presence of technique and ‘%’ shows the absence of the technique.

Papers | Protocols E2EDelay PDR Throughput Simulator No. of | Conclusions
Ref Nodes
[n DSDV x 4 4 MATLAB 11 DSDV define by its
modified approach
2] OLSR v 4 4 NS-2 20 To optimize the
AODV FANETs
DSDV performance OLSR
can be used.
[3] DSR x v v NS-2 - More  prefer-ables
AODV protocols are Anti-
DSDV Hoc-Net and DSR
[4] RGR v 4 4 OPNET 30 GPR is  worst
AODV MODELER whereas RGR is the
GRP best
OLSR
[5] DSR v v v NS-2 - To enhance the
AODV FANETSs
DSDV performance in
OLSR pursue
mobility model can
be used.

7. Issues, Challenges and Solutions:-

Table4.A summary of open Issues and their purposes, and their
challenges, and proposed solution.

Sr. | Open Issues Purpose Challenges Proposed Solution

No

1 Multi-UAV ~ swarm | Due to ultra-densification Managing | Low residual energy, | Next geographical
architecture use | massive amount of data High dynamicity, High | location of UAV is
routing cost pridcting

2 FANETs routing | Mobility management High cost, Low residual | Based on real -life
investigation energy, high dynamicity | scenarios forming
enhancing  mobility mobility models
models

3 To improve routing | Minimizing the  retransmission of | High cost , high | Predicting the further
disconnect  frequent | packets and reconnect routes dynamicity geographical location of
link to reduce its a UAV in route
effects selection
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4 Through multiple- | Decrease network congestion and | High routing overhead Approaches based on
routing performance | Increase utilization of resources. Artificial intelligence
of  network  and
survivability
improved

5 Network coverage | Minimizing the  retransmission of | High cost Between high/low
improve by utilizing | packets and reconnect routes altitude platforms
high/low altitude collaboration enabled.
UAVs

6 Network performance | Optimize performance High routing overhead, | Network performance
improved by using Al high cost improve by using Al

based approaches

7 Use of green energy | Network partitioning decrease Low residual energy, | For extra energy backup
minimize power high cost solar panels are use.
consumption

8. Conclusion:-

During the past few decades ,the roles and capabilities of
UAVs has been witnessed. Therefore ,FANET networks are
rapidily growing in several operational domains of huge range of
applications. Firstly we recalled the particular features of
UAV,UAS, FANET networks. There are many routing protocols
including AODV, DSR, Anti-hoc Net , DSDV,OLSR for data
transmission in UAVs. Advantages and disadvantages for each
protocols reviewed. A Comparative analysis of each routing
protocols in tabular form.The goal of this paper is to motivated the
researchers to proposed solutions for the open issues and
challenges of FANET networks.
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