IJCSNS International Journal of Computer Science and Network Security, VOL.24 No.9, September 2024 157

MS Load Balancing Algorithm in Cloud Computing

Ankita Gupta

Department of Computer Science and Engineering
Govt. Engineering College, Bikaner
Rajasthan, India

Abstract

Cloud computing becomes an important technology for
distributed computing and parallel computing. Cloud
computing provides various facility like to share resources,
software packages, information, storage and many different
applications depending on user demand at any time and at any
place. It provides an extensive measure for computing and
storage. A service provided by it to user follows pay-as-you-go
model. Although it provides many facilities still there is some
problem which are resource discovery, fault tolerance, load
balancing, and security. Out of these Load balancing is the
main challenges. There are many techniques which used to
distribute wor9kload or task equally across the servers. This
paper includes cloud computing, cloud computing architecture,
virtualization and MS load balancing technique which provide
enhanced load balancing.
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I INTRODUCTION

Cloud computing has become one of the important
technology in IT world. Cloud computing provides
online computing to satisfy demands of the users [15]. It
encounters advancement in both the academia and
industry [17]. Its main facility which attracts developers
is that in this case of computing, computing Depends on
sharing resources rather than having own servers or
personal devices. With the help of cloud computing
resource of software and hardware are shared reasonably
to avoid shortcomings occurred in the early distributed
network [2]. The cloud computing deployment models
are essentially split into four groups, i.e., public, private,
Hybrid, Community [4]. Cloud computing services are
separated into three cases, i.c., platform as a service
(Paas), software as a service (Saas), and infrastructure as
a service (Iaas). On that point are several issues in cloud
computing paradigm, as it is developing technology,
simply load balancing is one of the major issues in a
cloud computing environment. Load balancing is a
methodology which offers methods to maximise
throughput, optimized utilization of resources and better
execution of system [3]. It likewise offers an gentle and
flexible procedure to hold data or files and make them
available for users [4]. To realize the efficient utilization
of resources in the cloud system, there are various load
algorithms. The primary design of load balancing is to
broadcast the local workload to the entire cloud. Load
balancing can either be centralized or decentralized.

II. CLOUD COMPUTING

Cloud computing is an advanced technique which
gives various computing resources and also provides
storage. All users from all round the globe can access
any of these resources on demand basis through the
internet [1]. Essentially, cloud computing involves
allocating tasks to several nodes efficiently in cloud
system so that the request processing is performed in a
well-organized manner [5]. Cloud computing allows a
great figure of users around the globe to access
virtualized sources and platform, scalable, distributed
hardware and software resources and services through
the net.
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II1. CLOUD COMPUTING ARCHITECTURE

Cloud computing is fastest developing technology.
Amazon, Google, Microsoft all is providing cloud
computing services and making towards implementing
and developing powerful, honest, and logical platforms
for their users [7]. Cloud computing architecture as
shown below consists of three service models, five
essential characteristics and four cloud computing
deployment models. Fig. 1 illustrates the architecture of
cloud computing. A lower layer represents four
deployment models, then the middle layer represents
three basic service models and finally, the upper layer
represents the underlying characteristics [1].

Cloud services are based upon five principal
characteristics that demonstrate their relation to, and
differences from, traditional computing approaches.
These characteristics are as follows:

Abstraction of infrastructure

Resource democratization

Service-oriented architecture
Elasticity/dynamism

Utility model of consumption and allocation

Broad N/w Access Rapid Elasticity Services On-Demand service

* Essential Characteristics

Resource Pooling

Service Models

Y Private
A

Fig 1. Cloud computing architecture

A. Type of cloud

Cloud computing is a avail which is based on the
internet that offers services to the users on demand at
whatever time. There are four types of clouds that
provide computing services. These are:

Deployment Models

e Public Cloud — This type of cloud infrastructure is
openly used by the general public but available in
a “pay per usage” manner [9]. Examples are
Amazon or Google clouds which are usable for all
users [10].

Fig 2. Public cloud

e Private balancing cloud (it is a type of cloud
infrastructure that operated solely for a single
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system, whether done internally or by a third-
party. It can be hosted either internally or
externally [10]. The private cloud project requires
significant engagement to the virtualization of the
business environment, and also calls for the
organization to reevaluate existing resources. It
improves business, but every step in the project
requires high security that must be spoken to
prevent serious threats [11].

Fig 3. Private cloud

e Hybrid Cloud — It is the type of cloud
infrastructure which combines the public cloud
and the private cloud. This type of cloud is
basically used for commercial usage [10].

Fig 4. Hybrid cloud

B. Cloud Computing Service Models

Cloud computing provides various types of services
to its users:

e Infrastructure as a Service (IaaS) — It consists
services that allow its consumers to request
storage and computational resources as per
requirement on demand. It also enables “pay-per-
use” paradigm. The most common examples of
[aaS are Amazon EC2 [9].
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Fig 5. Infrastructure as a Service

e Platform as a Service (PaaS) — It contains high
levels of services. It offers a platform for
acquiring and bringing off the software base. In
PaaS, the developer can either build or deploy
various types of applications using libraries, voice
communications, and tools offered by the cloud
service providers. Google App Engine is one of
the common examples of PaaS [9].

Fig 6. Platform as a Service

e Software as a Service (SaaS) — it consists of end
users, applications which are delivered to
consumers as network services. Thus, this rules
out the demand for installation and it runs
different applications on consumers’ computers.
A usual case of SaaS is Google mail [9].

Fig 7. Sofiware as a Service

Iv. CLOUD VIRTUALIZATION

In cloud computing, virtualization is very important.
Virtualization, as the epithet connotes, is not a real but
virtual system which offers all the facilities that actually
exist. Virtualization includes software implementation on
different computers on which a bit of distinct programs
can be executed as a real machine [17]. For exemplar, in
Amazon EC2 in which IT infrastructure is deployed in
the cloud and providers’ data centres lying in the concept
of wvirtual machines [15]. Virtual infrastructure
management methods and information  centre
management tools have been around since before the
evolution of cloud computing, and nowadays it became
the industry’s latest emerging IT system [18]. Universal
range of users can access multiple services of cloud
computing simultaneously and at whatever time. Thus
the entire services are available to the many users by
remote data centres, which are founded on the concept of
virtualization [15]. Virtualization is divided into two
types as follows:

e Full Virtualization — In a full virtualization,
software and resources that are used in the real
server are also useable in the virtual system and
hence for the broad installation, one system has to
be fully installed on some other organization.
Henceforth in this virtualization, computer system
shares among many users and the hardware
located on multiple systems [14].

e Para Virtualization — In this case of virtualization,
all the system resources such as computer storage
and the central processing unit that allows
multiple operating systems to run along a single
operating system [13]. As the epithet entails, only
partial services are afforded by this type of
virtualization, but complete services are not fully
accessible by the unrivalled organisation. Hence
migration, disaster recovery, and capacity
management are central features of para
virtualization [15].
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V. LOAD BALANCING

Load Balancing is a mechanism in which the
workload is distributed on the resources of a node to
respective resources on the other node of the network in
such a way that it doesn’t get rid of any of the currently
running task [10]. So balancing of the cargo between
several nodes of the cloud system became an important
chore in a cloud computing environment. The load can
be of any type basically it may be network load, memory
load, CPU load and delay shipment. Hence it is
important to efficiently share work load across the
multiple nodes of a network for improved operation and
resource utilization [16]. Major goals of load balancing
are:

e Establishing fault tolerance system

e Maintaining system stability

e It will improve performance and overall
efficiency

e Minimizing the job execution time and waiting
time in the waiting line.

¢ To increase user satisfaction

e To improve the resource utilization

To poise the total load, there are two cases of load
balancing algorithm. These two components will be
introduced as follows:

e Static Load Balancing — This algorithm requires
prior knowledge of system resources. Thus, the
determination of load distribution doesn’t depend
on the present state of the system [5]. In this type
of environmental performance of processors is
defined as the starting of the execution and it
doesn’t alter the executing process at run time
while one making changes in the system
workload [5]. This doesn’t provide flexibility and
therefore this case of algorithm is merely suitable
for homogenous system environment.

e Dynamic Load Balancing — This algorithm
doesn’t require any prior knowledge of the system
resources because the load distribution decision is
directly founded on the present state of the system
[S]. As this arrangement provides flexibility
hence this is suited for heterogeneous system

environment. It causes changes in load at run time.

This algorithm provides better performance than
static algorithm [6].

VI CHALLENGES & ISSUES OF LOAD
BALANCING

Load balancing challenges are:

e  Throughput: its value should be eminent for
safe performance and it is assessed by calculating
the execution time of processes by the CPU.

e Overhead: its value should be less for safe
performance and it measured by the involved
overhead at the time of execution.

e Fault tolerance: load balancing should have less
number of faults for getting better performance.

e Migration time: Time Taken By processor to
transfer one process from one system to another,
its value should be less.

e Response time: its value should be less. It is set as
the time is consumed by the organization to the
reaction of the process.

e Resource utilization: it is the ability to efficiently
utilize the resources of the machine. It should be
in an optimized fashion.

e Scalability: it is the ability to do load balancing
on a virtual machine with multiple clients.

e Performance: it can be utilised to evaluate the

carrying out of the processor and it should be high.

VII. MS LOAD BALANCING

Load balancing is the major issue in cloud
computing. The objective of load balancing is to satisfy
users’ need by distributing the load on multiple nodes in
a defined system and maximize resource utilization and
also help in improving the overall system performance.
So efficient load balancing is very important for system
operation, resource utilization, system stability,
maximizing throughput and minimizing response time
that are the principal targets of the cloud system. In this
paper for load distribution, a load balancer needed, which
received tasks from a different location and then
distributed to the data centre. If load balancing used in
the right manner, then it achieves optimal resource usage
which will minimize the resource consumption to
balance the load among multiple nodes in the
organisation, there are several load balancing algorithms
could be inserted. This report represents an algorithm in
load balancing is done by managing three factors. In this,
a watchdog is set for collecting the full request from all
the users’ virtual machine for resources. When the
watchdog is set to zero, all request start to swear out.
Now for processing, it uses the shortest job first and then
processes through the mechanism of the round robin
algorithm. Essentially, when watchdog set to zero data
centre considers the full request and sets them in society
for the chore which has small time and granting to the
request have less number of the resource request. As the
order sets, then round robin is applied. So that no petition
will have to undergo the starvation process. And the
operation time of the whole arrangement is shortened.

This system employs dynamic and stable approach to
treat the entire petition and for load balancing. It is an
effective means to cut down the throughput time and
increase the efficiency of the data centre to balance the
burden. It is also effective in managing energy. As in this
data centre are distributive in nature, then it helps in store
data management. It Minimizes total Makespan, Better
processing time, better processing cost, improved
execution and resource usage. It too possesses the
advantage of Virtual machine migration when Datacenter
is overloaded. Load balancing is an important critical
issue which involves the usage of resources and
performance of the system run on the swarm. In this
paper, MSLB techniques are studied and discussed for
load balancing

VIII. RESULT AND CONCLUSION

Cloud computing is a system in which different
resources are accessed by worldwide users over the
internet according to their demand. These resources are
produced quickly. Only in that respect are several issues
and challenges in cloud computing. Load balancing is a
somewhat main issue in cloud computing. The primary
job of load balancing is to satisfy users’ by fulfilling
their demands and request while maintaining load among
multiple nodes in the organisation and also maximise the
resource usage and improves system performance. In this
department, the result of MSLB is discussed and
demonstrated. There are two data centres and 4 VM is
taken for the research and for presenting result paradigm.

Fig 8. Representation of data centers and VMS
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Fig (9) interprets the overall response time of the
MLB and the response time by various region or by
various virtual machines.

Overall Response Time Summary

Avg (ms) Min (ms) Max (ms)
Overall responze time 17440 3818 37488

Data Center processing time: 24.67 0.02 167.80

Response Time by Region

Userbase Avg (ms) Min (ms) Max (ms)
UB1 201.12 15438 308.84
UB2 93.94 38.18 22258
UB3 0241 3935 164.80
UB4 30143 22029 374.88

Processing Time [ms)

A

0123436789 WN2ZYVIAISBITR9D222 Hrs

Fig 15. DCI hourly Avg. Processing time

Processing Time [ms)

"

01234367389 0VN1I2NKIEBIFRID02122 Hrs

Fig 16. DC2 hourly avg. Processing time

Fig 9. Response time by various VMS

Fig (10,11,12,13) represent a graphical representation
of the over response time of each virtual machine to
process request and data respectively.
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Fig 10. UBI response time
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Fig 11. UB2 response time
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Fig (17,18) represent Data Center Hourly Loading.
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Fig 17. DCI hourly loading
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Fig 18. DC2 hourly loading

Fig (19) represent the cost efficiency of the proposed
system.

Total Virtual Machine Cost (§) 6458

Total Data Transfer Cost (3): 3.25

Grand Total: (5) 6783

Data Center VM Cost § Data Transfer Total §
Cost §

Dc2 3223 1.61 33.87

Del 3232 1.64 3396

Fig 19. Cost efficiency of system

Fig 12. UB3 response time
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Fig 13. UB4 response time

Fig(14) represent data center Request Servicing

Times
Data Center Avg (ms) Min (ms) Max (ms)
DCl 13 002 16780
DC? 2199 002 10927

Fig 14. Request Servicing Times

Fig(15,16) represent Data Center Hourly Average

Processing Times
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