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Abstract 
This paper is about information technology of creation of mobile 
(of rapid deployment) security systems of the area perimeter. This 
system appears to be a complex of models and methods, 
information, software and hardware means that are interacted with 
users during decision-making and control of implementation for 
management solutions. The proposed information technology 
aimed at improving the protection level for security departments 
by automating the process of dangers detection for perimeters and 
decision-making for alarm. The structural model of the system, the 
model of system's components interaction and the model of 
identifying the subjects of emergencies threats have been proposed. 
A method for identifying unauthorized access to the perimeter of 
the protected object, using the production model of knowledge 
representation, was created. It is a set of linguistic expressions 
(such as "IF-THEN") and knowledge matrix. The method of 
ranking for objects, which are threats of unauthorized access to the 
perimeter for protected area, has been proposed. Practical value of 
work consists in the possibility of the use this information 
technology by perimeter's security systems of various objects. 
Proposed models are complete and suitable for the hardware and 
software implementation. 
Keywords: 
perimeter, security, information technology, information security 
system 

 
1. Introduction 
 

The most often problem is a protection of the area from 
unauthorized in the short-term. This task is factual during 
antiterrorist operations, exploration activity, transportation 
of cargo and other objects that are needed for short-term 
protection. Many conditions, such as: absence of 
connection to the electricity, relief features for system 
allocation, system disguising, limited deployment time and 

amount of personnel, resistance to different weather 
phenomena (snow, rain, frost, heat, influence of 
electromagnetic radiation) create peculiarities for usage of 
specialized systems. 

 
Construction of mobile perimeter security systems 

is impossible without using modern information 
technologies and achievements of science. The main tasks 
of the perimeter security system areearly detection of 
unauthorized access and security notification. The research 
works of professionals as O. Yudin, O. Korchenko, O. 
Konahovych, O. Kuznetsov, M. Grayvoronsky, O. Novikov, 
S. Kavun, V. Zavgorodny, E. Belov, and A. Malyuk are the 
most notable among the others concerning methodology 
and methods of creating modern perimeter security and 
information security systems. These expert's researches 
deal with the construction of information security systems, 
fixed perimeter security systems, complex information 
security systems and technical security means creation. 
However, there is no methodology for creation of mobile 
security systems. So, the aim of this article is to create the 
information technology for mobile perimeter security 
system. The main tasks are: creation of information system 
model of ranking for objects, which are threats of 
unauthorized access to the perimeter for protected area; 
creation of model for interaction for information systems 
components; creation of model for identifying subjects of 
threats; description the process of determining the danger 
level for threats subjects; creation of decision-making block; 
generating the array of dangers; creation of method of 
detecting unauthorized access to the perimeter for protected 
area. 
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2. Main Part 
 

Let’s create the information system model of 
ranking for objects, which are threats of unauthorized 
access to the perimeter for protected area. This system is 
computer-aided system intended to increase the security 
level of object by using automation for the process of 
identifying violators of the perimeter and process of 
decision-makingfor generating alarms for security unit.It 
consists of mathematical models and methods, information, 
software and technical means that are interrelated and 
interacting with users during the making and monitoring of 
administrative decisions. 

 
The goal is achieved by synthesis of integrated units. 

These units are contactless radio frequency identification 

subsystem (RFID) (Module 1), intelligent video 
surveillance subsystem (Module 2), DSS of detecting and 
prevent unauthorized access to the perimeter of protected 
area (Module 3); subsystem of detection the movement 
along protected perimeter (Module 4). 

 
The block-scheme of information system model of 

ranking for objects, which are threats of unauthorized 
access to the perimeter for protected area due to the actions 
of a person, is shown in Fig. 1. Main functions of Module 1 
(M1) are: identification of staff at the protected object; 
positioning of staff at the protected object; identification of 
staff that is coming to protected object perimeter. 

 
The initial data of this module is a combination of a 

digital ID, which is input flow to the Module 3. 
 

 
 
 

 
 

Figure1 – Block-scheme of information system model of ranking for objects, which are threats of unauthorized 
access to the perimeter for protected area 

 
 
 
 

Main functions of Module 2 (M2) are: surveillance 
for the staff at the area of the protected object; surveillance 
around the perimeter of the protected object; providing 
information for user about violators of the perimeter for 
protected object; video transmission for user about 
unauthorized access for real-time decision-making. 

The main functions of Module 3 is automation of 
management decision-making by operator for identification 
of danger situations, classification of dangers situations and 
determining the class of danger.   

 
 
 
 
 
The main function of Module 4 (M4) is to identify 

the invasion at the perimeter of protected area. Interaction 
model of information system components is shown in Fig. 
2. 
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2. The model for identifying subjects of 
threats 

 

 
Figure 2 – Interaction model of information system components 

 
 
Input system data are: F={F1,…,Fi } – a set of signals RFID-
signs that are received by RFID-scanners; G={G1,…,Gk} – 
video data flow coming from cameras; Rinf={Rinf1,…,Rinfρ} 
– information flow coming from protected area resources of 
military base; , H={H1...Hy} – a set of signals received by 
motion detectors.  
 Information flows using for system interaction 
consists of: Ficod– digital code (ID) received from RFID-
sign of i-employee, ni ...1 ; Gv={Gv1,…,Gvn} – a set of 
digitized framesin a form of images in BMP format coming 
from cameras; P={P1,...,Pη} – detected dangerous subjects; 
W={W1,…,Wλ} – a set of parameters that are controlled and 
analyzed to determine danger class. 
 The control influences are: Ficodz– ID of worker i. 
Input system parameter is informative vector W*={Wi}, 
i=1…, that is transmitted by channels as an electronic 

message from day duty to the security unit and in a case of 
necessity to the external law enforcement agency; 
informative vector D={Dl}, l=1…, is generated 
automatically by the system and is addressed to the person 
on duty and is transmitted in a case of necessity to the 
external law enforcement agency; R – decision of DSS as to 
dangerous subjects classification; , S – decision of DSS as 
to detection of unauthorized access inside the protected area. 
 To construct the information system model of 
ranking for objects, which are threats of unauthorized 
access to the perimeter for protected area, it is needed to 
develop some other models, such as:the model for 
identifying subjects of threats at the protected area, the 
model of process of the level threats determination, and 
block for management decision-making. 
 Let us create the model for identifying subjects of 
threats at the protected area. Ones of the dangerous subjects 
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(P) can be: mentally ill persons (P1), spies (P2),regional 
terrorist organizations (P3), international terrorist 
organizations (P4), lone extremists or a group of extremists 
(P5), and sabotage and reconnaissance groups (P6). It is 
possible to represent them as open dangerous subjects` 

classification 


PP (a set of subjects` classification) 

that may be supplemented or adapted.  
 The model for identifying subjects of threats at the 
protected area is shown at the figure 3.  

 Therefore, we obtain open classification groups: 


j

jNN – a set of staff under danger attack as a result 

of unauthorized access; 


a

aX X – a set of hitting objects. 

 
 

 
Figure 3 – The model for identifying subjects of threats at the protected area. 

 
 Therefore, we have the open classification 

grouping of hitting objects in the form of a union of sets of 
potential goals of unauthorized access: 

 
)()\()\( NXNXXN  XNA                           (1) 

 
 Thus, we determined the threat sources in the form 

of a set of dangerous subjects (P) that may attack  
znVPL

on the position of subdivision on duty with the aim to 
destroy or to invade informational and technical objects (X) 
or/and personnel (N).  
 During the analysis of functioning of subdivision 
on duty the objects with the maximum impact zone were 
discovered: radio electronic means( pX 1 ), reconnaissance 

information ( pX 2 ), subdivision`s equipment (
pX 3 ), 

signal center ( pX 4 ), subdivision`s weapon (
pX 5 ), and 

food supply (
pX 6 ). 

 Staff in potential danger include: chief of the 

position ( lN1 ), worker on duty ( lN 2 ), post operator (
lN3 ), 

signalman ( lN 4 ), doctor (
lN5 ), sentry (

lN6 ).  
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 As a result of investigations a set of threats of 
unauthorized access S was formed. Unauthorized access 

S  is determined by the set of hitting objects A according 

the formula: 

})(,0|{ ja NXAS     (2) 

     
 

 Unauthorized access determined at the hitting 

object S  may be expressed by the set of dangerous 

subjects P: 

},0|{ szn
p mnPS   , (3) 

     
where szm  – amount of dangerous subjects. 

 

 Unauthorized access determined at the hitting 

object and by the set of dangerous subjects 
pS is obtained 

by the set of impacts occurred by subjects: 

},0|{ kVPLS znpv   ,         (4) 

    
where szm  – amount of possible impacts. 

 The set of possible acts at the hitting object is 
determined by the set of possible impacts and the set of 
dangerous subjects and is found using expression: 

)( znVPLPT  (5) 
 

 Unauthorized access determined at the hitting 
object and by the set of dangerous subjects and the set of 
possible impacts is obtained by: 

},1,,1,,1,,1|,,{   kniyGFHS kiy
pvs

,    (6) 

where n, δ, ψ – amount of means to detect each class; µ– 
amount of system solutions. 

 Therefore, informative vector of unauthorized 
access can be represented in the form of: 

},0,)(,0,,0,,0|,,,{ szjan
znpvs mnNXcAPVPLTI

i
  .  (7) 

 Thus, 
pvsS  is determined as an integral value

'
iW , ,0i : 

),,( kiy
pvs GFHfS          (8) 

    

 According the formula (8) 
pvsS , the presence of 

unauthorized access is determined and decision about alarm 
is made.  
 To classify therank of violator, who committed 
unauthorized access to the perimeter of the object, we use a 
set R, which is a subset of Q and has the same parameters. 

 The method of detection of unauthorized access 
threat to protected area is constructed with a help of 
productive model of knowledge representation.It is a 
complex of linguistic expressions “if - then”. Let us 
consider that the scales of all expert rules equal 1. 
 As at the beginning formalized experts` 
knowledges are not enough, so it is supposed that the 
knowledge matrix may compete with the appearance of new 
knowledges about possibility to detect an unauthorized 
access, experimental data. It is performed by creation of 
new rules that make the method of detection of 
unauthorized access be closer to the real conditions. Thus, 
adaptation and settings of knowledge matrix are supposed.  

So, the threat detection of an unauthorized access to 
the subdivision on duty may be shown as: 

),,( iky
pvs FGHfS   ,  ,1 ,  ,0y , ,0k , ni ,0                      (9) 

where yH  – a set of discrete signals coming 

from motion detectors; iF  – a set of discrete signals of 

RFID signs; kG  – a flow of data coming from cameras;  

),,( iky FGHf  – logical expressions that determine 

level of threat for unauthorized access on the safety 

principle 
pvsS ,  ,1 . 

 The range of changes of motion detector`s 

characteristics of state  yyy HHH , , ,1y , RFID 

signs  iii FFF , , ni ,1 , flow of video data 

 kkk GGG , , ,1k and output value of the result of 

situation classification (identification) are known. Here

 yy HH , ,  ii FF , ,  kk GG ,  are respectively lower and 

upper value of motion detector`s characteristics of state, 
signals from RFID signs and flow of video data that get 
values 0 or 1. 
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 Then the solution 
*pvsS is placed as conformity 

to fixed states of yH , iF , kG determined by fixed vectors 

of input parameters.  

 Considering abovementioned factors we obtain an 
authorized access in the form of knowledge matrix. 
 
 

 
Table 1. Knowledge matrix used to classify threat of appearance of unauthorized access 

 
№ input value 
combination 

Input variables Output variable 
Motion detector`s 

signals 
(

yH ) 

RFID-sign 
signals 

( iF ) 

Changes of video 
data stateflow  

( kG ) 

 
pvsS  

1 0 1 0  

1S  2 0 1 1 
3 1 1 0 
4 1 1 1 
5 0 0 0 
6 0 0 1  

2S  7 1 0 0 
8 1 0 1 

 
 

 
1. The table dimension equals (λ+1)×N, where 

(λ+1) – number of columns, which value equals the amount 
of classification groups for indexes of protected perimeter; 
N – amount of rows.  

2. First λ columns of matrix correspond to input 

variables yH , iF , and kG , but (λ+1)th column 

corresponds to the value 
pvsS  of output variable S , 

 ,1 . 
3. Each row of the matrix is a combination of 

input variable values that refers to one of possible values of 

output variable S. Besides, first 1k  rows correspond to 

the output variable value S 1, but others 2k  correspond 

to the 2S . 

4. Input variables are binary. An element of the 
matrix αµ

ɵ that is placed at the intersection of row and 
column corresponds to linguistic assessment of input data 
parameter and take place in the determination of possible 
value of output variable that detects an unauthorized access.  
 Categorization of unauthorized access detection





pvsSS , 5,1 consists of classification units: 

pvsSS 11   – the alarm is not generated; 
pvsSS 22  –   

the alarm is generated. 
 The input knowledge matrix determines 

the system of logical expressions “IF – THEN, ELSE” that 
connect values of input variables with one of possible 
solutions. In this case, the system determines the presence 
of unauthorized access to the area of subdivision on duty

,  ,1 . 

 
IF (F=0) AND [( (H=0) AND ((G=0) OR (G=1)) OR (H=1) AND ((G=0) OR 

(G=1))], THENS=S2, ELSE, S=S1 

 

          (11) 

If the location of subdivision on duty is at constant 
place for a long time and there is a possibility to extend the 
protected perimeter by distribution the motion detectors, 
RFID signs and cameras as far as possible (thereby to 
increase the time for operator`s decision and realization of 

appropriate measures) the possibility to realize violator 
classification appears. 
 
 
 

pvsS
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4. Conclusions 
 

The research yielded the following results: 
 

1. The structure of information system for 
ranking objects, which are threats of unauthorized access to 
the perimeter for protected area have been proposed. This 
system consists of: contactless radio frequency 
identification subsystem (RFID), intelligent video 
surveillance subsystem, DSS of detecting and prevent 
unauthorized access to the perimeter of protected area, 
subsystem of detection the movement along protected 
perimeter. Integration and implementation of these 
subsystems allows to automate the process of violators 
detection and the process of decision-making for alarm 
generation. 

2. The first time the model of components 
interaction for information system of ranking objects, which 
are threats of unauthorized access to the perimeter for 
protected area has been proposed. This model determines 
informational flows and realizes the interaction of system 
components. Also it was determined a form of transmitted 
vectors. 

3. The model for identifying subjects of threats 
for unauthorized access to the protected area has been 
improved. It determines classification groups of dangerous 
subjects, staff and informational-technical objects. This 
model was the base to form a classification set of potential 
hitting objects. Therefore, threat sources were determined 
in the form of dangerous subjects set that may attack the 
location of subdivision on duty with the aim to destroy or to 
invade staff and/or informational-technical objects. 

4. The method of detecting unauthorized access 
to the perimeter for protected area has been proposed. It is 
constructed with a help of productive model of knowledge 
representation, that is a set of linguistic expressions “IF – 
THEN”. Given expressions are in the form of operations of 
indistinct logic and knowledge matrix, thus, there is the 
opportunity to automate the determination of threats.  

5. The method of classification of dangerous 
subjects for unauthorized access to the protected area has 
been realized. 
 A set of proposed models, methods, information 
and software-hardware means that are interrelated and 
interacted with users during preparation, adoption and 
control of  management decisions, creates information 
technology for mobile perimeter security systems and 
increases security level of guard subdivision and 
subdivision on duty. This technology makes be automated 
processes of violator detection and decision-making for 
alarm generation. Practical value of this article consists of 
the possibility to use given information technology in 
security systems for different objects. Proposed models are 
finished and able to software and hardware realization.  
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