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Summary

Today each and every one is using smart phone i.e. they are
using cloud services. It means blindly they trust on third parties.
But most of the organization is not moving to cloud computing
due to their sensitive data. Although unconsciously, all
members of an organization are using cloud environment
through smart phone. In this paper, author suggested a
proposed methodology about Addlns. This Addlns will be
responsible for the trust of end user. Author suggested some
encryption techniques with user choice order as a code. This
user defined code will encrypt the data and encrypted data will
be stored on cloud side. This code will also decrypt the data
from cloud side. After deep study about literature and through
proposed work, author proved that this is best for trust on cloud
computing.
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1. Introduction

When the statistical evaluation and/or prediction
problems of a random noise environment are discussed,
especially from the methodological viewpoint, the
following points are essentially important. Organizations
can utilize on-demand services from cloud computing
when they require. All services from cloud side are
available at any time which are reusable and furnished
[5]. Hardware, storages, and interfaces are the different
services provided by cloud computing through internet.
All maintenance with respect to back up and recovery
will be the responsibility of service providers [6]. Trust
on cloud side issues has been investigated by many
researchers from different aspects [7].

Due to SLA [20], user can trust on cloud’s
providers that they cannot change or delete their data, but
they can view their data. This is major issue that is why
people are not relying over them. Work of [21] shows
that trust increases if users perceive that cloud computing
service providers act in honesty and in users’ interest,
making trust a fundamental factor that informs financial
institutions’ decision to acquire cloud computing
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services. But still the trust is challenging issue and most
of the research has been done on it [22][23][24].

Work of [16] is very comprehensive work for
such issue but it belongs to customized application.
Using such work different organizations can move
towards clouds because data can be encrypted through
different stages. Without dedicated applications, there is
lot of applications on cloud side, but users are not using
such applications because they have no trust i.e. data is
visible by cloud providers. Concept of [16] can be
incorporated in web browsers functionality in form of
AddIns application. So, everyone will use online photo
storage, online documents storage, online compilers etc.
This AddIns will increase the trust of people with respect
to said issue. Incorporating such AddIns, cloud’s
providers cannot view users’ data. The aim of this study
is to propose strategy which can develop the trust of end
user on cloud by developing AddIns using different
algorithms based on user defined code.

2. Related Work

Basically, three services of cloud computing
which are accepted by all over the world [4]. IaaS
(Infrastructure as a Service) responsible for providing
virtual storage, virtual machines hardware assets as
resources, and virtual infrastructure while all other
deployment is the responsibility of users. PaaS (Platform
as a Service) provides applications, operating systems,
transactions, control structures and development
frameworks. SaaS (Software as a Service) provides user
interface with complete operating environment.
Everything from the application down to the
infrastructure is the vendor's responsibility. In cloud
computing, another company can host organization
application and manage the software updates. This
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procedure depends upon agreement or contract between
them.

Now a day everyone wants same platform on
different locations even on different devices. Such
wishes can be done through latest concepts cloud
computing. But major issues related to such computing
are trust of users on cloud providers. There is lot of work
on this type of trust. Most of the people are unaware of
clouds but they are using clouds in many ways such as
emails, facebook, online albums etc. [8]. Due to personal
data security issues, they are hesitating to use clouds. To
improve the trust of people different researchers has been
done their work. Trust model in three steps can motivate
the people to use cloud’s services [7]. Different types of
securities i.e., data security, network security, data
locality, data access, authorization etc. are defined by [9]
to improve the trust of cloud’s users. A survey [3]
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represents the Threats and Security Technology Analysis
for Secured Cloud Services. A trust model [2] also
relates to securities on data traffic. Trusted provider is
also an asset on cloud trust, work represented in [1] is
depicting that how a provider can be selected.

Due to scalability of cloud computing [11],
different advantages of cloud computing [12], mostly
organization are trying to move on cloud side
[13][14][15].

3. Proposed Methodology

Major purpose of proposed work is to create an
application of AddIns, which can be incorporated in a
web browser, so that before storing data on cloud side,
1st data will be passed through this Application as shown
in following figure.

Storage

Cloud Side

User
A
Install AddIns Browser H AddIns Interface
Encrypt Data Enter Data Set the Code for
- Encryption/
Store Data on Decryption

Cloud Side

Fig-1: Proposed Work.

In proposed methodology, investigated research is to
develop applications.

3.1. Development of Application

Application contains list of algorithms for
encryption with tags. These algorithms may be user

defined or some existing techniques i.e. Triple DES
Encryption, RSA Encryption, Advanced Encryption
Standards (AES), Twofish encryption algorithm,
Blowfish encryption algorithm, IDEA encryption
algorithm, MDS5 encryption algorithm, HMAC
encryption algorithm as shown in following figure.
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Fig-2: AddIns Architecture

After the installation of such AddIns, browser will
contain a textbox for a code. In user code text field, user
will enter a code, code will be displayed in esoteric (*).

Encryption

Application
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Fig-3: Web Browser with User Code Text Field

Suppose a user enter a code as 314, it means data in
browser will pass through Algo-3, Algo-1 and Algo-4.
After passing through these algorithms, data will be
encrypted, and such encrypted data will be stored on
cloud side. User code will not save. Such information
will not move towards cloud side, due to this user will
increase their trust.
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3.2. Working of Proposed Methodology

Working of developed application consists of
encryption and decryption.

3.2.1. Encryption of Data

Suppose data on cloud side is DATA. Users enter code
314.
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1. DATA will pass through Algo-3
Data->Algo-3 = DATA-3 (Encrypted from
Algorithm of Tag 3)

2. DATA-3 will pass through Algo-1
Data-3 -> Algo-1 = DATA-31 (Encrypted from
Algorithm of Tag 1)

3. DATA-31 will pass through Algo-4
Data-31 -> Algo-4 = DATA-314 (Encrypted
from Algorithm of Tag 4)

4. Data-314 (Encrypted Date) Store on Cloud Side.

From above steps it is clear that, user has entered
314, means data will be encrypted from Algo-3, then
such encrypted data (DATA-3) again will be passed
through Algo-1, then encrypted data (DATA-31) will be
passed through Algo-4 and at the end encrypted data
(DATA-314) will be stored on cloud side.

Cloud providers do not know from which sequence (code)
of algorithms this data has been encrypted.

3.2.2. Decryption of Data

When user retrieve data from anywhere at any time,
1st he will enter the code on user code text field of web
browser, then he can retrieve data in following steps.

1. Data-314 (Encrypted Date) Retrieve from Cloud
Side.

2. DATA-314 will pass through Algo-4
DATA-314 -> Algo-4 = Data-31 (Decrypted
from Algorithm of Tag 4)

3. DATA-31 will pass through Algo-1
Data-31 -> Algo-1 = DATA-3 (Decrypted from
Algorithm of Tag 1)

4. DATA-3 will pass through Algo-3
Data-3->Algo-3 = DATA (Decrypted from
Algorithm of Tag 3)

5. Actual Data (DATA) will be displayed to the
user.

4. Conclusion

Due to trends of moving towards cloud side,
different architectures have been explored for different
organization [17][18][19] but not for single user of
internet. Using application of proposed methodology
everyone can get the following advantages

@ Availability: Data of users at any time at any part of

the world will be available.

@ Portability: User can view their data on different

machines such as on laptops or on smart phones etc.

@ Backup: Data are regularly updated on cloud side. In

case of failure quick recovery should be implemented by
provider.

@ Data Non-Editable by Cloud Provider: It is confirmed

that data of an organization cannot be deleted or edited
by any means due to securities provided be providers.

@ Data Non-Readable at Cloud Provider: Proposed

methodology will be possible that data will not be
readable on cloud provider side.

@ Software Compatibility: There is lot of problem with

new installation of new software on different operating
system such as c-complier of XP may not work on latest
operating system, so online c-complier will reduce such
issues. Everyone can write their programs on online
compilers and can store on cloud side, because no one
can view their programs, due to proposed work.
Similarly, everyone can use online photo editor, online
video editor etc. User will remember the code for each
data and will install AddIns application on each new
machine because machine without such application does
not retrieve the data. This is only the limitation of
proposed work for future perspective.
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