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ABSTRACT

Internet of Things (IoT) use cases are vulnerable to cyber-attacks
due to lack of global standards and involvement of
heterogeneous devices, protocols and platforms. Traditional
methods are found inadequate safeguard IoT applications. With
the emergence of Artificial Intelligence (Al), machine learning
(ML) and deep learning techniques are widely used to solve
security problems in different applications. Learning capability
of Al models paves way for intelligent solutions. In this paper,
we proposed a ML framework for automatic detection and
classification of cyber-attacks in IoT use cases. We proposed a
hyperparameter optimization method, designed for optimization
of parameters of four ML techniques in tune with the dataset,
used in the proposed framework. An algorithm named Learning
based Optimal Machine Learning for Cyber Attack Detection
and Classification (LbOML-CADC) is also proposed. This
algorithm exploits hyperparameter tuning method for efficient
detection and classification of cyber-attacks. We evaluated our
framework using UNSW-NBI15 dataset. Our empirical study
reveals that highest accuracy achieved is 97.59%.
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1. INTRODUCTION

Internet of Things (IoT) technology have
brought significant changes in the real world
application scenarios. It led to smart applications that
were never made possible. IoT applications include
smart agriculture, smart transportation, smart city
and smart home to mention few. Since loT enables
integration between things of any kind and also
digital devices, its use cases are very complex and
diversified in nature. Thousands of connected
devices participate in IoT applications. Moreover,
there is heterogeneity in protocols, devices and
platforms. Thus, IoT use cases are vulnerable to
various kinds of attacks. In addition to this, there are
no globally acceptable standards yet. This is another
reason why IoT applications are prone to
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cyberattacks. With the emergence of Al enabled
methods, there is chance of improving security of
IoT applications as they learn from time to time from
historical labelled instances.

Many researchers contributed in cyber-attack
detection using ML techniques. The literature also
includes attack detection in IoT use cases. Elsisi et al.
[2] stated that IoT-based architecture detects and
visualizes induction motor faults. Hasan et al. [4]
found that the rising IoT security threats demand
robust anomaly detection. RF proves effective in
identifying various attacks and anomalies accurately.
Maluleke et al. [10] compared ML and statistical
models for DDoS detection in CPS-10T, highlighting
effective  supervised and  semi-supervised
techniques. Thilagam et al. [15] focused on ML and
DL methods that offer solutions to cyber security
issues. Sikdar et al. [22] found that [oT integration is
crucial in the evolving healthcare sector. This paper
reviews ML algorithms enhancing H-IoT
applications, highlighting challenges. Williams et al.
[29] discussed about the vulnerability of machine
learning-based IDS in IoT networks to Adversarial
Machine Learning attacks. From the literature, it was
observed that the existing ML methods needs further
improvement in terms of parameter optimization.
Our contributions in this paper are as follows.

1. Weproposed a ML framework for automatic
detection and classification of cyber-attacks
in IoT use cases.

2. We proposed a hyperparameter optimization
method based on random search. This is
used to tune hyperparameters of ML models
for the UNSW-NB15 dataset.

3. We proposed an algorithm named Learning
based Optimal Machine Learning for Cyber
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Attack Detection and Classification
(LbOML-CADC).

4. We evaluated our framework using UNSW-
NB15 dataset and found that the
performance of ML models is greater than
97% with hyperparameter tuning.

The remainder of the paper is structured as
follows. Section 2 reviews literature on diversified
methods used for attack detection. Section 3 presents
our methodology used for efficient detection of
cyberattacks. Section 4 presents results of our
experiments. Section 5 concludes the paper and gives
directions for future scope.

2. RELATED WORK

This section reviews literature on existing
methods based on ML for cyber-attack detection in
IoT applications. Tran et al. [1] observed the IoT role
in digitized power stations includes real-time
monitoring and cybersecurity. Novel architecture
detects GIS defects and cyber-attacks efficiently.
Elsisi et al. [2] stated that IoT-based architecture
detects and visualizes induction motor faults and
cyber-attacks accurately, enhancing industrial
decision-making and cybersecurity. Kaur et al. [3]
opined that the Industrial IoT facilitates Industry 4.0,
yet increases cyber threats. ML models efficiently
identify and detect attacks in SCADA systems. In
Hasan et al. [4] found that the rising IoT security
threats demand robust anomaly detection. RF proves
effective in identifying various attacks and
anomalies accurately. Gidlund et al. [5] stated that
the rising IloT wvulnerabilities include the
sophisticated "False Data Injection" attack.
Autoencoders effectively detect and recover from
such attacks. According to Saheed et al. [6] the ICT
advancements lead to the IoT's emergence,
especially in healthcare. The study emphasizes using
ML models for efficient IDS. Alarif et al. [7]
observed that the healthcare cyber-physical system
demands robust security. A proposed cognitive ML
model achieves high accuracy and efficiency. Shafiq
et al. [8] focused on the Efficient IoT security
demands and accurate malicious traffic detection. A
new CorrAUC-based feature selection model
achieves over 96% accuracy.

Asyharia et al. [9] enhanced IDS for IoT involves
implementing semi-distributed and distributed
architectures. Experimentation shows promising
results with comparable accuracies. Maluleke et al.
[10] compared ML and statistical models for DDoS
detection in CPS-IoT, highlighting effective
supervised and semi-supervised techniques. Ranga
et al. [11] assessed ML classifiers for IoT DoS
defence. It recommends classification and regression
trees and extreme gradient boosting for building
anomaly-based IDS. Gupta et al. [12] stated that [IoT
security is crucial due to potential damages.

Machine learning aids vulnerability analysis.
A case study illustrates effective anomaly detection.
Baig et al. [13] found that IoT's exponential growth
poses challenges, but a proposed adaptable
framework enables machine learning integration for
intelligent IoT solutions. Salem et al. [14] observed
that a cognitive radio network utilizes relay nodes for
improved transmission, proposing an overlapped
spectrum sensing strategy for efficient access.
Thilagam et al. [15] focused on ML and DL methods
that offer solutions to cyber security issues. This
paper  discusses  their classifications and
implementations. Gao et al. [16] observed that the
[oT's evolution empowers automation and data
collection. Machine learning's potential in
cybersecurity is praised, yet its vulnerabilities and
malicious uses are also scrutinized. Jenaet al. [17]
stated that [oT's widespread adoption poses security
challenges. The survey delves into ML, Al, and
Blockchain integration for enhanced security.
Munoz et al. [18] found growing concerns about
computer network security necessitate advanced
intrusion detection techniques. Focus on ML and loT
for robust security solutions.
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Reza et al. [19] found that the WSNs face cyber
threats; ML-based multi-layer detection system with
a mobile robot detects and mitigates internal attacks
effectively. Alsolami et al. [20] observed that the
IoT's widespread use enhances life, but security
challenges persist. Al, particularly ML and deep
learning, fortify IoT security effectively. Cao et al.
[21] found that IoT security concerns prompt
advanced intrusion detection. A data-driven
approach with improved dataset balance achieves
99.7% accuracy. Sikdar et al. [22] found that loT
integration is crucial in the evolving healthcare
sector. This paper reviews ML algorithms enhancing
H-IoT  applications, highlighting  challenges.
According to Gupta et al. [23] IoT's ubiquity raises
concerns; tailored security is essential. Cloud
integration heightens vulnerabilities. ML-based
approach enhances edge IoT security. Hameed et al.
[25] stated that the Rapid cyber expansion demands
enhanced security. ML aids cyber defence, yet
challenges persist, including dataset availability and
evasion. Gupta et al [26] found that IoT's
vulnerability to cyber threats demands effective
intrusion detection systems. A hybrid feature
selection approach enhances detection accuracy.
Janicki et al. [27] investigated privacy risks in IoT,
focusing on traffic fingerprinting attacks and ML's
role in device identification and activity tracking.
Singh et al. [28] introduced a scalable forensic
framework for IoT data analysis using Google's
MapReduce, emphasizing evidence reliability.
Williams et al. [29] discussed about the vulnerability
of machine learning-based IDS in IoT networks to
Adversarial Machine Learning attacks. It proposes a
rule-based approach to generate attack samples and
demonstrates the impact on classifier performance. It
highlights the need for more sophisticated defence
mechanisms. Shi et al. [30] addressed IoT security
challenges and proposes a statistical learning-based
anomaly detection framework. It highlights the
suitability of simple machine learning models for [oT
security. From the literature, it was observed that the
existing ML methods needs further improvement in
terms of parameter optimization.

3. PROPOSED FRAMEWORK

We proposed a ML framework as presented
in Figure 1 for automatic detection of cyber-attacks
and classifying the same. It is a learning based

approach which has ability to scale and gain
knowledge incrementally. Attack detection methods
based on ML are widely used of late. However,
hyperparameter tuning is found important as the
dataset used in learning differs in each domain.
Unlike some of the existing attack detection models
found in [31], [32] and [33], we proposed a
parameter optimization technique, described in
Section 3.2, that tunes parameters of ML models
based on the dataset named UNSW-NBI15. As
explored in [34], [35] and [36] parameter tuning has
its impact on the efficiency of ML models.
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Figure 1: Our framework for attack detection and
classification

The given dataset UNSW-NBIS5 is used for
hyperparameter tuning of the ML models such as
Support Vector Machine (SVM), Logistic
Regression (LR), Random Forest (RF) and
Multilayer Perceptron (MLP). Then the data is
subjected analysis to understand attack distribution
and know whether data has any sort of imbalance.
Afterwards, treating null values and one hot
encoding are carried out as part of pre-processing.
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Feature selection follows it to improve quality of
training. Feature importance is computed and
features with more than 0.3 correlation with
corresponding attack label are considered for
training process. Afterwards, the ML models are
built and trained. The trained models are further used
to evaluate test data to arrive at attack detection and
classification results.

3.1 Machine Leaning Models

LR is one of the statistical models used in the
empirical study. Its functionality is based on logistic
function and sigmoid function as expressed in Eq. 1.
Logistic function is used by the model to get values
for classification purpose. The probability of the
linear function is denoted as p and its values can be
between 0 and 1.

_ 1 e*
Fx) = 1+e™™ e*+1
(M

Considering a linear function log p(x) it can be
solved as given in Eq. 2.

p(x)
1-p(x)

=ayt+ax
2

After obtaining solution for p(x), it can be further
computed as in Eq. 3.

Log

ea0+a

P(x) =

e®otai]

3)

In order to minimize rate of misclassification,
threshold of linear function is set to 0.5. SVM is
another widely used model used in our framework. It
is used to achieved multi-class classification. RF
model on the other hand makes use of number of
Decision Tree (DT) models internally using
ensemble approach. It makes use of majority voting,
given in Eq. 4, for final class determination.

Crr(s) = majority vote{C, (s)}Y

“4)

Here N denotes number of DTs. MLP is yet another
ML model used in our framework. It is a variant of
ANN model with three layers such as input, hidden
and output layers. It involves computations
expressed in Eq. 5 and Eq. 6.

h! = step(z!) = step(wt.x + b?)
(5)

y = step(z?) = step(w?. h! + b?)
(6)

MLP is trained in batches where each input is a
vector X. It generates k new instances from available
instances as expressed in Eq. 7.
Xk,1
= ()
k Xkn

(7

After generating k instances, they are combined as
given in Eq. 8.

Afterwards, the y is computed as in Eq. 9.

y= step(z)=step(X.W+b)
9)

where X denotes input consisting of shape (k,n)
denoting input values and instances. A matrix is used
in the computation which is denoted as W.

3.2 Random Search based Hyperparameter
Optimization

Considering a ML model 4, it is indispensable
to minimize loss, denoted as L(x;f), for efficiency.
The learning process is associated with ground truth,
denoted as G,, of training data denoted as x (t7%™),
ML model has number of hyperparameters denoted
as A. With optimization of A, f =A4; (x "™ denotes
algorithm with optimized parameters. It is also
important to minimize error denoted as
Ey~, [L(x; A7 (x({7%™) ))]. The optimization process
is thus expressed in Eq. 10.

A% = argminyep By, [L(x; A (XM ))]
(10)

Optimization has influence on the performance
of A. Based on ground truth G, , it is a difficult
problem to optimize parameters. In this regard, grid
based search is found a poor choice. In this paper,
our optimization method is based on random search
which finds optimal values for A. Cross validation is
used as in Eq. 11 for hyperparameter optimization.
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A0 ~ argminy ey meanyex valid)

L(x; Aj(x traim) y) (11)
= argminy 4, P (1)

(12)

= argminxe{}\u) '''''''' A(S)}‘PO\) ="A

(13)

The optimization is expressed in Eq. 11, Eq. 12 and
Eq. 13. The response function is denoted as ‘P. Its
optimization is achieved by reducing ¥(A) such that
A € A. In the process a set of trials is used as
expressed in {A(, ... ... A} Unlike the grid search
methods found in [34], [35] and [36] our
methodology based on random search is found more
efficient in presence of high dimensional space. In
spite of optimizing A, it is important to compute
validation and test errors as in Eq. 14 and Eq. 15.

W valid) 3y = mean,_ waiia)(x; Az (XM ))
(14)

Pes) (2) = mean, . wesn L(x; Ay (X ETM) )
(15)

Similarly, Bernoulli variance is computed on those
sets as in Eq. 16 and Eq. 17.

Lp(valid) (A)(l—‘}’(”alid) (l))

yvatid) ) = [x(valid)|—1
(16)
wltest) () (1—wltest) (1))

y(test) ) = |x(tes]|—1
(17)

The estimation of variance often depends on
loss function. Our empirical study showed that the
proposed hyper-parameter optimization method is
better than grid based methods.

3.3 Algorithm Design

We proposed an algorithm known as Learning
based Optimal Machine Learning for Cyber Attack
Detection and Classification (LbOML-CADC). This
algorithm exploits hyperparameter tuning method
for efficient detection and classification of cyber-
attacks.

Algorithm: Learning based Optimal Machine
Learning for Cyber Attack Detection and
Classification

Inputs: UNSW-NBI1S5 dataset D, ML models M
Output: Results of prediction P

Begin

D ’€&PreProcess(D)

(T1, T2)<DataSplitting(D ")

For each model m in M
A € HyperParameterTuning(T1)
Update m with A

End For

F<&FeatureSelection(T1)

9. Foreachmin M

10. Train m with F

11.  predictionResults<Predict(m, T2)

12.  Add predictionResults to P

13. End For

14. Return P

15. End

Algorithm 1: Learning based Optimal Machine

Learning for Cyber Attack Detection and

Classification

PN R DD =

As presented in Algorithm 1, it takes UNSW-
NBI15 dataset D and ML models M as inputs. Then
the data subjected pre-processing as in step 2. The
pre-processing involves treating null values and
normalization. Afterwards, the data is split into 70%
training (T1) and 30% testing (T2). From step 4
through step 7 there is an iterative process to
optimize hyperparameters of all ML models. In step
8 feature selection is carried out to identify features
whose importance is greater than 0.3. Afterwards,
from step 9 through step 13, there is another iterative
process which takes care of training each ML model
with selected features F and then perform multi-class
attack classification using T2. Finally, the algorithm
returns detection and classification results of various
cyberattacks.

3.4 Performance Measures

Different performance metrics are used in this
study to evaluate our proposed algorithm with
underlying ML models. The metrics used in the
evaluation include accuracy as in Eq. 18, mean
squared error (MSE) as in Eq. 19, mean absolute
error (MAE) as in Eq. 20, root mean squared error
(RMSE) as in Eq. 21 and R2 score as in Eq. 22.
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Accuracy = — 8 ___ performance. Each model is designed to achieve
TPHTN+FP (Jrl%l\; multi-class classification.
MSE = (1/n)*Y(actual — forecast)?
(19) . Normal
AE = 257 -
(20) W Reconnaissance
mm Exploits
RMSE = /Z(PL- —-0)%/n - g;aslysis
@1 . \Worms

R — Suared = Soregression
SStotal

(22)

These metrics are comuted for each ML model used
in the empirical study. Table 1 shows the notations
used in the performance metrics.

o Generic

Bt

. . . . Analysis
Table 1: Notations used in the evaluation metrics !
Exploits
Notation Description ‘
[x; — x| Denotes absolute errors Reconnaissance
0; The actual value for i"instance
P; Denotes predicted value for i
. Backdoor
instance
SSregression | Denotes sum of squares due to
regression :
SStotal Denotes total sum of squares uzzErs
> Denotes summation
actual Denotes the original value Figure 2: Distribution of attack labels in the
Forecast Denotes forecasted value UNSW-NBI15 dataset
N Size of sample
N Denotes number of errors / items As presented in Figure 2, the dataset has 9 class

Experiments are made and performance of the ML
models are observed. The experimental results are
presented in Section 4.

4. EXPERIMENTAL RESULTS

We built an application realize our framework
and used it for performance evaluation. The
execution environment includes a Dell PC with
Windows 11 OS, Intel i5 -1335U processor and 16
GB RAM. We collected IoT use case related dataset
known as UNSW-NBI15 from [37]. Each ML model
used in our study is subjected to the proposed
hyperparameter tuning for leveraging its prediction

labels. The percentage of data distribution pertaining
various attack categories is visualized.
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Figure 3: Real and predicted values visualized for

RF model

As presented in Figure 3, the performance of RF
model in the proposed framework is provided in
terms of real and predicted values visualized.
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Figure 4: Real and predicted values visualized for

MLP model

As presented in Figure 4, the performance of MLP
model in the proposed framework is provided in
terms of real and predicted values visualized.
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Figure 5: Real and predicted values visualized for

LR model

As presented in Figure 5, the performance of LR
model in the proposed framework is provided in
terms of real and predicted values visualized.
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Figure 6: Real and predicted values visualized for

SVM model

As presented in Figure 6, the performance of SVM
model in the proposed framework is provided in
terms of real and predicted values visualized.
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Table 2: Performance comparison among attack
detection models

Performance
Attack R R2 Acc
Detection M |[M |M | Scor | urac
Model AE |SE |SE | e y
00101 1]04

Linear Support |59 |79 |23 |879 | 975
Vector Machine | 9 4 6 3 9

0.0 0.1 |04
Logistic 60 |80 |24 |87.8 |97.5
Regression 1 5 9 8 9
0.0 0.1 |04
Multi-Layer 60 |78 |22 |87.9 |975
Perceptron 6 5 5 8 4
0.0 0.1 |04

66 |98 |45 |86.6 |973
Random Forest | 1 5 5 3 2

As presented in Table 2, the performance of the
ML models used in the proposed framework is
provided in terms of MSE, MAE, RMSE, R2 score
and accuracy.

Mean Absolute Error

0.068 0.0661
0.066

., 0.064

< 0.062 0.0599 0.0601 0.0606

0.06
ooss [
0.056 B

Mean Absolute Error
Models

M

M Linear Support Vector Machine
I Logistic Regression
I Multi Layer Perceptron

Random Forest

Figure 7: Performance of ML models in attack
detection and classification in terms of MAE

As presented in Figure 7, MAE is the measure
used to compare performance of different ML
models in attack detection and classification. Lesser
MAE indicates better performance. SVM exhibited

0.0599 MAE, LR 0.0601, MLP 0.0606 and RF
showed 0.0661 MAE. From the results it is observed
that least MAE is achieved by SVM model.

Mean Squared Error

0.1985
0.2

0.19
w 0.1794 0.1805 1785
@ 0.18
=

0.17

0.16 - |

Attack Detection Models

M Linear Support Vector Machine
I Logistic Regression
I Multi Layer Perceptron

Random Forest

Figure 8: Performance of ML models in attack
detection and classification in terms of MSE

As presented in Figure 8, MSE is the measure
used to compare performance of different ML
models in attack detection and classification. Lesser
MSE indicates better performance. SVM exhibited
0.1794 MAE, LR 0.1805, MLP 0.1785 and RF
showed 0.1985 MSE. From the results it is observed
that least MSE is achieved by MLP model.

Root Mean Squared Error

0.46 0.4455

0.44
0.4236 0.4249 (4225

s -

Attack Detection Models

RMSE

M Linear Support Vector Machine
 Logistic Regression
= Multi Layer Perceptron

Random Forest

Figure 9: Performance of ML models in attack
detection and classification in terms of RMSE
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As presented in Figure 9, RMSE is the measure
used to compare performance of different ML
models in attack detection and classification. Lesser
RMSE indicates better performance. SVM exhibited
0.4236 RMAE, LR 0.4249, MLP 0.4225 and RF
showed 0.4455 RMSE. From the results it is

observed that least RMSE is achieved by MLP model.

R2 Score

89
87.93 87.88 87.98
88

87 86.63
85 I

Attack Detection Models

R2-Score

M Linear Support Vector Machine
m Logistic Regression
= Multi Layer Perceptron

Random Forest

Figure 10: Performance of ML models in attack
detection and classification in terms of R2 score

As presented in Figure 9, R2 score is the
measure used to compare performance of different
ML models in attack detection and classification.
Higher R2 score indicates better performance. SVM
exhibited 87.93% R2 score, LR 87.88%, MLP 87.98
and RF showed 86.63% R2 score. From the results it
is observed that highest R2 score is achieved by MLP
model.

Accuracy Comparison

97.7 97.59  97.59
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& 975
z
8 974 97.32
£ .
<
97.2
971 I
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Attack Detection Models
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W Logistic Regression
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Figure 11: Performance of ML models in attack
detection and classification in terms of accuracy

As presented in Figure 9, accuracy is the
measure used to compare performance of different
ML models in attack detection and classification.
Higher accuracy indicates better performance. SVM
exhibited 97.59% accuracy, LR 97.59%, MLP
97.54%and RF showed 97.32% accuracy. From the
results it is observed that highest accuracy is
achieved by SVM and LR models with 97.59%
accuracy.

The observations form the empirical study
provided many valuable insights. First, the proposed
parameter optimization method has its influence on
the prediction of performance of ML models. The
random search based hyperparameter optimization is
found more efficient than grid based models found in
the literature. The underlying ML models in the
proposed framework are able to achieve more than
97% accuracy with the underlying hyperparameter
optimization technique.

5. CONCLUSION AND FUTURE WORK

In this paper, we proposed a ML framework
for automatic detection and classification of cyber-
attacks in IoT use cases. Our framework takes dataset
as input. Then the data is subjected analysis to
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understand attack distribution and know whether
data has any sort of imbalance. Afterwards, treating
null values and one hot encoding are carried out as
part of pre-processing. Feature selection follows it to
improve quality of training. Feature importance is
computed and features with more than 0.3
correlation with corresponding attack label are
considered for training process. Afterwards, the ML
models are built and trained. The trained models are
further used to evaluate test data to arrive at attack
detection and classification results. We proposed a
hyperparameter optimization method, designed for
optimization of parameters of four ML techniques in
tune with the dataset, used in the proposed
framework. An algorithm named Learning based
Optimal Machine Learning for Cyber Attack
Detection and Classification (LbOML-CADC) is
also  proposed.  This algorithm  exploits
hyperparameter tuning method for efficient detection
and classification of cyber-attacks. We evaluated our
framework using UNSW-NBI15 dataset. Our
empirical study reveals that highest accuracy
achieved is 97.59%.
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