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Summary

Nowadays, cloud computing is used by individuals and
organizations to store their data. In the cloud storage, a third party
manages the data which is a drawback of this service since the data
is vulnerable. Consequently, a model that will protect the data
stored in the cloud is needed. This paper proposed a hybrid model
using encryption and image steganography to protect data from
unauthorized access. The proposed model uses hash function,
RSA encryption algorithm, AES-256 encryption algorithm,
compression and LSB steganography algorithm. The proposed
model is evaluated using many experiments and compared with
other existing model. The results show that the proposed model
satisfies the three objectives of image steganography: quality;
where the proposed model produces a stego image with high
quality; more than 40 dB, security; where the secret data is difficult
to detect and capacity, where the proposed model allows to hide
large amounts of data.
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1. Introduction

According to the United States National Institute of
Standards and Technology (NIST) cloud computing is
defined as A model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications andservices) that can be rapidly provisioned
and released with minimal management effort or service
provider interaction” [1]. Cloud computing also can be
defined as a large amount of resources pooled together,
to be shared by users [2]. It allows users to share IT
resources and pay depending on use, it enables expansion
when required [3], easy to share and transfer data [4].

Organizations and individuals have commonly used
cloud storage as one of the cloud services to store their data
in the cloud [5]. Instead of building data centers, users
need only to apply for storage services to the storage
service provider[6]. In cloud storage, data can be accessed
anytime and everywhere, and storage spaces are large [7].

Some of stored data may be sensitive, that made the cloud
storage service providers a target of attackers [5].
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Confidential data needs to be secured against internal and
external threats [6]. Usually, cryptography and
steganography are used to protect cloud data [7]. In the
cryptography, the data will be encrypted then uploaded to
the cloud [8]. But the data still exists as a secret data after
encryption. It could be decrypted by an attacker if he has
enough time [6]. In steganography, theexistence of the
secret data is hidden, where the confidential data is
embedded within a cover media such as text, video and
image [7].

Due to the popularity of images on the internet, the
image steganography is the most used steganography [9].
Image steganography is embedding secret data within a
cover image. The image steganography uses two domains to
hide data: transform domain and spatial domain [10]. The
spatial domain covers secret data by manipulating the actual
carrier values, but the transform domain obtains the
transmission coefficients by taking the values to a different
domain [11].

This paper proposes a model to protect cloud data
against unauthorized access. This model use hash function,
encryption, compression and image steganography. This
paper is structured as follows: section 2 provides an
overview of some basicconcepts. Section III presents a
literature review of basic concepts and recent works.
Section IV displays the proposed model. In section V, the
evaluation and comparisons are presented. Section VI
concludes the paper.

2. Background
2.1 Cloud Computing
This subsection describes the cloud computing
characteristics, the cloud computing models and the cloud
computing service models.
2.1.1  Cloud Computing Characteristics
Cloud computing is exciting for IT applications and

services because of its characteristics. The characteristics of
the cloud computing are displayed below:
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On-demand self-service: Services are allocated
automatically on demand [12].

Cost effectiveness: The payment in the cloud
computing depends on pay as per usage.
Furthermore, there is no infrastructure that needs
to be maintained, this leads to decrease costs [12].

Mobility: The service is accessible by any device
everywhere and anytime [12].

Rapid elasticity: When required, the service is
provided quickly and elastically [12].

Multitenancy: Many users can share the service at
the same time [12].

Scalability: Easy to modify the infrastructure,
such as add or remove nodes or servers [12].

Customization: It is possible to customize the
service and infrastructure based on user demand,
where the cloud computing is a reconfigurable
environment [12].

Efficient resource utilization: The use of on-
demand services makes it possible to use resources
efficiently [12].

Measured services: The ability to monitor, control,
and report on cloud services provides transparency
for both the provider and the customer [13].

Cloud Computing Models

According to NIST definition the cloud computing
deployment models have four types:

Public cloud: The cloud service provider
provides the service for the public. The service is
managed by the provider [12].

Private cloud: The service provided for a single
organization, and the service managed by the
organization [12].

Community cloud: the cloud service provider
provides a service for many organizations [12].
Hybrid cloud: It is a combination of two or more
models, such as public and private cloud [14].

Cloud Computing Service Models

Software as a service (SaaS): A service is
provided for users on demand. The service can be
accessed and used from a web interface [2].
Platform as a service (PaaS): A platform is
provided by cloud service providers for users to
develop their applications or websites [2].

Infrastructure as a service (IaaS): Cloud service
providers provide infrastructure to users [2].
File storage as a service (FSaaS): Cloud
providers provides users with the ability to store,
manage and access data from an interface of the
browser. The cloud provider holds the
responsibility of maintenance and oversees the
storage infrastructure [7].

2.2 Steganography

A review of the steganography system, steganography
types, image steganography objectives and some of the
popular image steganography techniques are presented in
this subsection.
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Steganography System Components:

Cover object: A media file used to conceal secret
data[15].

Stego media: The file produced from hiding secret
data within a cover object [15].

Secret data: The data to be hidden within a cover
object [15].

Steganalysis: Process of detecting the existence
ofsecret data [15].

Steganography types

Text steganography: A text file is used as a cover
object to hide secret data [16].

Audio steganography: It describes the process of
using a sound file as a cover object to embed
secret data [16].

Image steganography: When an image is used as
a cover object to embed secret data, it is set to be
an image steganography [16].

Video  steganography: This type of
steganographyuses a video file to conceal secret
data [17].

Image steganography objectives

The efficiency of an image steganography technique

is evaluated based on the following objectives:

Visual quality: The quality of a produced stego
image must be similar to the original image
quality [18].
Capacity: It refers to the maximum number of
secret data bits can be embedded within a cover
image [18].
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e  Security: The secret data cannot be detected by an
attacker [19]. If the existence of hidden data is
able to be proved, the technique is considered to
be insecure [20].

The ideal technique must satisfy these three
objectivessimultaneously. But most often, steganographic
techniques that have high payload capacity produce stego
images with high distortion which make it vulnerable to
steganalysis. Moreover, steganographic techniques produce
stego images with high quality suffer from thelow payload.
Due to the contradictions between them, how to achieve the
three objectives is a big challenge [21].

2.2.4 Image steganography techniques

The embedding process is the backbone of the
steganographic system. Data canbe hidden in the cover
image over spatial domain or transform domain. The most
popular techniques of image steganography are presented
in the following:

e Least Significant Bit (LSB): Uses the least
significantbit of cover image pixels to embed
secret data bits. A stego image produced using this
technique has similar characteristics of the
original image [22].

o Discrete Wavelet Transform (DWT): This
approach converts the object into a wavelet
domain, then processes the coefficients and
performs the inverse of thetransform [22].

e Discrete Cosine Transform (DCT): Converts
the cover image into frequency domain; high,
middle, and low frequency. A secret data
embedded in the middle frequency where the
changes will not affectthe original image’s
visibility [23].

3. Literature Review

Many models have been proposed for protecting data
stored in the cloud. This section provides an overview of
some recent models used image steganography to protect
the data stored in the cloud.

To address the problem of unauthorized access to data
stored in the cloud, Amalarethinam and FathimaMary [24]
proposed a model by using a combination of obfuscation
and steganography. This model uses the Magical Rolling
Alpha Digits Obfuscation (MRADO) to convert secret
datato obfuscated format. Then, the obfuscated data will be
embedded within a cover image using LSB steganography
technique. As a result of the experiments, the randomness
of MRADO square contributes to enhance the security;

where even if the attacker extracts the data hidden in an
image, hestill requires the de-obfuscation technique to
decipher thedata. The proposed technique enhances the
quality of stego image. The authors did not report the
payload capacity of the proposed model.

Ebrahim et al. [25] used steganography and
encryption to prevent unauthorized access to cloud data.
The proposed model consists of three phases. The first
phase, uses SHA-256 to calculate the hash value of data file,
then the calculated hashvalue and the session key are
encrypted using RSA encryption. The second phase, the
secret data is encrypted using AES-256 encryption. The
third phase, hides the encrypted data in acover image using
advanced LSB steganography algorithm. The proposed
model was evaluated and compared to other models. The
proposed model provides protection against cryptanalysis
attacks, steganalysis, and statistical changes and it has a
high payload capacity. However, when hiding a large
amount of data, producing a stego image with low quality.

To enhance the security of cloud data, Rahman et al.
[26] proposed a new model using cryptography,
steganography, and hash function. The proposed model
consists of three steps. First, encryption; where the
Blowfish algorithm is used toencrypt secret data. Second,
embedding; the encrypted datais embedded within a cover
image using Embedded Least Significant Bit (E-LSB)
algorithm. Third, hashing; use SHA-256 to compute hash
value of stage image. To evaluate the proposed model, the
authors tested different types of attacks. The outcome of
the experiments shows that the hidden data cannot be
detected by detection attacks (such as RS attackand
virtual attack), but this model is sensitive to destruction
attacks (such as format conversion, JPEG compression
and salt&pepper).

Kumar and Suneetha [27] presented a new model to
enhance the security, decrease the performance time of
embedding and extracting process, and increase the
quality of a produced stego image. In this model, a
cover image is divided into three color components. These
componentswill be processed to obtain the shuffled
position, which will be used to generate three random
private keys. The AES algorithm is used to encrypt
secret data. Then, use the generated random keys to embed
the encrypted data in color components. The final step is
embedding the color components in one image to produce
a stego image. The authors evaluated the proposed model
using various size of images and different secret data sizes.
The outcomes of the experiments shows, this model
produces a stego image with good quality, but it has a low
payload capacity.
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To increase security of data transfer over cloud
Garg etal. [28] introduced a new technique using split
algorithm, encryption and steganography. In this technique,
initially, the secret data is encrypted using AES algorithm.
Then, use LSB steganography algorithm to embed the
encrypted data withina cover image. Finally, the produced
stego image will be splitted into n parts, these parts will be
stored or transformed over the cloud. The authors did not
evaluate quality and capacity of the proposed technique.

To improve the cloud data security, Abbas et al. [29]
presented a new model using encryption, steganography,
and hash function. For the encryption, the message is stored
in a binary array, then split the array into odd and even
arrays. The odd array is encrypted using AES-256
encryption, andthe even array is encrypted using RSA
encryption. Then, embed the concatenation of the arrays
into a cover imageusing LSB. The authors suggested
compressing the data using LZW compression to increase
the number of data bits can be embedded within a cover
image. The result of the experiments proves that the
proposed model produces a stego image with good quality,
but it does not allow to hide large amount of data.

In 2020, Astuti et al. [30] proposed a model to
improvethe security of data on the cloud by using a
combination of encryption and steganography. This model
consists of two steps. First, use AES-128 algorithm to
encrypt the data. Second, embed the encrypted data into a
cover image usingthe LSB steganography algorithm. The
authors evaluated their work by embedding different size
of text data files in JPG/JPEG images. The proposed model
allows to hide large amounts of data, but it increases the
load on memory.

From the literature, it could be noticed that all the
reviewedmodels provide security for the cloud data, but the
models havehigh payload capacity produce a stego image
with low quality,and the models having good image quality
suffer from low payload capacity.

4. Proposed Model

To enhance the security of data stored in the cloud,
this paper proposes a hybrid model using a combination of
cryptography and steganography. The proposed model uses
many algorithms. The SHA-256 function is used to ensure
the data integrity. Also, RSA and AES-256 encryption
algorithms are used to protect the confidentiality. To decrease
the size of secret data the compression is used. Finally, the
LSB steganography algorithm is used to embed the secret
data within a coverimage.

The proposed model consists of two phases. Embedding
phase, is the process of embedding secret data within a
cover image. Extracting phase, is the process of retrieving
data from a stego image. Fig. 1 summarizes the embedding
and extracting processes.
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Fig. 1 The proposed model processes

In the embedding phase, a text data is embeddedin an
RGB image by applying the following steps:

1. Compute the hash value of secret data using
SHA-256.

Generate a key using a random key generation.

Encrypt secret data using AES-256 with the
generatedkey.

4. The computed hash value and the generated
key are combined, then encrypted using RSA
encryption with a public key. The public and
private keys are generated using (ESRKGS)
proposed by Thangavelet al. [31].

5. Combine the two encrypted data (RSA output +
AESoutput), then compress the combined file
using GZIPcompression.

6. The compressed data will be hidden in RGB
image using LSB algorithm proposed in [32],
and producea stego image.

7. The produced stego image will be uploaded to
the cloud.

In the extracting phase, the secret data will be
extractedfrom a stego image by following these steps:

1. Download a stego image from the cloud.

2. Apply the inverse of the LSB algorithm to
extractdata from the image.
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3. The extracted data will be decompressed using
GZIPdecompression.

4. Split the decompressed data into two parts;
encryptedkey and hash value, and encrypted
data.

5. Decrypt the encryption of (hash value + key)
usingRSA decryption with a private key.

6. The extracted key is used with AES
decryption to decrypt the secret data.

7. Compute the hash value of the decrypted data
using SHA-256.

8. Compare the computed hash value with the
extracted hash value to ensure the integrity, if
they are equal that means the extracted data is
correct, otherwise thedata is not correct.

5. Evaluation and Experiments

The proposed model was implemented in MATLAB
released R2020a, and it is evaluated based on the three
objectives of image steganography: security, quality and
capacity. In order to evaluate and measure these objectives
and obtain the advantages and limitations of the proposed
model, the following measurementsare used:

e Histogram analysis: The histogram analysis is
used to evaluate the security. It displays a graph
whose x-axis and y-axis represents the difference
of pixel between each pair and the number of
occurrences,respectively. To identify the pixels
distribution or monitor unusual shapes as a result
of an embedding algorithm, compare the
histogram of cover image and the histogram of
stego image [17]. If there are undesiredsteps in
the histogram, that means steganography is
detected [33].

e Mean Square Error (MSE): This metric is used
to evaluate the quality of the images. It is the
averageof the difference between the original
image and the stego image [34]. The MSE
calculation is defined asin Eq. 1:

1 N
MSE = —— 3L S0, (Y — V) (1)

Where m is the number of rows in the images
and nis the number of columns in the images.
Y and Y, l-'jrefer to pixel value from the cover
image and stego image, respectively.

e Peak signal-to-noise Ratio (PSNR): It measures
the similarity between the cover image and the

stego image [35]. Eq. 2 is used to calculate the
PSNR.

PSNR = 101log;, (2552/1\/155) )

If the PSNR value is more than 40 dB it is set
be ofa very good quality. In other word, the
distortion is very low. If it is in between 30 dB
and 40 dB, it setto be acceptable, however, a
PSNR value less than 30 dB that means the
distortion is very high [33].

e Maximum hiding capacity: It refers to the
maximum number of data bits that can be
embedded within a cover image. It can be
expressed as bits or bytes or kilobytes [33].

e Bit rate: It is the maximum amount of data bits
that can be embedded per pixel, it is referred as bits
per pixel (bpp) or bits per byte(bpb) [33]. Bits per
pixel are determined by Eq. 3

Embedding capacity

WxH

3)

Where W represents the width of the cover image
and H represents the height of the cover image.

bpp =

Table 1 provides the results of hiding different text files
of various sizes within the airplane image of 512x512 pixel
size.

From Table 1, the stego image quality is different
basedon the amount of embedded data. It can be noticed that
the smaller amount of hidden data produces a stego image
with higher PSNR value. In fact, in the proposed model
when hideslarge data the computed PSNR value is above
40dB. In other words, the distortion in stego image is
undetectable.

Fig. 2 represents the relation between embedded data
size and the PSNR value. It can be observed that there
is an inverse relation between the size of hidden data
andthe quality of the produced stego image; an increased the
embedded data would inevitably result in a decreased quality.
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Fig. 2 The relation between the data size and the PSNR value
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Table 2 shows a comparison of the PSNR results of the
proposed model with regards to the compression (with and
without) to evaluate the performance. The comparison is
done by embedding different amounts of data in the airplane
image of size 512x512.

Table 1: Results of study the impact of data size

, Data size PSNR
Stego image

(KB) (dB)

3.84 69.1754
6.13 67.2255
8.62 65.7629
16.8 63.8374
233 61.5024

31.7

60.1869

Table 2: Results of the proposed model with compression and without

compression
PSNR
Data size (KB) With compression Without
compression
3.84 69.0981 66.4990
8.62 65.8199 63.5662
11.6 64.5340 62.3458

From the Table 2, it can be concluded, the use of com-
pression reduced the amounts of the embedded data, which
increased the quality of the produced stego images, where
the increasing of the quality is 3.5%. The results from Table
2 are represented in Fig. 3.

70.0
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69.0
68.5
52.0
67.5
67.0
66.5
56.0
65.5
65.0
64.5

PSNR

63.5
63.0
62.5
62.0
61.5

3.84KB 8.62KB 11.6KB
Data size

B with compression [ Without compression

Fig. 3 Comparison of the proposed model with compression and without
compression.

Finally, the proposed model was compared with
Ebrahim model proposed in [25]. The comparison is done
by hiding various amounts of data in the Baboon image.
Table 3 shows the PSNR values of the proposed model and
Ebrahim model. The results show that the proposed model
had higher PSNR values than the other model. The results
are illustrated in Fig. 4.
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Table 3: Comparison of the proposed model and Ebrahim model

PSNR
Data size (KB) Proposed model Ebrahim model
8.1 65.8817 60.9636
20.4 62.0378 57.8107
358 59.6192 55.3391
= J )

2.1x8 20.4KB 35.8x8
Data size

The proposed model [ Ebrahim model

Fig. 4 Comparison of the proposed model and Ebrahim model

6. Conclusion

Data stored in the cloud faces several security
issues. One of the effective solutions used for protecting
data in the cloud is the image steganography. In image
steganography,the existence of secret data is concealed
by embedding datain a cover image. This paper proposed
a hybrid model tosecure data stored in the cloud. The
proposed model uses hash function, encryption algorithms,
compression and steganography algorithm. The proposed
model was evaluated by many experiments and compared
with other existing model. The results show that the
proposed model provides security for data, allows to hide
large amounts of data and produces astego image with
high quality.
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