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Abstract

The digital environment of cyber society is also being affected by
intruders, cybercriminals and neighbor countries. Because of this,
ongoing research in the field of cybersecurity is playing an
important role and a huge impact on society. The main objective
of this research is to measure the level of cyber-attack and analyze
the behavior of cyber-attacks via ICT (Information and
communications technology) tools. Two organizations of Pakistan
have been chosen to analyze their behavior. We conducted the
result of DDoS attack by using Wireshark and LOIC. DDoS attack
is chosen to analyze the behavior (before attack, during and after
attack) of systems or services. This cyber-attack is targeted at State
Bank of Pakistan, Passport & Immigration. We can improve
security by knowing gaps weak points and solutions to control
crimes. This research will also help other most sensitive
organizations of Pakistan such as the Federal Public Service
Commission, Ministry of Finance, Revenue and Economic Affairs,
Ministry of Interior,
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1. Introduction

The cyberattacks were even more complex and better.
In General, an economic system, and organizations in our
society rely heavily on information networks and IT
solutions. These value systems are therefore a major
concern. The Cybercrime report and the safety investigation
to confirm that the injection of malware, phishing, cyber-
theft, and bot attacks are common approaches for cyber-
attacks to obtain sensitive Material and so that the
organizations harm [1]. The growing number of cyber
attacks on digital technology and communications networks
has drawn the attention of ICT professionals (information
and communication technologies), Cybersecurity wings and
other security officials to improving security. Securing the
information, network, records, and the application has come
to be one of the biggest challenges of the present. Cyber
security is an incredibly important part of the IT world as it
improves progress in protecting data, applications, systems
and information against illegal access or attack, as well as
defending information, software, networks and against
unauthorized access or attacks [2].

Cybersecurity plays an essential role in the field of ICT.
Hence, Protecting the network, data information, and

Manuscript received March 5, 2025
Manuscript revised March 20, 2025

https://doi.org/10.22937 /IJCSNS.2025.25.3.22

application have become a major challenge in providing
user-friendly security services [3]. Cybersecurity is
important for both the wireless and wired parts of the
system [4]. The most important task of a cyber-security
analyst is to protect a network of damage. Many technical
advances in information security and networking have
allowed analysts to more closely monitor and detect
threats[5]. From the studies[6], [7], it is identified that the
21% century becomes more vulnerable and insecure. Hence,
it becomes important to understand the cyber-attacks either
targeted before, after and during their occurrence to provide
better security for critical systems. Without understanding
the vulnerability of the network becomes very complex to
predict a possible attack. So, it is important to analyze the
network to provide an intuitive idea for protecting the
network][8].

2. Literature Review

The security of digital technology is also the primary
duty of the organizations, professionals, developers, and
government to offer their customers a secure service. The
internet has become an important part of everyone's life. It
is widely used in homes, offices, schools, hospitals, and
businesses. It is a tool that lets you keep track of things, stay
up-to-date with news, and communicate with everyone. The
progress of life has also changed but poses a threat to
privacy, identity, personal resources, data, and valuable
information. In the warfare against -cyber-attacks,
cybersecurity is a delicate problem in the world of security
companies and governments experiencing every effort to
deploy or implement various tools and techniques to protect
their data and private information in order to keep their
business running [8], [9].

A distributed-denial-of-service attack is also known as
a DDoS attack. In this type of attack, the attacker sends a
large number of packets from a large number of host
computers to the computer of the victim to terminate normal
services, which exhaust victims' IT resources like memory
and processor, and Ultimately, this leads to a lack of data
available for authorized users. The attacks of the denial of
Service and the denial of distributed service have repeatedly
raised serious problems in the research community. In 1999,
the first distributed denial of service attack was reported by
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Computer Incident Advisory Capability (CIAC), and most
of the DoS attacks that took place were distributed[10].

The security of the network domain is also required as
the usage of the networks increases day by day. Other data
and information are generated. Real-time defense of
information and data is becoming increasingly difficult for
today's businesses. DDoS (Distributed Denial of Service)
attacks are commonplace today [11], [12]. Trojans of the
Denial of Service (DoS) prevent the functioning of a
function or source [13]. If enterprise security requirements
are not very high, we can take the protection of by-hop
encryption. Or, if the demands on commercial requirements
are high, we can use end-to-end cryptography [14][15].In a
DDoS attack, the attacker has a great influence on the victim
by multiplying the attack power of many cyber agents. It is
possible for an attacker to check many computers on the
Internet before an attack is launched. In fact, these agents in
the public network, and the attacker can abuse their
vulnerabilities by introducing malicious Codes or other
piracy techniques to control them [7][10]. Denial of Service
attacks can disrupt the following, communication and
protection systems. Floods are a kind of DoS attack in
which the attacker sends many messages to a tar network.
Another important analysis concerns the size of the message
that should be done for both situations[11][16][17]. Today’s
network infrastructure is threatened by DDoS attacks. There
are many methods for defense against DDoS attacks but
these techniques need to improve for more efficiency due to
the advancement of attackers and their attacking tools and
methods. It is a big task to mitigate DDoS attacks, but it is
necessary to prevent these attacks. But more efforts are
required to develop the organization's network security.
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Preparation Result
A
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Assessment and Step llI
Mitigation(includ Analysis i
ingproactive Response ‘
measure)

Figure 1 proposed model for analyses the behavior of

cyber attack

Mitigation of the DDoS attacks can be divided into three
classes, i.e., before the attack, during attack, and after the
attack[18].

3. PROPOSED MODEL

This comprises of the proposed security model, which
is essential to find and analyze the cyber-attack. The
proposed model consists of four steps. Each step has its
importance, the initial or first step is necessary for making
preparation for the analysis of attacks. The second step
assesses and identifies the modification practices for attacks.
Dependent on the analysis of the response gained from the
system is discussed in step three. The fourth and last step
gives transition or results.

3.1 Preparation: Step One

Cybersecurity is perhaps the best challenge of present-
day times. Preparation is necessary for analyzing the
behavior of cyber attacks. We create an environment for our
simulation/analysis by using whir-shark and LOIC.
Wireshark is a very useful tool for analyzing, it helps us for
detecting behavior. We select 2 top organizations for our
measurements. As an ever-increasing number of users of the
Internet and cell phones, controllers need to guarantee that
data correspondence advances (ICTs) are shielded from
attackers. Well, almost everything hangs on ICT, which
makes companies more vulnerable. Several international
organizations have committed to controlling cyber threats.
Most of these organizations support global support in
addressing cybercrime problems. Therefore, a secure
Internet available always is important. Hackers have
reached a level that cannot be solved with conventional self-
protective countermeasures. The cyber securities are as an
immediate measure against explicit attack to respond on
networks and computers.

We create an environment for analyzing DDoS attacks.
DoS attacks (denial of service) are widespread in today's
Internet world. With increasing attacks, internet servers and
network devices are more vulnerable than ever. For a
similar explanation, associations and individuals who have
large servers and data on the Internet are planning and
investing heavily to protect themselves against a range of
cyber-attacks, including denial-of-service. In a DDoS attack,
the attacker has a great influence on the victim by
multiplying the attack power of many cyber agents. It is
possible for an attacker to check many computers on the
Internet before an attack is launched. In fact, these agents in
the public network, and the attacker can abuse their
vulnerabilities by introducing malicious Codes or other
piracy techniques to control them. These damaged
machines can consist of hundreds or Thousands of Numbers.
These compromised machines can consist of hundreds or
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thousands of numbers. They act as agents of the attacker
and are commonly referred to as "zombies". The whole
collection of zombies is frequently referred to as "botnets".
The size of the botnet decides the size of the attack. The
researchers point out that the means to combat these attacks
require further research [7]. Through Preparation step we
able to understand that protection against cyber attacks
needs to be improved.

3.2 Assessment and modification: Step Two

The attackers now have to attack quickly with the
current attack tool in order to obtain financial benefits and
other benefits by rejecting the victims ' resources for the real
users or shamefully rejecting them. We deduct data by using
Wireshark, LOIC and start its assessment or modification.
The ability of a deduction DDoS and the noise reduction
techniques are based on its accuracy and reliability, so that
false-positive and false-negative results can be reduced in a
System. Packages must not overcome the mitigation
mechanism. The associated file attacks the traffic (false
negative) and reaches the victim. Packets belonging to real
traffic (false positive) must not be discarded.
Countermeasures against DDoS are generally divided into
three types of techniques, which are listed below.

e Reactive techniques
e  Pro-active techniques
e Survival techniques

In reactive techniques, the victim is challenged with a
DDoS attack on his services. Therefore, a detection and
defense method is called to trace the origin of the attack and
filter traffic out of the identified sources.

In proactive techniques, the objective is to recognize an
attack before it can arrive at the destination. After discovery,
a mitigation methodology can be called quickly to channel
or restrict attack traffic.

In survival techniques, equipment and systems that can
become victims of DDoS attacks, they have sufficient
resources to provide services to authorized users in the
event of a DDoS attack. Resources such as CPU power,
bandwidth, memory, etc. will be sufficient and resource
redundancy will be maintained if needed [7].

But in our research, we use the proactive technique
because it's more effective for our research than other
techniques. We can discover attacks traffic or can
mitigation easily. We know that detection is of threats and
attacks on networks for years, one of the biggest challenges
for cybersecurity. Network Intrusion Detection Systems
(NIDS) used to detect unauthorized access by analyzing the

network. New and more advanced types of attacks require
new and more sophisticated defenses. For example, a new
threat class called Advanced Persistent Threat (APT) is a
well-trained adversary and resource with sufficient
resources. The early detection of cyber threats in the
observation sequence test is performed by examining the
correlation between each trigger identified in the sequence
by identifying possible types of attacks. To be specific, as
they go through the test sequence. We can find all valid
different trigger levels for each window of constituent
network activity. It should be noted that each activity
window in the sequence of monitoring may correspond to
multiple activators forming different levels[19].

3.3 Analysis response: Step Three

Cyber-attackers can be illogical or selective and attack
both large and small public and private sector enterprises.
The first step for companies looking to improve their
computer security skills is to develop a better understanding
of the nature of the threat to them. It will not be possible to
improve the ability to restore information security in the
organization without first identifying the potential causes of
harm and their potential impact.

Denial of Service attacks can disrupt the following
communication and protection systems. Floods are a kind
of DoS attack in which the attacker sends many messages
to a tar network. Another important analysis concerns the
size of the message that should be done for both situations
[16]. There are two ways to apply behavioral detection
methods: abuse detection and anomaly detection. Detecting
abuse looks for specific behaviors that are considered
harmful [20], [21]. While the anomaly-based approach
satisfies unusual and unexpected behavior [22], [23]. The
detection of misuse is more reliable in terms of recognition
performance, has less false positives and often no false-
negative results, but has two main disadvantages. First, the
classification of a series of harmful schemas (signatures)
takes a long time and the activity is an activity error when
performed by human experts. It requires regular updates,
just like modern antivirus systems do today. Second, it is
unable to detect harmful code that has no known harmful
behavior patterns, and therefore its ability to recognize new
behaviors is very limited. On the other hand, detection of
anomalies can detect any malicious behavior in the system
that becomes a learned profile. Therefore, it can
intelligently detect unknown and hidden security threats. In
fast-changing environments, detection of anomalies has a
high rate of false alarms compared to malicious methods.

3.4 Transition or Results: Step Four

The transitional step is a critical and vulnerable time.
We attach great importance to the planning and
implementation of the transition, which requires
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comprehensive cooperation with customer management.
For analyzing the behavior of cyber attack we use two
organizations of Pakistan such as State Bank of Pakistan,
Passport & Immigration. We conduct results before the
attack, after the attack, and during attack. At the start point
of analyzing the attack in this step, we will analyze before
the behavior of DDoS attack that will help us to know the
difference between before and during the attack and about
its traffic. Afterward analyzing before and during attack
then we will analyze after attack behavior that we help us to
know its effect and performance. Through the help of
results, we can easily measure the behavior of attack, delay
time, packet capturing, response, average bytes, bits, etc and
conduct results that which one organization’s security
system is best.

4. Behaviors of cyber attack
4.1 Before Attack

When a user is not receiving an expected level of
service from an IT service. The expected service levels are
based on SLAs or service level agreements. Well, an
accident can generally be something that does not work
properly. According to SANS, incident response plans must
include preparation, identification, containment,
eradication, restoration, and lessons learned. Preparation
like what we need to know.

The identification shows what happens to the
system. Containment ensures that things are controlled. The
Eradication/extermination helps us to eliminate the real
virus and eliminate the things that cause the breakdown of
the service. The accident response plan is really under
control. If we want to develop an incident response plan and
know what is going on before an attack, this is a bit more
difficult as we never know when an attack will begin. We
really need to identify or understand our critical system and
identify support services for those systems. Power failures
are another critical system that can lead to serious accidents
in the event of a data center failure.

4.2 During the attack

During the attack, we have to keep in mind two main
steps that are Don’t panic and Execute your plan. If we are
at the mercy of an attacker, don’t paint. It’s very hard to do
but the worst thing that we can do is panic because what it's
all about happens doing random things and we do not think
logically about what's going on in the attack. If we are in a
panic, we can lose some important steps. We may also put
the incident response plan in place. The next step is the
execution of the plan. The incident response plan you set
should come into effect as soon as an accident is activated.
Make sure you know the incident response plan and know
who is doing what and when.

Communication is an important part of any attack.
Therefore, when an attack occurs, you must ensure that you
are communicating and remember that the tools are not as
important as the process when you are communicating. The
tools that you can use to manage the emergency plan or part
of the incident plan may not work. Therefore, you should
focus on your processes and on the entire incident response
plan, not on the tools that are available to you.

Do not turn off any system during an attack. Some
attacks will come from internal systems that have been
compromised. Malware can also live in memory. So, if we
interrupt the power supply to the system that is suffering or
being attacked, the data can simply be erased. Therefore, we
need to make sure that the network cable is unplugged. We
must remember that in an attack, the goal is to reduce the
damage. Therefore, we must first find out where the damage
occurs and what causes it. Therefore, it is possible to check
network protocols, server logs, access logs, network traffic,
and authentication. All this becomes very important during
an attack. So, we used network protocols and access logs to
determine who had access to the system and what files were
encrypted during the attack. So, we converted the file
system to read-only mode. What he did was to prevent the
attack from remaining. He avoided the offensive computer,
we did not know who he was then. We used this server and
just made it read-only, so no more files could be written.

We could find the criminal system because of the
access logs and server access logs, and we cut the network
for that and called the person saying that you have
something with your computer, which I need you to unplug
the network cable. And in the end, we will prepare ourselves
to restore the lost information.

4.2 After attacks

No matter any attacks like malware, ransom-ware
attack, and denial of services attack may affect your system
or data. But after the attack first, you have to conduct a
meeting that helps to understand what happened during the
attack and also allows protecting your network or system
better for the future.

The second most important is the documentation;
Documentation must be collected. It is necessary to
organize it in a timeline, to fill in the gaps left by other
people, and to share the lessons learned. The lessons learned
are important, especially because the management knows
exactly what has happened. And best of all, it's a timeline,
and it's good for documenting people within that timeline,
so you know who did what, when, and how the problem was
solved. The Lessons Learned document should include
what happened, what happened, what was not successful,
how the attack is planned in the future, or what we patch for
the future, as well as all security checks

If the attack has caused damage, it must be repaired.
If the attack has identified new threats, we need to face this
threat. If the attack has identified new vulnerabilities, these
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vulnerabilities must be addressed. And when the attack has
happened, we have to assess the risk. This is one of the other
important points after the evaluation attack.

5. Results

One of the most sensitive organizations of Pakistan
has been chosen to analyze their behavior. This cyber-attack
is targeted at the State Bank of Pakistan. All the results are
collected or analyzed via LOIC and Wireshark simulation
tools. In addition, we have taken parameters such as ( #
packet loss, communication delay, traffic While analyzing
the behavior of DDoS attack in Pakistan’s major
services/servers. Each service/server is analyzed in three
ways i.e. before, during and after the target of DDoS attack.

5.1 State Bank of Pakistan

State bank of Pakistan is a leading organization in
Pakistan, which runs more than 100 banks. It is a financial
resource for their customers, banks and government
institutes to run their organizations. Hence, State Bank of
Pakistan is chosen to analyze the behavior. Figure 2
illustrates the pinging of SBP and executes its code in
Wireshark tool. Initially, the IP address of SBP
(104.18.22.213) is used in Wireshark tool to work in
simulation environment as shown in Figure 2. Wireshark
view of a pcap file storing raw telescope data belonging to
Conficker worm
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Figure 2 Illustration while analyzing the State Bank of
Pakistan

Figure No. 2 shows packet capturing using
Wireshark and detect source address (192.168.10.7) and
destination address (104.18.22.213). and it shows DDoS
attack TCP flooding.
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Figure 3 Illustration before the DDos attack on State Bank

of Pakistan without all packets.

The graph (shown in Figure No. 3) indicates DDoS
attack’s results those are analyzed by using Wireshark and
LOIC. The above graph consists of two components such as
level of DDoS attack and time taken to reach a destination.
At initial level, before the target of DDoS attack on State
Bank of Pakistan, we captured 1154 no of packets which are
transferred in 60 seconds of time duration to reach a
destination while red line indicates the level of cyber attacks.
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Figure 4 Illustration before the DDos attack on the State

Bank of Pakistan with all packets.

The graph (shown in Figure No. 4) indicates all
packets with DDoS attack’s results that are analyzed by
using Wireshark and LOIC. As compared to the above
graph, this consists of three components such as packets,
errors and time taken to reach a destination. Here the same
1154 no of packets are transferred in 60 seconds of time
duration to reach at destination, black line indicates all
packets and red line indicates all errors.
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Figure 5 Illustration during the DDos attack on State Bank

of Pakistan without all packets.

This graph (shown in Figure No. 5) indicates only
the attack’s results that are analyzed or simulated by using
Wireshark and LOIC during the DDoS attack on State Bank
of Pakistan. This graph is a little bit different from both,
here only the level of DDoS attack is indicated via red line
along with moving from source to destination with 27111
as no. of packets with 60 sec time duration to reach
destination.
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Figure 6 Illustration during the DDos attack on the State
Bank of Pakistan with all packets

This graph (shown in Figure No. 6) indicates all
packets with DDoS attack’s results that are analyzed by
using Wireshark and LOIC. This graph is compared with
previous graphs because this contains the information and
situation created during DDoS attack on the State Bank of
Pakistan. The variation is shown in packets while moving
towards the destination as compared to before DDoS attack
and error ratio is increased as compared to before the attack
situation. Errors vary in between 1-80 packets per second in
red color bar.

Time (5)
Figure 1 Illustration DDoS attack on State bank of
Pakistan During Attack with TCP delay

The Graph is shown in Figure 7 illustrating the
highest TCP delay in the trace file where maximum delay is
traced as 14 packets per second at 9-10 and 13-15 seconds
of transmission, which is a delay before getting request or
delay before the finish.

Figure 2 Illustration after the DDos attack on State Bank

of Pakistan without all packets.

This graph (shown in Figure No. 8) indicates only
attack’s results that are conducted by using Wireshark and
LOIC after the DDoS attack on State Bank of Pakistan. And
920 packets are captured in 60 sec duration. Red line show
attacks.
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Figure 3 Illustration after the DDos attack on State Bank

of Pakistan with all packets.

Figure No. 9 indicates all packets with DDoS
attack’s results that are conducted by using Wireshark and
LOIC after the DDoS attack on State Bank of Pakistan. And
920 packets are captured in 60 sec duration. Black line
indicates all packets while red bar shows all errors or cyber
attacks.

5.4 Passport & Immigration

A passport is a travel document that is usually issued
by the government of a country. Foreign visitors must
provide their passport at the immigration checkpoints with
a corresponding visa. Today, as immigration policy, it
occupies a central place worldwide. Hence, Passport &
Immigration is chosen to analyze the behavior. Initially, the
IP address of Passport & Immigration (203.101.184.122) is
used in the Wire shark tool to work in simulation
environment as shown in Figure:26.
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Figure: 10 Illustration while analyzing Passport &
Immigration

Figure No. 10 shows packet capturing using
Wireshark and detect source address (192.168.10.7) and
destination address (203.101.184.122).
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Figure: 11 Illustration before the DDos attack on Passport

& Immigration without all packets.

The graph (shown in Figure No. 11) indicates DDoS
attack’s results those are analyzed by using Wireshark and
LOIC. The above graph consists of two components such as
the level of DDoS attack and the time taken to reach a
destination. At initial level, before the target of DDoS
attack on Passport & Immigration, we captured 1576 no of
packets which are transferred in 60 seconds of time duration
to reach a destination while red line indicates the level of
cyber attacks.

Packetsf1 sec

Figure: 12 Illustration before the DDos attack on Passport

& Immigration with all packets.

The graph (shown in Figure No. 12) indicates all
packets with DDoS attack’s results that are analyzed by
using Wireshark and LOIC. As compared to the above
graph, this consists of three components such as packets,
errors and time taken to reach a destination. Here the same
1576 no of packets are transferred in 60 seconds of time
duration to reach destination, black line indicates all packets
and the red line indicates all errors.
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Figure 13 Illustration during the DDos attack on Passport

& Immigration without all packets.

This graph (shown in Figure No. 13 ) indicates only
attack’s results that are analysed or simulated by using
Wireshark and LOIC during the DDoS attack on Passport
& Immigration. This graph is little bit different from both,
here only level of DDoS attack is indicated via red line
along with moving from source to destination with 34388as
no. of packets with 60 sec time duration to reach at
destination.
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Figure 14 Illustration during the DDos attack on Passport
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& Immigration with all packets.

This graph (shown in Figure No. 14) indicates all
packets with DDoS attack’s results that are analyzed by
using Wireshark and LOIC. This graph is compared with
previous graphs because this contains the information and
situation created during DDoS attack on Passport &
Immigration. The variation is shown in packets while
moving towards destination as compared to before DDoS
attack and error ratio is increased as compared to before the
attack situation. Errors vary in between 1-450 packets per
second in red color bar.
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Figure 15 Illustration DDoS attack on Passport &
Immigration During Attack with TCP delay

The Graph shown in Figure 15 shows the highest
TCP delay in the trace file where maximum delay is traced
as 18.5 packets per second at 48-52 seconds of transmission,
which is delay before get request or delay before finish.

Figure 16 Illustration after the DDos attack on Passport

& Immigration without all packets

Figure No. 16 indicates only attack’s results that are
conducted by using Wireshark and LOIC after the DDoS
attack on Passport & Immigration. And 1305 packets are
captured in 60 sec duration. Redline indicates cyber attacks.

Figure 17 Illustration after the DDos attack on Passport

& Immigration with all packets
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This graph (shown in Figure No. 17) indicates all
packets with DDoS attack’s results that are conducted by
using Wireshark and LOIC after the DDoS attack on
Passport & Immigration. And 1305 packets are captured in
60 sec duration. Blackline indicates all packets while red
bar shows all errors or cyber attacks. Table 1 show
limitation and IP ,host address that are used in analysis.

Table 1 attacker IP and SERVER IP
Source IP | Destinatio | IP hostname | Operation
Address n IP system
Addres
s
192.168.10.1 | 104.17.10 | www.sbp.org. | Windows 10
3 7.192 pk 64-bit OS
192.168.10.1 | 203.101.1 | www.dgip.go | Windows 10
3 84.122 v.pk 64-bit OS
Table No 2 display detail about the results
Measurements State bank of | Passport &
Pakistan immigration
Packets 27111 34388
Average pps 439.7 554.2
Average packet size, B 83 86
Bytes 2240702 2943144
Average bytes/s 36k 47k
Average bits/s 290 k 379k

Table No 2 display detail about the results that are
capture during analyzing before, after and in during attack.
The most important details among them are packet
capturing during attack. This table show port and protocol
that we used during the attack. We capture all these result
in 60 seconds. But we can clearly analyze that packet
capturing is different of all organizations.

Table 2 Measuring results

Measurements State bank of | Passport &
Pakistan immigration
Packets 27111 34388
Average pps 439.7 554.2
Average packet 33 36
size, B
Bytes 2240702 2943144
Average bytes/s 36k 47k
Average bits/s 290 k 379k

Table No 3 illustration detail about the result of
during attack measurements. We analyzed in detail, the
result of the two organizations of Pakistan such as State
Bank of Pakistan, Passport & Immigration. SBP capture
27111 packets, Average pps 439.7, Average packet size, B
83, Bytes 2240702, Average bytes/s 36 k in almost 60
seconds, Passport & immigration capture 34388 packets
Average pps 554.2, Average packet size, B 86, Bytes
2943144, Average bytes/s47 k in almost 60 seconds. We
measure 2 organizations' security behavior and its clear
analyze that SBP’s number of packets, traffic, delay time,
average pps, packet size, total bytes and bytes in second is
less than other organizations. Bank attack that accord in
2018 or in this result 21 different bank effaced but SBP was
secured. Its also reported that The State Bank of Pakistan
(SBP) said, the banks had not been hacked. There are
reports that the information of most banks has been hacked.
The SBP completely rejects these reports, according to an
announcement by the National Bank. This is also supported
by a report from the Pakistani Computer Emergency
Response Team (PakCERT) describing the timing and
extent of the data leaks. Support for the SBP's complaint.
As compared SBP security level is best than others. Both
organizations security is very tight and secure But All
measurements show that the SBP security level is more
security than others.

6. CONCLUSION

As more and more people use the Internet and
mobile phones, regulators need to ensure that information
communication technologies (ICTs) are safe and secure
from attackers. Improving and maintaining cybersecurity is
becoming a serious challenge due to the complexity and
limitations of human capabilities, vulnerabilities across all
levels of the stack, security deficiencies, and security issues.
In recent years, we have seen that cyber incidents are a
significant increase in enterprise, organizations and
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industrial control systems (ICS). Mainly the level of cyber-
attack is measured to know about the level of attack or
breach or security level. DDoS attack is chosen to analyze
the behavior (before the attack, during and after attack) of
systems or services. This cyber-attack is targeted at the
State Bank of Pakistan. DDoS attack is chosen and applied
as a weapon, to analyze the behavior of systems or services.
We conducted the result of a DDoS attack by using
Wireshark and LOIC that help to analyses the behavior of
cyber-attacks.

7. Future work

There is still a gap to understand attack and pre-
requirements to secure our system and services from the
attacker. Through this research, we can able to understand
cyber-attack and its behavior, After detection, a mitigation
procedure can be attracted immediately to filter or limit
cyber-attack traffic. This research will also help other most
sensitive organizations of Pakistan such as the Ministry of
Interior, Federal Public Service Commission, Ministry of
Finance, Revenue and Economic Affairs, Ministry of
Foreign Affairs and Federal Investigation Agency. We can
improve security by making our Wireshark more adaptable
to classify disturbance and inconsistency configurations and
change firewall rules accordingly. Adaptive systems
provide faster response to malicious attacks and serious
threats, including DDoS and many others.
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