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Summary 
Penetration testing is known as pen testing, is a fabricated 
attack used to identify the vulnerabilities in a system to 
check the exploiting vulnerabilities. Pen testing is usually 
accomplished by professional testers to find out the security 
risks and weaknesses involved in a system. Also, pen testing 
can be recognized as a pretend attack, performed to ensure 
that the system is secure and vulnerability-free. Pen testing 
is important for organizations because it detects weaknesses 
as well as makes the staff awareness high against those 
weaknesses. In one type of PEN testing, the expert engineer 
must test the risk of a system and its vulnerability manually. 
Another type is performing PEN testing and checking the 
risk of a machine in an automated way. The automated 
method enables organizations to achieve fast, easy, reliable, 
and efficient results. This thesis aims to introduce 
automated penetration testing tools and provide a platform 
that has multiple features of existing automated tools that 
meet the user requirements and are employed in a system to 
prevent security breaches. It also aims to reduce time, costs, 
and human resources. This framework contains multiple 
tools, and the results will be analyzed by comparing the time 
consumption. 
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1. Introduction 

Currently, the focal point of any organization is data 
protection due to the rapid growth of its data. This 
protection guarantees the safety and privacy of critical data 
from any unauthorized activities, including inspection, 
modification, recording, and any disruption or destruction. 
Testing is a term that is defined as the ability to detect and 
figure out faults and defects that may exist in a system. PEN 
testing necessitates an aim to crack the security of the 
application, which a developer cannot do. It involves the 
process of finding weaknesses in applications with the use 
of open-source tools that produce a report including the  
 
 

risks that could lead to a vulnerability in an application. 
Determining the vulnerabilities in a system is the main  
goal of penetration testing, which can be exploited and gain 
unauthorized access to an application, if any so that can be 
considered as a risk and threat. 

This paper is divided into six sections. Section 1 
gives a brief introduction to the topic. While Section 2 
introduces the technical background. Then Section 3 
reviews the related work in the field of penetration testing. 
Section 4 describes the methodology of the automated 
penetration testing and introduces the proposed system. 
Section 5 discussed system design and implementation. 
Section 6 presents the implementation results and future 
work. 
 
 
2. Technical Background 
 
Security basics: For many years, the information security 
field has been built using the three fundamental components 
of confidentiality, integrity, and availability. Using these 
elements to define security gives the word a more practical 
significance and helps it move away from an abstract 
concept, emotion-based meaning to one denoting 
something solid, tangible, and measurable. Not all systems 
and not all data need an equal level of protection. Therefore, 
security controls must be enough to keep important data 
safe from unauthenticated access, which includes changes, 
disclosure, and destruction, and the performed test should 
ensure that the whole data is under protective controls, as 
well as the protections work properly, and the data cannot 
be breach by an attacker. So, an organization will set up a 
security grouping scheme that identifies and labels data 
according to the required level of protection. 
 
Penetration testing: Testing is a keyword or term defined 
as “An ability to find fault and defects that may be present 
in a system or an application whether mobile or web” [16]. 
The security of data and information is the most important 
thing and is at the top of the priority list for companies. To 
build a competitive advantage, all businesses must protect 
their data, and ensure that they follow the security 
regulations and standards.  
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In general, penetration testing inspects systems using 
multiple attempts of hacking to find vulnerabilities to 
exploit them and using relevant malicious code that helps to 
discover bugs through the implementation. The penetration 
test, as defined in [5], is the acting of a real-world crack 
against a system target or network. It also refers to 
simulating the attack strategy that attackers take on the 
application or network and completely testing the security 
and at-risk parts of the system to inspect the issues such as 
weaknesses of a system or network, and hardware and the 
defects of configuration of a software.  
On the other hand, the basis of PEN testing is knowledge, 
the tester's attack is likely to be more successful the more 
knowledge they have. A penetration test is the authorized, 
scheduled, and systematic process of using known 
vulnerabilities to perform an intrusion into host, network, or 
application resources [4]. Organizations or individuals use 
PEN testing to test a network, web application, or computer 
system to identify bugs, and unprotected parts that cause 
vulnerabilities that an attacker can attack. 
 
Manual and automated PEN testing:  

 Manual testing: 
PEN testing is a targeted and well-planned series of 
strategies, it is not just a disjoint of random steps. The steps 
build on each other to perform a successful attack. As 
mentioned before, the most important point in PEN testing 
is knowledge. Being aware of the enemy, the target, the 
resources, and the methods and finally knowing how to 
apply those steps effectively. 
 

 
Figure 1 Stages of Penetration testing 

 Automated testing: 

Automated PEN testing tests the risk of a system and the 
vulnerability automatically. So, it is fast, efficient, easy, and 
more reliable than the manual. It doesn’t require any 
experience; it can be executed by a user with the least 
knowledge. In the meantime, there are a variety of tools that 
are considered efficient, which changed the meaning of 
PEN testing. However, the following table clarifies the 
major difference between manual and automated 
penetration testing. 
 
Examples of existing PEN testing tools:  

- Nessus 
- Nmap 
- Nikto  
- Dirbuster  
- Metasploit 
- OpenVas 

 

3. Literature review  
  

The study [1], they have explained the 
fundamentals of Penetration testing in 
comprehensive research, that includes different 
types of tools and where and when it is used. In 
the study [6], they have studied the difference 
between manual and automated pen testing and 
show the comparison in terms of the testing 
process, vulnerability detection, database attacks, 
and network modification. They show the result 
that automated penetration testing is better in all 
mentioned aspects except finding new or zero-day 
exploits. In [3] they proposed a system that 
depends on a simulation using Ubuntu 15.4 which 
is installed on a target host. The PEN testing is 
performed during the execution of Nessus and 
OpenVAS. Then they displayed the comparison 
between these two tools, which is done by using 
“Common Vulnerabilities Exposure” CVE. In [5] 
-The purpose behind this research was to 
contribute - They proposed a system that uses 4 
PEN testing tools, Nmap, Nessus, OpenVAS, and 
Metasploit. The Metasploit framework has been 
combined with several third-party tools to 
improve its capabilities, which used through the 
hacking and stages of PEN testing methodology 
as well as it is used for vulnerability exploitation 
to ascertain whether an attack is feasible. While 
Nessus tool was used during the inspection and 
Vulnerability Assessment stage of the PEN 
testing methodology. As well as they also 
performed a comparison between Nessus and 
OpenVAS, to define which scanning tool was 
more helpful at discovering more weaknesses 
than the other scanner based on the Common 
Vulnerability and Exposure (CVE) identifiers. As 
mentioned in [7], they are telling us that the one 
of important features of the web application is 
Web application Testing. The most common way 
to fulfill the test is the automated penetration 
testing tools and frameworks which will give an 
easy and fast result. These existing tools perform 
attacks to test the security of the target system, 
without making any harmful on that data, so these 
attacks will not affect the web application 

Footprinting Scanning Enumeration Penetration
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database by erasing or altering any part. In 
addition, these tools monitor the attack results to 
identify which of them have succeeded. As 
discussed in [8], the authors described penetration 
testing and said that penetration testing is one of 
the most helpful techniques for keeping the 
security of system data, which is legally used to 
imitate unauthorized attacks. Which is the main 
contribution of that attack being to identify that 
the system has exploited the vulnerability and to 
show their system weaknesses. Also, in [11], the 
authors show us that many tools help security to 
make their work more easily and efficiently.  

These tools played a fundamental role by 
transferring the necessary procedures in an 
automatic manner rather than a manual way. The 
author has used and described the free existing 
framework created by Spanish developers called 
Golismero and it is used for security automated 
testing. It is used to test any web application. This 
tool includes different tools like DNSrecon, 
OpenVAS, Wfuzz, and SQLMap. In [9] they 
provide a main overview of penetration testing 
and, they discuss the benefits, strategies, and 
methodology of performing the penetration 
testing. As listed in [9], there are three phases in 
the methodology of penetration testing; the three 
stages are the Preparation of the test, performing 
of the test, and analysis of the test. The 
performing stage has also three steps: information 
gathering, analysis, and exploitation of the 
vulnerabilities.  

This study [12] presents a new approach 
based on the use of attack signatures and interface 
monitoring for the identification of injection 
vulnerabilities in web services. The developed 
prototype tool picks out the vulnerabilities of 
detection of SQL injection in SOAP web services. 
The proposed tool comprises an attack load 
generation module which is used to examine the 
web service and generate the attacks containing 
signatures. They evaluate the experiment over 21 
web services, which have been provided by a 
vulnerabilities detection tool’s benchmark and the 
result shows that the methodology can get more 
coverage of detection than other existing PEN 

testing tools. In [14], they described penetration 
testing on a Network, and how it requires time and 
practice to be good in implementing. The way to 
handle this issue is to apply Artificial intelligence 
(AI) to the cyber security domain and automate 
the penetration testing. The main purpose of this 
paper [10], is to perform a security analysis for 
Android smartphones. Nowadays, smartphone 
adoption and usage are rapidly growing with the 
different applications. These applications play 
critical roles like payment and mobile banking, 
while user usually has no awareness of the risks 
involved in those applications. While [13], shows 
the Automated Network Exploitation through the 
Penetration Testing tool ANEX. ANEX is a tool 
that combines the needed qualities from both, the 
vulnerability assessment tools, and the 
penetration testing tools. The test includes a 
process of identifying the paths that could be 
exploited in the network which can easily break 
the target system. Mainly, penetration testing is 
the procedure of compromising a network by 
some controlled tests.  

In the research [26], This study explored 
the status of security and the issues related to it on 
the websites of the Sudanese Government. 
However, the vulnerabilities and the security 
flaws in many of the Sudanese government 
websites have been studied and then assessed. 
Furthermore, websites or web applications are 
usually vulnerable to the attacks of the malicious 
aspects and files that the hackers use. Moreover, 
since the unpatched exploits in the government’s 
websites allow unauthorized people to sign in to 
those websites, they can expose the data to cause 
damage. In [27], the authors proposed a 
framework that depends on the OWASP 
Benchmark, they made a comparative analysis of 
automated penetration testing, and they found the 
difference between types of penetration tools such 
as the performance of open-source tools better 
than the commercial one. 
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4. Methodology 
 

The system APT is built of many existing 
PEN testing tools, these tools provide an 
automatic way of finding vulnerabilities, which 
are gathered to have multiple characteristics that 
belong to those tools, to provide a good 
framework for the organization, employer, or 
even the end user.  
Tools selection: Our research depends on the 
selection of tools, many factors affect the 
selection of tools, such as the cost factor and the 
ease of configuration. While many tools have 
similar functionalities and features, these factors 
are different. The objective was to choose the tool 
based on the user requirements and many criteria 
i.e., availability, reliability, and the tool status, on 
the other hand, it depends on the availability of a 
licensed version of the tool and its configuration 
to be added to the framework, thus the definition 
of the easy of configuration is how easy to use the 
tool and to be configured in the framework. As the 
cost of the tool plays a major role in tool selection. 
The second objective was to select tools that 
cover –many general areas.  

Nmap is considered as one of the famous 
tools used in PEN testing, which can easily scan 
large networks or just one single host. On the 
other hand, OpenSSL was selected because it is 
an open-source library that can be used to 
generate and test SSL certificates locally. 
SQLMap was chosen randomly to discover many 
different areas and meet a user requirement. At the 
same time, the user can add/remove tools to 
achieve his requirements. Nikto was selected as 
an alternative tool, as planned, Arachni is one of 
the A.P.T framework tools, but some changes 
occurred in their policies, so we thought to select 
another tool that met requirements like Arachni 
which is Nikto. 
 
The table below shows the specifications of each 
used tool:  
  
 
 

 
Table 1 Pen testing tool's specifications 
 

Tool Specifications 
openSSL Ensuring an SSL certificate 

is valid, trusted and it will 
be working properly for 
users. 

Nmap Scanning tool Manipulates 
with the target directly. 

OWASP 
Zap 

Proxy tool, it helps in 
prevention of cyber 
attackers from entering a 
private network. 

SQLmap Exploiting SQL injection 
flaws to assess the security 
of targeted applications. 

Nikto It can be run on a system 
with lower configuration 
because it is lightweight 
application, manipulates 
with the target directly as it 
is scanning tool.  

 
The main objective of the thesis is to provide a 
framework that eases the security decision by 
combining those tools depending on user 
requirements. The programming language used to 
build the framework is Python. 
 
System scenarios  
The APT environment has two different scenarios. 
The 1st is when the user wants to check the IP 
address through all the consisting tools, then it 
creates a file that contains the result of PEN 
testing and shows the result in the command 
prompt. The 2nd is giving the user the freedom of 
choosing among the tools.  



IJCSNS International Journal of Computer Science and Network Security, VOL.25 No.5, May 2025 
 

 

95 

 

 
Figure 1. APT system flow 

 
 
5. System Design and Implementation 
 

A.P.T framework is built up with multiple 
tools that are conducted by authorized expert 
testers -ethical hackers- with expert knowledge of 
web applications as well as the newest 
development methodologies and the latest 
security risks. The framework is designed to be an 
open-source tool for any community, and it is 
used to scan a single machine at a time via IPs to 
the application level. It consists of multiple tools 
that have been collected to test the target by 
performing successful way of penetration testing 
and give results that can be relied on in a short 
time that help of time. 

 
 
Figure 2. APT system Implementation 

 
6. Implementation Results and Future Work 
 

This script is an Automated Penetration 
Testing (A.P.T) tool that allows users to perform 
security scanning against a specified target using 
various scanning tools. The script provides a 
menu-based command-line interface (CLI) for 
selecting the desired tool and target. 
 

 
Figure 3. APT system for Desired Tool and Target. 

 
3.1.1 Usage 

To use the script, the user needs to run it from 
the command line. Here are the available options: 
apt <Target IP/URL> <Tool Name> 
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 target (optional): The URL or IP address of the 
target to scan. If not provided, the script will 
display a menu to select the target 
interactively. 

 tool (optional): The name of the tool to use for 
scanning. If not provided, the script will 
display a menu to select the tool interactively. 

 
If the target is provided without a tool, the script 
will run scans for all available tools in sequence. 
If the target and tool are not provided, the script 
will run in interactive mode, which displays a 
main menu that contains all tools. 
 
3.1.2 Configuration  

The script requires a configuration file named 
tool_config.json, which contains the 
configuration details for each scanning tool. The 
file should be present in the same directory as the 
script. The format of the configuration file is as 
follows: 
{  
"tool_name":  
{  
"executable": "path/to/executable",  
"command": "{executable} 
command_paramaters {url_ip}"  
}, 
 ... 
 }  
tool_name: The name of the tool. 
executable: The path to the executable file of the 
tool. 
command: The command-line command to 
execute the tool, where {executable} and {url_ip} 
are placeholders that will be replaced with the 
actual values. 
 

 
 

 
 

Figure 4. APT system Results 
 

 
 Case Study #1: Run all tools sequentially  

 
The experiment was performed by running A.P.T 
framework tools sequentially. The table below shows the 
running time -scanning duration- of one single target used 
as an input.  
 

 
 

Figure 5. Comparisons of APT systems and Tools. 
 

The graph above indicates the changes in scanning 
time in the case of running the tool in the A.P.T system or 
running it manually in the operating system. The blue line 
is relevant to our system running time, it indicates the time 
each tool runs individually, in the same way, the orange one 
is related to the time taken to run the tool which is installed 
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manually in the platform -the time to launch the tool is not 
computed-. Therefore, the time taken by the tool to 
completely scan the application is primary to recognize the 
efficiency. 
 

 
 

Figure 6. Time to scan the Targets. 
 

As shown in the figures above, it was observed that 
case study#2 has less scanning time than the 3rd one. In the 
same conditions and the same target, the tools 
Namp+OpenSSL performed the scanning in 44.45 sec, 
while the tools Nikto+OpenSSL done the scanning in 
49.71sec which was slower than the other group.   
However, based on the results of this study, the study 
investigation focused on the performance of tools (Time to 
detect the vulnerabilities). We compared the duration time 
of each tool, and then performed a comparison of two 
groups of tools to select the faster one. And we were able to 
demonstrate that our methodology is effective in a small 
organization that has clear specifications about what it must 
check and what they have concerned about. It depends on 
the user if he wants to add some tools, he can do it easily by 
extracting the tool using the command line. These 
techniques, like choosing a tool manipulating it, and 
extracting it all depend on their privacy policies and 
configuration. In conclusion, A.P.T is a Command Line 
Interface based framework that is light and fast, and its 
features lead the developer to prefer using a framework that 
has many properties that leading less time and effort.  

7. Conclusion 
 

Pen testing is important for organizations 
because it detects weaknesses as well as makes 
the staff awareness high against those 
weaknesses. In one type of PEN testing, the 
expert engineer must test the risk of a system 
and its vulnerability manually. Another type is 
performing PEN testing and checking the risk of 
a machine in an automated way. The automated 
method enables organizations to achieve fast, 
easy, reliable, and efficient results. This thesis 
aims to introduce automated penetration testing 
tools and provide a platform that has multiple 
features of existing automated tools that meet 
the user requirements and are employed in a 
system to prevent security breaches. It also aims 
to reduce time, costs, and human resources. This 
framework contains multiple tools, and the 
results will be analyzed by comparing the time 
consumption. 
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