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Abstract 
This systematic review examines the integration of the Internet of  
Things (IoT) with Cloud Computing (sometimes coined as Cloud 
of Things), a convergence driving innovation across industries that 
also presents unique challenges. The study synthesizes research 
from 2015-2024, focusing on applications, challenges, and 
opportunities within this rapidly evolving field. A comprehensive 
search was conducted across IEEE Xplore, ScienceDirect, 
SpringerLink, Google Scholar, and ACM Digital Library, using 
relevant keywords and Boolean operators to identify peer-
reviewed articles addressing IoT-cloud integration, edge/fog 
computing, and related architectures. The review adopts a rigorous 
methodology, including predefined inclusion/exclusion criteria, a 
multi-stage study selection process, thematic analysis, and SWOT 
analysis to evaluate recurring themes and assess the strengths, 
weaknesses, opportunities, and threats of IoT-cloud integration. 
Critical literature analysis reveals several key themes: 
architectural innovations in transportation and mobile applications, 
persistent security and privacy concerns, the rise of edge and fog 
computing to reduce latency, the need for scalable big data 
management, and the importance of standardization for 
interoperability. Research gaps identified include a lack of 
empirical validation in large-scale deployments, fragmented 
security frameworks, the absence of unified edge-cloud 
orchestration, underexplored advanced analytics, and limited open 
standards. The future research should prioritize real-world 
testbeds, comprehensive security solutions, integrated edge-cloud 
ecosystems, intelligent data analytics, open standards, and energy-
aware architectures. Addressing these gaps will unlock the full 
potential of IoT-cloud integration, enabling smarter automation, 
predictive maintenance, personalized services, and optimized 
resource utilization across industries. This review offers valuable 
insights for researchers, practitioners, and policymakers seeking to 
harness the transformative power of these converging technologies.  
Keywords: 
Internet of things, cloud computing, cloud of things, technology 
integration, applications 
 
 
 
 

1. Introduction 
 

The explosive growth of digital technology has 
completely transformed how individuals, 
organizations, and civilizations interact with the 
outside world. Cloud computing and the Internet of 
Things (IoT) are two of the most notable impacts of 
these technologies. Both have dramatically enhanced 
efficiency and spurred innovation across various 
industries. However, it is widely recognized that the 
next generation of smart, data-driven applications and 
services is made possible by the convergence of cloud 
computing and the IoT (Sergey et al., 2021) [1]. 
 The term "Internet of Things" (IoT) describes a vast 
network of physically connected objects- sensors and 
actuators to smart appliances and industrial 
machines—that collect, transmit, and sometimes 
process data over wired or wireless networks. These 
devices operate with minimal human intervention, 
enabling real-time monitoring, automation, and 
enhanced decision-making in smart homes, healthcare 
systems, manufacturing plants, and urban 
infrastructure. The proliferation of IoT devices has led 
to an exponential increase in volume, velocity, and 
variety of generated data, presenting opportunities and 
challenges for data management and utilization. 
(Alam, T.,2021) [2] 

On the other hand, cloud computing provides 
on-demand internet access to a shared pool of 
reconfigurable computing resources, including servers, 
storage, databases, networks, software, and analytics. 
Cloud computing enables businesses and individuals 
to leverage scalable and adaptable IT resources 
without the need for significant upfront investment in 
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physical infrastructure, thanks to service models such 
as software as a service (SaaS), platform as a service 
(PaaS), and infrastructure as a service (IaaS). As a 
result of this paradigm shift, high-performance 
computers and storage have become more widely 
available, encouraging innovation and operational 
flexibility (Yadav et al., 2022) [3]. More and more 
people believe that to fully leverage both technologies, 
the Internet of Things (IoT) and cloud computing must 
be combined. Cloud platforms provide the required 
processing power and storage capacity to process, 
analyze, and store the massive amounts of data 
generated by IoT devices. Advanced analytics, 
machine learning, and artificial intelligence 
applications are enabled by this connectivity and can 
lead to smarter automation, predictive maintenance, 
personalized services, and efficient resource 
utilization. Furthermore, by centralizing data 
management and facilitating remote access to services 
and insights, cloud-based IoT systems can reduce 
operational costs, improve scalability, and increase 
system reliability (Sergey et al., 2021) [1].  
However, the convergence of IoT and cloud 
computing also brings its own set of challenges. 
Security and privacy issues are critical because 
sensitive data is transmitted across networks and 
stored in remote data centers. Maintaining strong 
authentication, data encryption, and regulatory 
compliance are ongoing concerns. Furthermore, 
relying on fast and reliable connectivity can be a 
hindrance, especially in resource-constrained 
environments or remote locations. Delays in cloud 
processing can also impact latency-sensitive 
applications, which is why complementary models 
such as edge computing and fog computing are being 
investigated. (Yadav et al.,2022) [3] 
Despite these challenges, integrating IoT and Cloud 
Computing presents significant innovation and 
efficiency improvement opportunities across 
industries. It enables real-time monitoring and 
predictive maintenance in manufacturing, reducing 
downtime and costs. In healthcare, it supports remote 
patient monitoring and advanced diagnostics. In 
transportation, it enhances traffic management and 
logistics through data-driven insights. The potential 
for expanding applications is vast, as is the 
opportunity for developing new business models and 
services. (Yadav et al.,2022) [3] 

Given this field's growing importance and 
complexity, a systematic review is necessary to 

synthesize the current state of research, identify key 
applications, challenges, and opportunities, and 
highlight gaps that warrant further investigation. This 
paper aims to provide a comprehensive and critical 
overview of studies on integrating IoT with Cloud 
Computing, offering valuable insights for researchers, 
practitioners, and policymakers seeking to harness the 
transformative power of these technologies. (Yadav et 
al.,2022). [3] 

This paper is organized as follows: Section 2 
provides background and context of the study. Section 
3 describes the technology behind smart grids. 
Sections 4 provides the application of smart grid in 
smart cities. Section 5 is about the implications of 
Integrating smart grids into urban infrastructure. 
study's feasibility, implications, and practicalities. 
Section 6 is about the sustainable and environmental 
impact of smart grids. Section 7 sheds light on further 
development while section 8 concludes the paper. 
 
2. Methodology 
 

2.1. Study Design 

This research adopts a systematic review 
approach to comprehensively identify, analyze, and 
synthesize peer-reviewed studies focusing on 
integrating the Internet of Things (IoT) with Cloud 
Computing. The review emphasizes applications, 
challenges, and opportunities arising from this 
integration. 

2.2. Data Sources and Search Strategy 

Relevant literature was collected from 
reputable scientific databases, including: 

 IEEE Xplore 
 ScienceDirect 
 SpringerLink 
 Google Scholar 
 ACM Digital Library 

A combination of keywords and Boolean operators 
was used to maximize coverage, including: 

 IoT and Cloud Computing integration 
 IoT Cloud architecture 
 Edge computing for IoT 
 IoT challenges in the cloud 
 Cloud-based IoT applications 
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Operators such as AND, OR, and NOT were used to 
refine the search results. 

2.3. Inclusion and Exclusion Criteria 

Inclusion Criteria 
 Studies were published between 2015 and 2024. 
 Peer-reviewed articles written in English. 
 Research directly addresses the integration of IoT 

with cloud computing, including related 
paradigms like edge or fog computing. 

 Studies focusing on real-world applications, 
technical challenges, proposed solutions, or 
architectural frameworks. 

Exclusion Criteria 
 Studies focus solely on IoT or cloud computing 

without discussing their integration. 
 Non-peer-reviewed articles (e.g., news articles, 

blog posts, opinion pieces). 
 Publications lacking clear methodology or results 

sections. 

2.4. Study Selection Process 

The selection process involved several steps: 
 Initial Screening: Titles and abstracts were 

reviewed to eliminate irrelevant studies. 
 Full-Text Review: The full texts of potentially 

relevant articles were examined to ensure they met 
the inclusion criteria. 

 Data Extraction: Key information, including 
author, year, objectives, methodology, main 
findings, and identified challenges or solutions, 
was extracted from each selected study. 

2.5. Data Analysis Tools 

 Qualitative Analysis: Thematic analysis was used 
to identify recurring themes, challenges, and 
opportunities across the selected studies. 

 SWOT Analysis: Strengths, Weaknesses, 
Opportunities, and Threats related to IoT-Cloud 
integration were systematically evaluated. 

 Comparative Tables: Summary tables were 
created to compare architecture, security issues, 
and application domains across studies. 

 Thematic Coding: Studies were coded based on 
major topics like security, scalability, latency, and 
application scenarios. 

2.6. Quality Assessment 

To ensure the reliability of the review, each study was 
evaluated according to: 
 Clarity of objectives and research questions. 
 The soundness of methodology. 
 Relevance and recency of references. 
 Depth of analysis and discussion. 
 Practical significance and applicability of results. 

 
3. Review of Literature 
 

Ashokkumar et al. (2015) [4] conducted a 
study to develop a multi-layered cloud platform for 
managing data in intelligent transport systems, 
leveraging cloud computing and IoT technologies to 
address growing transportation challenges. The 
research introduced a unique software framework that 
integrates vehicle and road infrastructure data into a 
unified cloud environment to improve driving safety 
and user experience. The study's strengths lie in its 
innovative architectural design, its focus on safety, 
and the effective integration of IoT and cloud 
platforms. However, it lacks practical evaluation and 
field trials and does not sufficiently address privacy 
and security issues. The study opens opportunities for 
expanding the application of this model to other 
sectors, such as smart cities, but faces threats from 
cybersecurity risks and the complexity of integrating 
heterogeneous devices. Overall, this work represents 
an important step toward cloud-based intelligent 
transport systems, but it requires further experimental 
validation and a stronger focus on security [4]. 

Atlam et al. (2017) [5] comprehensively 
reviewed the benefits and challenges of integrating 
cloud computing with the Internet of Things, 
proposing a new software architecture enabling 
billions of devices to connect and exchange data 
seamlessly. The study is notable for its thorough 
analysis of technical challenges and opportunities and 
for presenting a practical architectural model for smart 
transportation applications. Nevertheless, it lacks real-
world experimental validation, mainly focuses on 
technical aspects without adequately addressing social 
or economic factors, and only superficially discusses 
privacy concerns. The study creates opportunities for 
the development of standardized, scalable platforms 
and their application in smart cities, but it also faces 
threats from interoperability and security issues, as 
well as dependence on stable infrastructure. This 
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review is valuable for understanding the integration of 
IoT and cloud computing but would benefit from more 
practical support and deeper analysis of privacy and 
security [5]. 

Dinh et al. (2017) [6] compared a periodic 
sensing model with a location-based interactive model 
for providing on-demand sensing services in mobile 
cloud computing applications. The interactive model 
focuses on energy efficiency by activating sensors 
only when needed, based on user location and interests, 
thus reducing unnecessary data transmission. The 
study's strengths include improved energy efficiency 
and spatial interaction, with strong potential for 
application in smart transportation services. However, 
it lacks practical validation and presents complexity in 
device management while not sufficiently addressing 
security and privacy concerns. The model offers 
opportunities for use in smart cities and healthcare but 
faces privacy, connectivity, and scalability threats. 
The study introduces an innovative approach but 
requires further field testing and enhanced security 
measures [6]. 

Stergiou and Psannis (2017) [7] focused on 
integrating big data and cloud computing technologies, 
emphasizing improving security and privacy. The 
study introduced a new algorithm to enhance big data 
privacy in cloud environments, particularly within the 
wireless telecommunications sector. The study's 
strengths include its focus on security and integrating 
two core technologies, reflecting a forward-thinking 
approach. However, it lacks broad field validation and 
is limited to technical aspects without addressing 
regulatory or interoperability challenges. The study 
opens opportunities for applying these solutions in 
sensitive sectors such as healthcare and finance but 
faces threats from sophisticated cyberattacks and 
compliance issues. This work enhances big data 
security in the cloud but requires more extensive 
practical development and real-world validation [7]. 
Yu et al. (2018) [8] reviewed edge computing as a 
solution for reducing latency and alleviating the load 
on cloud data centers in IoT applications, categorizing 
edge computing architectures and comparing their 
performance in latency, energy consumption, and 
bandwidth usage. The study's strengths are its 
comprehensive architectural analysis and quantitative 
performance comparisons, highlighting the benefits of 
edge computing for real-time responsiveness. 
However, it lacks practical case studies and does not 
sufficiently address security challenges or the 

complexities of integrating edge and cloud systems. 
The study points to opportunities for real-time 
applications and the expansion of edge computing but 
faces threats from security risks and management 
complexity. It is an important reference for 
understanding edge computing in IoT but would 
benefit from deeper practical exploration [8]. 

Pourqasem (2018) [9] examined cloud-based 
IoT platforms' capabilities in processing, 
communication, and storage, explaining how the 
cloud can handle, analyze, and store data generated by 
diverse devices. The study highlighted technical 
constraints that hinder IoT application development, 
such as performance and interoperability, and argued 
that cloud computing offers promising solutions to 
overcome these challenges. The study's strengths are 
its comprehensive analysis of technical limitations and 
its emphasis on the role of the cloud with practical 
applicability. However, it lacks experimental 
evaluation, overlooks economic and social aspects, 
and superficially addresses security and privacy. The 
study presents opportunities for developing 
standardized platforms and fostering innovation but 
faces threats from security risks, interoperability 
issues, and reliance on infrastructure. This work 
provides a broad vision of the cloud's role in 
supporting IoT but requires empirical support and 
deeper security considerations. 

Stergiou et al. (2018) [10] presents an 
overview of the convergence between cloud 
computing and the Internet of Things (IoT), focusing 
on security concerns arising from their integration. 
The authors highlight mobile cloud computing as an 
emerging paradigm where data processing and storage 
are performed outside the mobile device, thus 
enhancing device efficiency but introducing new 
security challenges. The study emphasizes that IoT, 
especially in wireless telecommunications, rapidly 
expands and enables objects to cooperate over 
wireless networks to achieve collective goals. The 
rapid development of both IoT and cloud computing, 
while promising, also multiplies the attack surface and 
complexity of securing data and communications. The 
strength of this work lies in its clear articulation of 
why robust security frameworks are essential for the 
future of IoT-cloud systems. However, the study 
remains largely conceptual, lacking in-depth technical 
solutions or empirical validation. The opportunity 
exists to develop new, standardized security 
architectures tailored to the unique challenges of IoT-
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cloud integration. Yet, the fast pace of technological 
advancement and the ever-evolving nature of cyber 
threats remain persistent risks that could outpace 
current security solutions [10]. 

Shahinzadeh et al. (2019) [11] explore the 
application of IoT technologies within smart grid 
infrastructures, focusing on how advancements in 
embedded systems and ICT have enabled seamless 
interconnection among various grid components. The 
study describes how IoT-based technologies, such as 
advanced controllers, sensors, and meters, facilitate 
real-time data exchange and management in high-tech 
environments, including smart buildings and vehicles. 
The authors clarify that the term internet in this 
context extends beyond the World Wide Web, 
encompassing diverse networking architectures. The 
study's strength is its comprehensive architectural 
perspective, which underscores IoT's versatility and 
transformative potential in modernizing energy grids. 
However, theoretical research lacks empirical 
demonstrations or real-world deployment results. 
There is a significant opportunity to develop 
interoperable IoT solutions that can enhance the 
intelligence and efficiency of smart grids, but 
challenges remain regarding integration with legacy 
systems, security, and regulatory compliance, all of 
which could hinder large-scale adoption [11]. 

Yangui (2020) [12] critically evaluates 
Industrial IoT (IIoT) Platform-as-a-Service (PaaS) 
architectures, focusing on their suitability for 
provisioning IIoT applications in cloud environments. 
The study deliberately excludes generic IoT solutions, 
instead concentrating on architectures that meet the 
rigorous requirements of industrial use cases. A set of 
precise architectural criteria is used for evaluation, and 
the paper discusses future research directions and 
persistent challenges. The findings highlight the 
importance of robust IIoT PaaS platforms for enabling 
industrial IoT application development, deployment, 
and management. The strength of this study is its 
focused, criteria-based assessment of IIoT PaaS 
architectures, which provides valuable insights for 
industry stakeholders. However, the evaluation is 
literature-based and lacks empirical testing or 
benchmarking of the platforms. The opportunity lies 
in developing standardized, scalable IoT platforms 
that foster innovation and interoperability. 
Nonetheless, the lack of universal standards and the 
proprietary nature of many solutions present ongoing 
barriers to widespread adoption [12]. 

Hamdan et al. (2020) [13] provides a comprehensive 
survey of edge computing architectures (ECAs) for 
IoT, outlining the limitations of current approaches 
and potential solutions. The study discusses how the 
proliferation of IoT devices and the resulting surge in 
data generation have exposed the limitations of device 
resources, making traditional cloud computing 
insufficient for latency-sensitive applications. Edge-
cloud computing, which processes and stores data 
closer to the source, is presented as a promising 
solution. The authors categorize ECAs based on 
criteria such as big data, security, orchestration, and 
data placement and map them to established IoT 
layered models. The strength of this work is its 
thorough categorization and comparative analysis, 
which serves as a valuable reference for researchers 
and practitioners. However, the study is mainly 
descriptive and does not include experimental 
validation or performance benchmarking. There is an 
opportunity to develop unified, secure, and efficient 
edge-cloud frameworks to address latency, scalability, 
and resource management. Yet, the rapid evolution of 
edge and IoT technologies and ongoing security and 
privacy concerns remain significant threats [13]. 

Stergiou et al. (2021) [14] proposes an 
innovative, secure infrastructure for managing big 
data in smart buildings, leveraging the capabilities of 
a 6G wireless network. The study recognizes that the 
explosive growth of telecommunications, coupled 
with the advent of 6G, creates new opportunities for 
integrating IoT, cloud computing, and edge computing. 
The core contribution is a secure cache decision 
system designed to operate in the fog layer of a smart 
building, enabling safe and efficient internet browsing, 
data sharing, and big data management. Integrating 
IoT, cloud, edge, and big data technologies is essential 
for creating intelligent, secure environments in next-
generation wireless networks. The strength of this 
work is its forward-looking approach, addressing the 
intersection of multiple emerging technologies with a 
strong focus on security. However, the research is 
primarily conceptual and lacks implementation, 
scalability, and real-world testing details. The 
opportunity exists to extend this framework to other 
domains, such as healthcare and transportation, but the 
immaturity of 6G standards and the complexity of 
integrating diverse technologies pose significant 
challenges [14]. 

Sergi et al. (2021) [1] presents a practical, 
smart, and secure logistics solution using IoT and 
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cloud technologies, specifically leveraging the Azure 
Sphere platform and the MT3620 microcontroller. The 
study addresses the critical need for real-time 
monitoring and traceability of perishable goods during 
transit, a major concern in the logistics industry. The 
proposed system enables rapid prototyping and 
deployment, allowing for remote, real-time 
monitoring of goods' conditions throughout the cold 
chain. The research highlights the importance of end-
to-end security, noting that while rapid prototyping 
platforms are valuable, ensuring comprehensive 
security at all levels remains challenging. The strength 
of this study is its real-world applicability and focus 
on security and rapid development. However, reliance 
on specific hardware and proprietary platforms may 
limit flexibility and broader adoption. There is an 
opportunity to apply this approach to other sectors, 
such as pharmaceuticals and supply chain 
management, but any security vulnerability at any 
layer could compromise the entire system [1]. 

Laroui et al. (2021) [15] conducted a 
comprehensive survey analyzing the roles of edge and 
fog computing within the Internet of Things (IoT) 
ecosystem. The study highlights how IoT enables 
seamless, autonomous communication between 
devices and digital assets, generating massive volumes 
of data that must be processed swiftly to maintain 
application performance and quality of service. The 
authors argue that traditional cloud computing models 
are insufficient for real-time IoT requirements, as 
latency and centralized processing can hinder 
responsiveness and network efficiency. To address 
these limitations, the study reviews the emergence of 
edge and fog computing, which decentralizes data 
processing by moving computation closer to the data 
source. This architectural shift enables faster 
responses, improved resource utilization, and better 
energy efficiency for latency-sensitive IoT 
applications. The survey synthesizes current research 
trends, identifies key challenges such as orchestration, 
interoperability, and security, and suggests future 
research directions focused on unified frameworks 
and scalable, adaptive architectures. The strength of 
this work lies in its holistic perspective and clear 
identification of research gaps. However, it remains 
largely a literature review and would benefit from 
empirical validation or case studies demonstrating the 
practical impact of edge and fog computing in real-
world IoT deployments [15]. 

Alam (2021) [2] investigates the pivotal role of cloud-
based IoT applications in developing and operating 
smart cities. The study defines a smart city as an urban 
area that leverages a network of physical and digital 
devices to collect data for optimizing city management 
and services. Cloud-based IoT solutions are 
instrumental in aggregating and analyzing data from 
diverse sources such as citizens, devices, homes, and 
infrastructure to enhance resource management, 
revenue collection, transportation, utilities, waste 
management, security, healthcare, and more. The 
study emphasizes the cloud's role in enabling third-
party integration, real-time updates, and scalable data 
processing, which are essential for smart cities' 
dynamic and complex environments. Alam's work is 
notable for mapping out the broad application 
landscape and demonstrating the transformative 
potential of IoT-cloud integration in urban contexts. 
However, the study is primarily descriptive and does 
not provide an in-depth analysis of technical 
challenges such as data privacy, interoperability, or 
latency. Further research could focus on empirical 
assessments of cloud-based IoT platforms in live 
smart city environments, focusing on security and 
citizen trust [2]. 

Singh et al. (2021) [16] explore the integration 
of IoT and cloud computing in the context of the 
COVID-19 pandemic [17-20], emphasizing their 
critical role in supporting overwhelmed healthcare 
systems. The study highlights how IoT and cloud 
technologies facilitate the collection, analysis, and 
remote monitoring of patient data from various 
sources, including medical devices, hospitals, 
ambulances, and senior care facilities. This integration 
enables rapid decision-making, efficient resource 
allocation, and reduced direct contact between 
healthcare professionals and patients, mitigating 
infection risks. The authors argue that cloud-enabled 
IoT solutions are crucial for building smart healthcare 
environments capable of real-time patient monitoring, 
emergency response, and predictive analytics. The 
study's strength is its timely focus on a pressing global 
issue and its illustration of the practical benefits of 
IoT-cloud integration in healthcare. However, it lacks 
a detailed discussion of implementation barriers such 
as data security, interoperability, and the digital divide. 
Future research should address these challenges and 
provide case studies or pilot projects demonstrating 
scalable, secure IoT-cloud healthcare solutions [16]. 
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Wu et al. (2022) [21] proposes a lightweight 
authentication protocol tailored for IoT-enabled cloud 
computing environments, addressing the critical need 
for secure and efficient user authentication in open, 
heterogeneous wireless networks. As IoT devices 
proliferate, the risk of security and privacy breaches 
increases, especially when sensitive data is transmitted 
over cloud platforms. The study introduces a simple 
yet robust authentication system, validated through 
formal security analysis using both the real-or-random 
model and the ProVerif automatic verification tool and 
informal analysis. The results demonstrate that the 
protocol safeguards user privacy and resists common 
security threats. The main strength of this research is 
its rigorous security validation and its practical focus 
on lightweight solutions suitable for resource-
constrained IoT devices. However, the study is limited 
to protocol design and simulation, lacking real-world 
deployment or performance benchmarking in diverse 
IoT-cloud scenarios. Further work should explore 
scalability, interoperability with existing standards, 
and empirical testing in operational environments [21]. 
Ramachandra et al. (2022) [22] address the challenges 
of big data security and privacy in cloud environments 
by proposing the Triple Data Encryption Standard 
(TDES) algorithm. The study notes that as big data 
analytics become increasingly central to various 
industries, ensuring the confidentiality and integrity of 
sensitive data stored in the cloud is paramount. 
Traditional privacy-preserving techniques rely heavily 
on third parties and may suffer from inefficiencies or 
inadequate protection. The authors demonstrate that 
TDES, by increasing key length and complexity, 
offers a more effective and efficient means of securing 
large datasets, particularly in healthcare contexts. 
Experimental results show that TDES outperforms the 
Intelligent Framework for Healthcare Data Security 
(IFHDS) regarding faster encryption and decryption 
times while maintaining strong privacy guarantees. 
The strength of this study lies in its empirical 
evaluation and clear comparison with existing 
methods. However, the research is limited to the 
healthcare domain and does not address potential 
scalability issues or integration with other security 
frameworks. Future studies should investigate the 
applicability of TDES in other big data contexts and 
explore hybrid approaches that combine encryption 
with access control and anomaly detection 
mechanisms [22]. 

Almurisi and Tadisetty (2022) [23] investigate 
the integration of virtualization and cloud computing 
techniques to address the limitations of traditional 
Wireless Sensor Networks (WSNs) in supporting IoT 
applications. The study highlights that as electronic 
devices and sensing systems become more capable, 
IoT applications increasingly require dynamic 
resource sharing, parallel processing, and rapid data 
acquisition demands that traditional WSNs, with their 
limited computing power and lack of resource sharing, 
cannot meet. The authors argue that virtualization 
enables resource pooling and sharing among multiple 
applications, while cloud computing provides scalable 
storage and computational power. By merging IoT-
WSN with a cloud-based virtualization environment, 
the inherent constraints of traditional sensor networks 
can be overcome, paving the way for more flexible 
and innovative IoT applications. The study's strength 
lies in its comprehensive analysis of how 
virtualization and cloud integration can transform 
WSN-based IoT systems. However, the research is 
conceptual and lacks empirical validation or detailed 
case studies. Future work should focus on real-world 
deployments, performance benchmarking, and 
addressing security and interoperability challenges in 
such integrated environments [23]. 

Nadeem and Mansour (2022) [24] focus on 
creating a secure, integrated cloud-based IoT system, 
particularly for Wireless Sensor Networks (WSNs), by 
employing a hybrid encryption mechanism that 
combines the strengths of symmetric and asymmetric 
algorithms. The study acknowledges that WSNs are 
foundational to many IoT applications but are 
hampered by limited resources, especially storage and 
processing. Cloud computing is presented as a 
solution to these limitations, enabling efficient data 
storage and enhanced service delivery. Integrating IoT 
and cloud computing aims to elevate service 
efficiency, but the authors identify two major barriers: 
security and the complexity of large-scale adoption. 
Their hybrid encryption approach ensures end-to-end 
security from system analysis and design to 
implementation, facilitating secure communication 
between IoT devices and the cloud. The study's 
strength is its practical focus on security throughout 
the IoT-cloud lifecycle. However, it lacks extensive 
empirical results or real-world performance analysis. 
Further research should evaluate the proposed security 
mechanisms' scalability, interoperability, and real-
world effectiveness. 
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Kong et al. (2022) [25] provides an extensive 
survey of edge computing as a paradigm for 
addressing the limitations of cloud-based IoT 
architectures. The study notes that the explosive 
growth of IoT devices has led to massive data 
generation, which creates bottlenecks such as high 
network latency and excessive workload on cloud 
resources when processed centrally in the cloud. Edge 
computing is a promising solution, shifting data 
processing closer to the data source and enabling low-
latency, scalable IoT systems. The authors observe 
that while there is a growing body of research on edge 
computing and IoT, comprehensive studies on their 
intersection are still scarce. Their survey identifies key 
challenges, including resource management, security, 
data consistency, and the need for unified frameworks 
seamlessly integrating edge and cloud resources. The 
strength of this work is its broad perspective on current 
research trends and its identification of research gaps. 
However, the survey is primarily descriptive and 
would benefit from more in-depth comparative 
analysis and case studies demonstrating the practical 
impact of edge-driven IoT systems [25]. 

Ansari et al. (2022) [26] conduct a thorough 
comparative analysis of leading IoT cloud integration 
platforms, examining their features, capabilities, and 
challenges associated with their convergence. The 
study underscores the growing importance of IoT for 
connecting vast numbers of devices and the critical 
role of cloud integration in managing this complexity. 
Using the PRISMA methodology for systematic 
review, the authors identify and analyze relevant 
literature, applying bibliometric network analysis to 
map research trends. They also provide a taxonomy of 
IoT-based cloud applications and conduct a quality of 
service (quality of service) factor-based analysis for 
different domains. The study's strengths are its 
systematic approach, comprehensive literature 
coverage, and multi-dimensional analysis of both 
technological and service-oriented aspects. However, 
it is primarily literature-based and lacks empirical 
validation or real-world benchmarking of the 
platforms discussed. Future research should focus on 
developing open standards, improving interoperability, 
and conducting large-scale empirical studies to 
validate the effectiveness of different IoT-cloud 
integration approaches. 

Verma and Taqa (2022) [27] explore the 
growing integration of cloud computing and the 
Internet of Things (IoT) across a wide range of 

industries. Their study highlights how IoT devices 
serve as data sources, collecting and transmitting 
information that is then processed and analyzed in the 
cloud to deliver real-time insights. By leveraging 
cloud-based applications, organizations can 
implement closed-loop systems that respond instantly 
to data generated by IoT sensors, enabling advanced 
use cases such as predictive maintenance and analytics. 
The authors emphasize that cloud computing provides 
a secure, scalable, and cost-effective environment for 
managing large-scale IoT deployments, reducing the 
burden of hardware and software management. This 
integration not only enhances operational efficiency 
and control but also makes IoT infrastructure more 
accessible and affordable for businesses of all sizes. 
The study’s strength lies in its clear articulation of the 
practical benefits of IoT-cloud convergence, such as 
improved predictive analytics and streamlined device 
management. However, the discussion remains 
largely conceptual, with limited attention to 
implementation challenges such as data privacy, 
latency, and interoperability. Future research should 
focus on empirical validation and address the technical 
complexities of deploying integrated IoT-cloud 
solutions on a scale [27]. 

Yadav et al. (2022) [3] comprehensively 
survey cybersecurity issues in IoT-based cloud 
computing environments. The study underscores the 
transformative impact of cloud computing on data 
storage, resource sharing, and industrial applications, 
noting that businesses have rapidly adopted cloud 
solutions for their performance, cost benefits, and 
accessibility. However, this swift migration to the 
cloud has introduced many new security challenges, 
particularly as conventional security measures often 
prove inadequate for cloud-based systems. The 
authors highlight how the proliferation of IoT devices, 
combined with the adaptable and distributed nature of 
cloud architectures, has expanded the attack surface 
and increased vulnerability to cyber threats. The study 
reviews recent advancements in artificial intelligence 
and deep learning, which offer promising tools for 
enhancing cloud security, especially in industrial 
settings. The strength of this work is its thorough 
analysis of the evolving threat landscape and the 
potential of AI-driven solutions. Nonetheless, the 
survey is primarily descriptive and would benefit from 
empirical studies or case examples demonstrating the 
effectiveness of proposed security measures in real-
world IoT-cloud deployments. Further research 
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should address the implementation of advanced 
security frameworks and the challenges of 
maintaining privacy and trust in large-scale, 
heterogeneous environments [3]. 

Oladimeji et al. (2023) [28] provides an 
extensive overview of smart transportation 
technologies and applications, with a particular focus 
on the role of IoT. The study explains how IoT 
connects many smart devices, enabling seamless data 
exchange and communication that underpin modern 
smart transportation systems. Key benefits include 
improved traffic management, logistics, parking 
efficiency, and safety measures in urban environments. 
The authors also discuss the integration of 
complementary technologies such as distributed 
ledgers, big data analytics, and machine learning, 
which further enhance the capabilities of smart 
transportation systems through applications like route 
optimization, accident prevention, and predictive 
maintenance. The study's strength lies in its holistic 
perspective on the technological ecosystem 
supporting smart transportation and its practical 
examples of real-world applications. However, the 
review is largely descriptive and does not deeply 
address challenges such as data security, privacy, or 
the interoperability of diverse technologies. Future 
research should focus on empirically evaluating 
integrated smart transportation solutions, including 
scalability, user acceptance, and robust security 
frameworks [28]. 

Lakhan et al. (2024) [29] introduce the 
Augmented Federated Learning Lakhan et al. (2024) 
introduce the Augmented Federated Learning 
Scheduling Scheme (AFLSS) for efficient workload 
offloading in intelligent transport systems (ITS) that 
leverage federated augmented convolutional neural 
networks (ACNN) across cooperative edge-cloud 
networks. The study addresses the growing need for 
real-time, automated decision-making in ITS 
applications, such as ticket validation, object detection, 
and collision avoidance. By enabling IoT, especially 
those with limited resources, to offload 
computationally intensive tasks to the cooperative 
edge and cloud nodes, the AFLSS framework 
improves accuracy and processing speed. The 
proposed system incorporates various sub-schemes 
for workload scheduling, security, and collaborative 
machine learning, allowing efficient and secure 
operation across distributed networks. Simulation 
results demonstrate that AFLSS outperforms existing 

approaches regarding accuracy and total execution 
time. The main strength of this research is its 
innovative use of federated learning and edge-cloud 
cooperation to address real-world ITS challenges. 
However, the study is based on simulations and would 
benefit from real-world implementation and testing to 
assess scalability, interoperability, and robustness 
under practical conditions. Scheme (AFLSS) for 
efficient workload offloading in intelligent transport 
systems (ITS) that leverage federated augmented 
convolutional neural networks (ACNN) across 
cooperative edge-cloud networks. The study addresses 
the growing need for real-time, automated decision-
making in ITS applications, such as ticket validation, 
object detection, and collision avoidance. By enabling 
IoT, especially those with limited resources, to offload 
computationally intensive tasks to the cooperative 
edge and cloud nodes, the AFLSS framework 
improves accuracy and processing speed. The 
proposed system incorporates various sub-schemes 
for workload scheduling, security, and collaborative 
machine learning, allowing efficient and secure 
operation across distributed networks. Simulation 
results demonstrate that AFLSS outperforms existing 
approaches regarding accuracy and total execution 
time. The main strength of this research is its 
innovative use of federated learning and edge-cloud 
cooperation to address real-world ITS challenges. 
However, the study is based on simulations and would 
benefit from real-world implementation and testing to 
assess scalability, interoperability, and robustness 
under practical conditions [29]. 
 
4. Critical Analysis  

Integrating the Internet of Things (IoT) and 
Cloud Computing is rapidly evolving, driving 
innovation across manufacturing, healthcare, 
transportation, and energy. This critical analysis 
reviews the key studies presented in literature, 
assesses their contributions and limitations, identifies 
research gaps, and outlines future research 
opportunities [30]. 

4.1. Thematic Synthesis of Literature 

4.1.1. Architectural Innovations and Application 
Domains 

Several studies, such as [4-6] have focused on 
proposing new architectures for IoT-cloud integration, 
particularly in transportation and mobile applications. 



IJCSNS International Journal of Computer Science and Network Security, VOL.25 No.5, May 2025 
 

 

203 

 

Ashokkumar et al. introduced a multi-layered cloud 
platform for intelligent transportation systems, 
emphasizing the need for scalable and secure data 
management. Likewise, authors in [4] compared 
periodic sensing models with location-based 
interactive models to optimize energy efficiency in 
mobile IoT-cloud applications. 
 
Critical perspective 
 

While these studies contribute valuable 
architectural frameworks, most are limited to 
conceptual models or simulations. There is a lack of 
large-scale, real-world deployments and empirical 
evaluations. Moreover, the focus is often on a single 
application domain, such as transportation or mobile 
computing, without considering cross-domain 
interoperability or generalizability [31-35]. 
 

4.1.2. Security and Privacy Challenges 

Security emerges as a predominant concern in IoT-
cloud integration, as highlighted by Stergiou and 
Psannis (2017) [7], Stergiou et al. (2018) [10], and 
Pourqasem (2018) [9]. These studies discuss privacy 
issues, propose algorithmic approaches to enhance 
data confidentiality, and examine the vulnerabilities 
inherent in cloud-based IoT platforms. 
 
Critical Perspective: 
 

Despite recognizing security as a critical 
challenge, literature often addresses it in a fragmented 
manner. Many proposed solutions are theoretical or 
algorithmic, lacking comprehensive implementation 
and validation in heterogeneous IoT-cloud 
environments. There is also insufficient attention to 
privacy-preserving mechanisms that can operate on a 
scale, especially in the context of big data and real-
time analytics [36-40]. 
 

4.1.3. Edge and Fog Computing Paradigms 

Yu et al. (2018) [8] and Hamdan et al. (2020) 
[13] explore the role of edge and fog computing as 
complementary paradigms to traditional cloud 
computing. Their surveys highlight how edge 
computing can reduce latency, distribute 
computational loads, and improve the responsiveness 
of IoT applications. 

Critical Perspective: 
 

While the shift toward edge and fog computing 
is well-motivated, the literature reveals a gap in 
unified frameworks that seamlessly integrate cloud, 
edge, and fog resources. Existing studies often treat 
these paradigms in isolation, without addressing 
orchestration, interoperability, and dynamic resource 
management across the continuum from edge to cloud 
[41-45]. 
 

4.1.4. Big Data Management and Analytics 

Stergiou et al. (2021) [14] and Yangui (2020) 
[12] address the challenges of managing and analyzing 
massive volumes of IoT-generated data. They 
emphasize the need for scalable, secure, and efficient 
data management architectures, particularly in 
industrial and smart building contexts. 
 
Critical Perspective: 
 

Although big data analytics is recognized as a 
key enabler for IoT-cloud integration, current research 
predominantly focuses on infrastructure and data flow. 
There is limited exploration of advanced analytics 
techniques (e.g., machine learning, federated learning) 
tailored to the unique characteristics of IoT data, such 
as heterogeneity, sparsity, and real-time requirements 
[46-50]. 
 

4.1.5. Standardization, Interoperability, and Platform 
Development 

Yangui (2020) [12] reviews industrial IoT 
(IIoT) platform-as-a-service (PaaS) architectures, 
identifying the need for standardized platforms to 
support application provisioning and management. 
Shahinzadeh et al. (2019) [11] discussed IoT 
architectures for smart grids, highlighting the 
importance of interoperability among diverse devices 
and systems. 
 
Critical Perspective: 
 

A major gap in literature is the lack of 
universally accepted standards for IoT-cloud 
integration. Most platforms are proprietary or tailored 
to specific industries, hindering interoperability and 
scalability. There is also a dearth of open-source 
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reference implementations and benchmarks for 
evaluating platform performance [51-55]. 

4.2. Identified Research Gaps 

Based on the critical synthesis above, the following 
research gaps are evident [56-60]: 

 Empirical Validation and Large-Scale 
Deployment: Most studies are limited to 
conceptual models, simulations, or small-
scale prototypes. Empirical research 
involving real-world, large-scale deployments 
is needed to validate proposed architectures 
and algorithms. 

 End-to-end Security and Privacy Frameworks: 
Security solutions are often fragmented and 
lack end-to-end coverage. Comprehensive 
frameworks that address authentication, 
authorization, data integrity, and privacy 
across the IoT-cloud continuum are scarce. 

 Unified Edge-Cloud-Fog Orchestration: 
Current research treats edge, fog, and cloud 
computing as separate silos. Unified 
orchestration frameworks that enable 
seamless resource allocation, data migration, 
and service provisioning across all layers are 
needed. 

 Advanced Data Analytics and Intelligence: 
The application of advanced analytics, such as 
distributed machine learning, federated 
learning, and real-time anomaly detection, is 
underexplored in IoT-cloud integration. 

 Standardization and Interoperability: The lack 
of standardized protocols, APIs, and data 
models impedes interoperability. Research on 
open standards and reference platforms is 
limited. 

 Energy Efficiency and Sustainability: While 
energy efficiency is mentioned, there is 
insufficient research on sustainable 
architecture and green computing practices 
for IoT-cloud systems. 

 Quality of Service (quality of service) and 
Service Level Agreements (SLAs): Few 
studies address mechanisms for guaranteeing 
quality of service and enforcing SLAs in 

dynamic, heterogeneous IoT-cloud 
environments. 

5. Opportunities for Future Research 

To address these gaps, future research should 
focus on the following directions. 
 

5.1. Real-World Testbeds and Pilot Projects 

Develop and deploy large-scale testbeds and 
pilot projects in diverse sectors (e.g., healthcare, smart 
cities, transportation) to empirically evaluate the 
performance, scalability, and security of IoT-cloud 
integration architectures. Such initiatives will provide 
valuable insights into practical challenges and user 
requirements [61-65]. 

5.2. Comprehensive Security and Privacy Solutions 

Design and implement holistic security 
frameworks that provide end-to-end protection, 
including lightweight cryptographic protocols, secure 
data sharing, privacy-preserving analytics, and 
dynamic threat detection. Emphasis should be placed 
on usability and scalability in resource-constrained 
IoT environments [66-70]. 

5.3. Integrated Edge-Cloud-Fog Ecosystems 

Develop unified orchestration platforms that 
enable dynamic resource allocation, workload 
balancing, and seamless data migration across edge, 
fog, and cloud layers. Such platforms should support 
heterogeneous devices, adaptive networking, and 
context-aware service provisioning [71-75]. 

5.4. Intelligent Data Analytics 

Advance the application of artificial 
intelligence and machine learning in IoT-cloud 
systems, focusing on distributed and federated 
learning, real-time analytics, and automated decision-
making. Research should address the challenges of 
data heterogeneity, privacy, and limited 
computational resources at the edge [76-80]. 

5.5. Open Standards and Interoperability 
Frameworks 

Promote the development and adoption of 
open standards for data formats, communication 
protocols, and APIs. Establish reference 
implementations and benchmarking tools to facilitate 
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interoperability, portability, and fair comparison of 
different solutions [81-85]. 

 

5.6. Energy-Aware and Sustainable Architectures 

Investigate energy-efficient design principles, 
green computing techniques, and sustainable resource 
management strategies for IoT-cloud ecosystems. 
Research should consider the environmental impact of 
large-scale deployments and explore renewable 
energy integration [86-90]. 

 

5.7. QoS Management and SLA Enforcement 

Develop mechanisms for dynamic QoS 
management and SLA enforcement, leveraging 
predictive analytics, adaptive resource allocation, and 
real-time monitoring. Such mechanisms are essential 
for mission-critical applications with stringent 
performance requirements [91-95]. 

 

5.8. User-Centric and Ethical Considerations 

Incorporate user-centric design principles, 
ethical guidelines, and regulatory compliance into 
IoT-cloud research. Address issues such as data 
ownership, consent, transparency, and accountability 
to foster trust and societal acceptance [96-100]. 
 
 
8. Conclusions and Recommendations  
 

In the current research, the reviewed literature 
provides a solid foundation for understanding the 
integration of IoT and Cloud Computing, highlighting 
significant advancements in architecture, security, 
edge computing, and data management. However, 
critical gaps remain, particularly in empirical 
validation, unified orchestration, standardization, and 
advanced analytics. Addressing these gaps requires 
interdisciplinary collaboration, real-world 
experimentation, and a focus on open, scalable, and 
secure solutions. Future research should prioritize 
practical deployment, comprehensive security, 
intelligent analytics, and sustainable design to unlock 
the full potential of IoT-cloud integration across 
industries [101-108]. 
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