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Abstract

This paper explores the integration of IoT and Cloud
computing to create secure, low-cost, real-time health
monitoring systems, emphasizing their importance in
remote care—especially post-COVID-19. It advocates for
digital alternatives to traditional diagnostic tools and
highlights the need for home-based solutions in low-
resource settings. The study also points out that while
progress exists, the combined use of IoT and Cloud for
medical emergencies in developing countries is still
underdeveloped, calling for innovative mobile health
applications to overcome infrastructure and cost challenges
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1. Introduction

Inpatient duration prediction is essential for
further efficient care and resource management. This
predictive capability can enhance patient outcomes by
allowing healthcare providers to allocate resources
more effectively and ensure timely interventions . By
leveraging real-time data analytics, healthcare
professionals can identify patterns in patient behavior,
leading to proactive measures that mitigate risks
associated with cardiac conditions. This capability is
crucial for monitoring patients with implanted cardiac
devices, as it allows for timely interventions and
personalized treatment plans. By leveraging advanced
data analytics and connectivity, healthcare providers
can access real-time information, ensuring that any
irregularities in heart function are addressed
immediately [1][2][3]. This capability not only
enhances patient care but also contributes to better
clinical outcomes through timely interventions. This
research proposes a hybrid monitoring system for
encompassing inpatient stay predictions using deep
learning Natural Language Processing and varied
machine learning methods for different types of
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patient records to meet these demands and obtain
importable insights for hospital purposes [4][5][6].
Self-monitoring vascular devices are likely to have
broad medical relevance due to the widespread use of
stents across the body. For instance, stents are
commonly deployed in regions such as the heart, brain,
renal (kidney) and carotid arteries, as well as the
ureters and esophagus, among others. Similarly,
synthetic grafts—used to replace native blood
vessels—are widely applied in clinical settings,
particularly for peripheral access in procedures like
blood exchange during hemodialysis, as illustrated in
Figure 1.

Figure 1. An example of a self-monitoring vascular stent
developed by Vesselsens, capable of two-way
communication to enable predictive medical interventions
for restenosis.

The proposed solution is further extended and
examined in experimentation. Patients were released
from the hospital for a particular duration, detailed
information concerning the patient’s current look felt
for the hospital, such as medical records, biometrics,
and other associated data, is usually retrieved in the
hospital administration network. To anticipate the
patient’s length of stay, these patient-related data will
be accumulated and systematically analyzed. In this
manner, the accumulated insights may help hospital
staff to manage patient admission more effectively,
thereby helping to improve overall care quality. While
many existing studies concern predicting inpatient
stay outside the hospital environment, this information
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needed no hospital-based
solution [7][8] [9][10][11].
Following successful ex-vivo and animal model
studies, the VLAP™ device (Figure 2) has entered its
first clinical trial involving human participants. A
recent case report demonstrated that the device
effectively prevented hospital admission through
telehealth monitoring of a patient in self-isolation due
to COVID-19. Additionally, Synchron—a company
established in 2012—has developed a stent-based
technology aimed at diagnosing and treating
neurological disorders such as paralysis, epilepsy, and
depression. Their product, the Stentrode™, is
implanted non-invasively within blood vessels and is
capable of detecting brain signals across various
frequency ranges.

real-time monitoring

Figure 2. Depiction of the V-LAP™ device developed by
Vectorious [83], including the implant components (a and
d), the electronic circuit and pressure sensor cup (b and c),
the delivery mechanism (e), the nitinol anchoring structure
(f), and the external wearable belt (g).

Therefore, it appears essential to adopt a
revised strategy for managing patients with heart
failure (HF). Traditionally, medical intervention was
initiated during the more advanced stages of
decompensation phases C or D; see Figure 3. However,
emerging evidence suggests that earlier clinical
action—during the initial stages (phases A or B)—
may be more effective, particularly when guided by
physiological indicators that begin to shift well before
symptoms appear. These early changes can often be
detected as early as 10 to 20 days prior to symptom
onset. The device is non-invasively implanted into the
vascular system and is capable of detecting neural
activity across a broad frequency spectrum.
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Figure 3. Stages of worsening heart failure (HF). At present,
clinical intervention typically begins at stage C. However,
it would be more effective to respond earlier, during stages
A or B. Remote monitoring presents opportunities to enable
such early detection and intervention.

1.1. Definition and Concepts of Internet of
Things

The IoT(IoT) is considered to be an
infrastructure in which objects, data, services, and
applications can communicate and work with each
other to make intelligent and autonomous decisions.
This interconnected network of devices enables real-
time data collection and analysis, which is particularly
beneficial in the healthcare sector. By integrating IoT
technology with cardiac devices, healthcare providers
can monitor patient conditions continuously, leading
to enhanced patient care and timely interventions
[12][13][14]. This integration not only allows for real-
time data collection but also facilitates advanced
analytics and personalized treatment plans. These
features are crucial for enhancing patient safety and
ensuring timely medical interventions. In the context
of cardiac devices, these features leverage real-time
data collection and analysis to monitor patients' heart
health continuously. By utilizing IoT technology,
healthcare providers can receive immediate alerts
regarding any irregularities, allowing for prompt
intervention and personalized care.

This real-time monitoring capability enhances
the overall safety and efficiency of cardiac care,
ultimately leading to improved patient outcomes. The
integration of IoT technology into cardiac devices
provides real-time data transmission, which enables
healthcare providers to monitor patients remotely and
respond to potential complications swiftly. The advent
of IoT has witnessed countless applications in areas as
health, agriculture, environment, and daily life. The
current COVID-19 pandemic raises concerns about
the deployment of care resources, quarantine areas, etc.
In developing countries, quarantine areas in which
COVID-19 cases are isolated (wards) are quickly
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running out. Hospitals lack medical supplies and space
for isolation in emergency cases [15][16].

The advancement of loT-driven technologies
for monitoring and preventing congenital heart disease
(CHD) represents a crucial and rapidly evolving area
in healthcare. These innovations hold the promise of
significantly enhancing care for CHD patients and
may even contribute to preventing the condition
altogether. IoT-enabled systems support continuous
cardiovascular monitoring by linking medical devices
to the internet, enabling the collection of health and
environmental data through a centralized platform.
This real-time information can be used to monitor
trends and detect abnormalities early, facilitating
timely diagnosis and intervention. Recent progress in
IoT applications for CHD has led to more precise
detection and diagnostic capabilities. For example,
wireless ECG devices can now be installed in patients'
homes, transmitting live data to healthcare providers
for immediate analysis and response—offering a life-
saving advantage over conventional diagnostic
approaches. The system’s architecture is illustrated in
Figure 4 below.
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This defines a conceptual loT-based early-
warning architecture specifically designed for the
remote monitoring of COVID-19 patients both in
hospital wards and at home. It facilitates the
implementation of various IoT devices strategically
deployed in quarantine areas as well as directly within
the patient’s residence. On-body wearable sensors are
advanced instruments that can be comfortably worn on
the body, which focus on collecting and relaying
crucial physiological data that they gather from or near
the skin. The diversity of on-body wearable sensors
available for health monitoring is extensive. These
innovative instruments can accurately measure a
plethora of different physiological parameters, such as
blood pressure, heart rate, and oxygen saturation
levels, among others. Additionally, various
monitoring systems, including advanced ECG devices,

have the capability to display monitoring results in
real-time, providing immediate insights into the
patient's health status [17][2][18]. However, it is
important to note that measurements conducted by a
qualified physician or a medical center may not
always present a comprehensive portrayal of the
individual’s overall medical state. This lack of
comprehensiveness can be attributed to the various
conditions under which these measurements are taken.
Furthermore, to obtain accurate results, it is essential
for individuals to be in a relaxed state and typically,
they should refrain from activities that could falsely
elevate or diminish the readings being taken. If not
properly controlled, this could lead to an ineffective
description of the person’s true medical condition. On
the other hand, the remote monitoring of physiological
parameters can be carried out at any time and from any
location, enabling continuous health oversight from
the comfort of home. The classification of on-body
wearable sensors can be divided into two distinct types;
the first being on-body contact sensors that maintain
close contact with the skin, and the second being
peripheral non-contact sensors that can monitor vital
signs without the need for direct skin contact. These
wearable sensors are notable for being self-powered,
compact instruments that transduce signals efficiently,
and they may serve as either personal devices for
individual health management or as part of
professional medical solutions aimed at broader
patient care [4][19].

IoT-based solutions offer a cost-effective
means for continuous, real-time monitoring of patients
with congenital heart diseases (CHDs). The functional
block diagram is illustrated in the figure 5 below.
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Figure 5: Functional block diagram

The IoT-based system is composed of multiple
elements, including sensors, actuators, and
interconnected devices that together create a cohesive
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network. In the context of monitoring and preventing
Congenital Heart Disease, these sensors and actuators
play a crucial role in tracking vital signs such as heart
rate, blood pressure, oxygen saturation, and
respiratory rate. The collected data is transmitted over
the network to a remote server, where it is stored and
analyzed wusing Al algorithms to detect any
irregularities. Connected devices like smartwatches,
smartphones, and medical alert systems are then used
to notify patients or healthcare providers when
abnormal vital signs are detected, enabling prompt
medical response. The workflow of this system is
illustrated in Figure 6.

Patient Data g %- Muluifilter

Medical Datasets Preprocessing
Health Records |

S —

Feature Extraction

| RED Tree
4 M5P Tree
Machine Learning é Linear Regression
lechniques Random Tree
T Nuive Baves
| 148
Jr
JRIP
Performance Evaluation

-[:!‘.
=

27
s

-~
-

Selection (Best Model)

L]

_—
|=;,2i Health Record

J
®

Cardiovascular Disease
Prediction

Figure 6: Operational flow diagram
1.2. Applications in Healthcare

In the current evolution of the Internet of
Things, there has been a remarkable and increasing
number of physical devices that have the capability to
obtain, process, and transfer data over the vast expanse
of the internet. The internet plays a crucial and
transformative role in facilitating the collection and
integration of data from multiple locations in real-time
while delivering significant opportunities for a more
intelligent and responsive healthcare system.

Considering that a substantial portion of a person's
daily life takes place within various healthcare
scenarios, certain forms and types of healthcare
services are legitimately required. [12][20].

From an IoT perspective, as the majority of
devices being deployed at any given time will likely
be other people’s private, modern technology, there is
a great and pressing interest in establishing and
exploring effective methods to validate the
authenticity and reliability of the network relations
that are listed and utilized. Additionally, there is a
growing interest in healthcare checkup devices that are
designed to be compatible with and capable of
transmitting critical data to cloud web services, where
this information can be analyzed, and any unusual
cases can be flagged and observed by a qualified
person equipped with the necessary expertise and
technology to research further into these anomalies
[21][22][23].

Reinforcement learning (RL) plays a vital
role in remote health monitoring, particularly in
situations that demand continuous or critical
observation. Figure 5 outlines a typical loT-based
healthcare setup. Initially, sensors (acting as agents)
are trained within a specific environment. In medical
contexts, both environmental factors and a patient’s
health indicators assist in making informed decisions.
Basic patient attributes such as age, weight, and height
serve as foundational inputs, while more critical
indicators—Ilike heart rate, blood pressure, and
glucose levels—function as key decision-making
variables. These critical variables can differ depending
on the specific healthcare scenario.
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Figure 7. A visual illustration of the communication
architecture used in loT-enabled healthcare systems.
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The potential outcomes can be realized in a
variety of innovative ways, which may include
unlocking access to a sophisticated remote analysis
program or instigating an immediate action based on
the readings from the wearable measurement device.
In addition to the fundamental readings, it should be
noted that the data generated can also potentially be
exploited to compromise the correct functioning of the
system [24][25].. It is equally crucial that robust
methods to ensure data privacy are implemented
alongside reliability measures. In recent years, cloud
storage solutions have rapidly gained approval due to
their economies of scale and the significantly reduced
demand for maintaining the underlying infrastructure
and expertise. Nonetheless, numerous consumer fears,
including concerns over security and data privacy,
often deter them from fully embracing the advantages
of cloud storage solutions. The challenge lies in
addressing these fears while demonstrating the
benefits that come with adopting such advanced
technology [26][27][28].

Finally, the patient informs the healthcare
expert about their condition, who then suggests a
suitable medical intervention tailored to the patient's
needs. Following this, the patient’s treatment is
executed locally, ensuring accessibility and
convenience. The operation of the eHealth monitoring
system is then repeated meticulously until the patient
is fully cured. The key benefits of such a health
management system incorporate significantly lowered
overall operational costs for medical care, substantial
decreases in the number of times a patient must be
admitted to the hospital, and importantly, it provides a
significant peace of mind when it is no longer required
for individuals to remain in the hospital beyond the
prior signs of recovery that they exhibit. This aspect
enhances their quality of life considerably
[29][30][31].

Emergency services

. __d
Figure 8: A smart healthcare and nursing system for
hospitals utilizing Internet of Things technology and an
integrated nurse call feature.

On the other hand, it is essential to note that while
there are numerous advantages, there can be a
challenging adoption of this kind of advanced
technology as it introduces various technical concerns
that must be addressed adequately. Regarding the
general performance of such systems, the trade-off
from reduced operation costs might result in a longer
time-lag in revealing and healing potential health
conditions when compared with traditional local or
specialist analysis methods. Furthermore, within the
healthcare field, there is an increasing requirement for
trust in the reliability of the therapy administered,
making the patient's choice essential to be pleased
with the diagnosis received, which can sometimes be
a complicated process [32].
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Figure 9: The significance of cloud computing in enabling
IoT-driven smart healthcare systems.

2. Cardiac Devices and Remote Monitoring

Not only did these tenebrous clouds hinder
physical movement, they also effectively halted vital
global communication and meaningful interaction,
effectively  isolating individuals and entire
communities from one another. Amidst the
euphonious and relentless roar of the howling wind,
there emerged an unexpectedly soothing sound that
resonated throughout the land, this was the rigoursodic
multifunction, a transformative auditory experience
that jolted the people of the earth towards the direction
of its friendly and encouraging acts. Remarkably, this
deeply impactful sound originated from a remarkable
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wireless device that facilitated connections between
individuals across vast distances, characterized by
what we know today as the IoT(IoT) [33][34][35].

The article examined a range of IoT
applications in smart healthcare, with particular
emphasis on basic symptom monitoring. It also
provided an in-depth discussion of current IoT
technologies used in healthcare, addressing key areas
such as networking, data processing, and sensor
hardware. The primary objective of this review is to
shed light on core challenges related to IoT device
capabilities, system architectures, communication
protocols, and healthcare-specific applications (as
illustrated in Figure 10). These IoT devices integrate
all essential components required for both hardware
and software platforms.
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Figure 10 : Visual representation of IoT device functions,
system architectures, communication protocols, and their
applications in smart healthcare.

2.1. Types of Cardiac Devices

Cardiac implantable electronic  devices
(CIEDs) serve as a cornerstone in the comprehensive
treatment regimen for a variety of heart conditions and
electrical disturbances that may arise in patients.
These devices encompass several types that play
crucial roles in managing cardiovascular health,
including bradycardia pacemakers and implantable
defibrillators. The defibrillators, which can be
implanted either intravenously or subcutaneously, are
specifically designed to be activated in cases of fatal
tachyarrhythmias, providing critical interventions that
can save lives. Furthermore, when these devices are
administered via a patent foramen ovale, an external
electromagnet has the potential to deactivate them or,
conversely, may cause inappropriate and competitive

pacing, leading to complications. Lastly, cardiac
resynchronization therapy biventricular devices come
into play in clinical scenarios involving refractory
heart failure, particularly in patients exhibiting
prolonged QRS intervals and low ejection fractions.
These advanced devices work to enhance the
coordinated contraction of the ventricles, significantly
improving overall cardiac function and patient
outcomes in this challenging disease state [36][37].

There is a rapidly growing and increasing
scientific interest that is closely related to the
application of the IoT(IoT) specifically to various
medical disciplines. This advancement enables the
remote monitoring of crucial physiological parameters
and supports the timely detection of any physio
pathological disturbances that may arise. Diabetes,
which is notorious for its severe and often debilitating
complications, serves as a significant example of
particular interest in the realm of remote monitoring
associated with the parameters related to this chronic
condition. Smartphones, which are now commonplace
and widely utilized, are equipped with multiple and
diverse sensors. These advanced sensors empower
users to effectively control and monitor numerous
health parameters in real time. Further research works
have validated the impressive accuracy of these
recordings for the identification of atrial fibrillation,
achieving a remarkable sensitivity of up to 99.6%,
although this comes with a specificity of 80.9%, which
is noteworthy. Additionally, various nutritional
consultations, cardiac procedures that are performed,
along with detailed information about the implants,
are meticulously stored within electronic health
records. These innovative devices have undergone
further validation and development to facilitate the
seamless interchange of information among multiple
brand devices, enhancing the overall interoperability
of health data in the medical field [38][39].

The lithium battery can function for as long as
12 years, depending on usage frequency. When
replacement becomes necessary, the battery is
removed via a minor surgical incision, and a new one
is connected to the existing leads, as illustrated in
Figure 11.
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2.2. Importance of Remote Monitoring

Remote control of cardiac devices
significantly enhances both the monitoring and
treatment of patients who have implanted device
technologies in their bodies. This innovative
technique is made possible through advancements in
biotelemetry paired with the Internet of Medical
Things (IoMT), which facilitates a seamless flow of
information. Enhanced communication pathways
between patients and their healthcare providers can
lead to improved medical outcomes, fostering a
proactive approach to patient care [40][41].

2.3 Pacemakers Devices

Cardiac Implantable Electronic Devices
(CIEDs) such as pacemakers, implantable
cardioverter-defibrillators  (ICDs), and cardiac
resynchronization therapy defibrillators (CRT-Ds)—
have significantly transformed the care of patients
with recurrent and potentially fatal heart rhythm
disorders. These technologies provide constant heart
rhythm surveillance, allowing medical professionals
to identify abnormalities in real time. The remote
monitoring function is vital for early interventions,
minimizing the need for hospital visits, and enhancing
patient health outcomes. Through continuous
observation of both vital signs and device
functionality, clinicians can make better-informed
decisions and tailor treatment strategies accordingly
[42][43].

The latest guidelines and expert consensus
recommendations for CIEDs advocate remote
monitoring for all CIED patients. In line with these
recommendations, interest in remote monitoring is
rapidly growing and its penetration in an influential
and influential country is increasing year by year
[44][45].

However, this long-distance connectivity
poses some unique hazards. Personal health data are
commonly transmitted using a cellular network, the
data can be malformed by a hacker, and their working
can be used to infiltrate hospital workstations or
networks. In a recent occurrence, malfunctions in the
pacemaker programming of a patient in the first
known cyber assault resulted in the patient’s death
upon receiving an electrical shock [46].

Overcoming this issue would require
cooperation from multiple stakeholders including
manufacturers, safety experts, medical workers,
regulatory bodies, and patients to create and manage
sound safety processes, although current safety
standards for Implantable Devices for Chronic Life
(IDCL) are still non-mandatory. Efforts are needed to
help shape regulatory law on cybersecurity. It is
likewise important to improve public understanding
and trust in CIED safety. Although the majority of
cyber breaches are related to suppliers, it is impossible
to fully discard the actions of third parties by workers
or the environment. In the expectation of more
complex devices, it will be difficult to ensure
protection throughout the security timeline [47][48].

3.  Security Online
Monitoring

Challenges in

To comply with regulatory requirements,
manufacturers of medical devices have established
their own specialized systems through which patients
can transmit their cardiac activity data that is collected
by external monitoring devices. Based on the data
retrieved through these systems, each device
manufacturer can tailor the parameters of their devices,
diagnose potential cardiac arrhythmias, and make
necessary adjustments to the therapy being
administered by the implant in response to the data
analysis. However, a significant inconvenience faced
by patients is that they are often required to carry one
specific monitoring device for each device
manufacturer, which can be cumbersome and
inefficient [49][15].

The data settings are typically established by
default, and the prevailing clinical practices can
directly impact patient outcomes. Moreover, there are
several notable security vulnerabilities that exist
within these monitoring systems. For instance, the
device appears to lack the implementation of transport
layer security (TLS) protocols, which raises
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significant concerns regarding the confidentiality of
patient information. Even though it is asserted that the
system is in compliance with HIPAA regulations,
which are designed to protect patient data on the server
side and amidst health services, it nonetheless fails to
ensure secure data transmission both to the patient and
from the patient back to the server. This lack of
security poses the risk of malicious attackers being
able to manipulate and/or insert false cardiac data,
which could potentially lead to inadequate or improper
therapy being administered by the device, thereby
compromising the well-being of patients who are
relying on this critical technology for their health [32].
Figure 12 illustrates a schematic of a remote follow-
up system. In this setup, data from the cardiac
implantable electronic device (CIED) is transmitted to
a monitor or transceiver, which patients typically
place in common areas such as their bedroom or living
room. This transceiver connects to a central server via
Wi-Fi or GSM networks, and the collected data can be
securely accessed by hospital systems. Only
authorized clinical staff—such as physicians, nurses,
or technicians associated with the specific clinic can
view data from their own patients. Data transmission
from the patient to the clinic can occur through various
methods: On-demand, initiated by the patient due to
symptoms or prompted by a clinic’s request.
Event-triggered, which happens automatically in
response to device issues or clinical events like
arrhythmias. Scheduled, where transmissions occur at
predefined times and dates.

The configuration of the remote monitoring
system depends on both the patient’s medical history
and the clinic’s operational preferences and
capabilities. To fully utilize the benefits of remote
monitoring, the internal organization and workflow of
the clinic play a critical role. As discussed later, the
timing and manner in which the transmitted data is
reviewed can significantly influence patient safety,
operational costs, and overall satisfaction.

Figure 12 : Diagram illustrating the system setup, which
includes the patient with a CIED, a transmitter, a server, and
the hospital's computer and medical staff.

4. Secure Communication Protocols

To enhance security further, an additional EC
counter is integrated within the device, and its count is
incremented every time a successful Egram Intrusion
beat is detected. This counter serves as a crucial check
to compare how many times the external command
has effectively initiated a shock, thus playing a vital
role in maintaining patient safety [50][51] [52].

A patient with a specific cardiac condition and
medical history uses an implantable cardioverter-
defibrillator (ICD) to manage their health. Figure 13
illustrates the communication flow between the
implanted ICD and a controller located within a
healthcare facility. The patient employs a FDA-
approved portable monitoring device for personal
assessment of the ICD's performance. Data collected
is transmitted via the Internet to cloud-based servers,
where it becomes accessible to healthcare
professionals for detailed evaluation. Clinicians use a
remote controller to supervise, configure, and operate
the ICD. This controller includes an interface that
allows the practitioner to wirelessly transmit various
input parameters directly to the device.

<—> Wired Connection  <--> Wireless Connection
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Sccure Patient Records — ﬁ
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Figure 13. ICD-controller communication model

4.1. Overview of Communication Protocols

For example, an Electrocardiogram (ECGQG)
device affixed to a patient continuously captures the
heart’s electrical signals. This critical health
information is subsequently sent to healthcare
professionals for analysis and interpretation to guide
medical decisions. Following a thorough technical
examination of this data, healthcare professionals
provide  appropriate  medical  advice and
recommendations. Furthermore, specific guidelines
are established to secure all patient health monitoring
data, ensuring that it remains confidential while still
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being accessible to authorized expert personnel.
In summary, this paper elaborates on the innovative
concept of real-time heart monitoring through the lens
of IoT, underscoring the importance of attendance
notification ~ within  hospitals  via  secure
communication channels. The result is a sophisticated
ECG patient heart monitoring system designed not
only for automatic classification of heart activity but
also for efficient attendance notifications, thus
enhancing patient care and healthcare delivery overall.
[53][54].

4.2. Secure Protocols for Healthcare IoT

Biosensors are crucial components in these
systems, as they continuously generate vital biometric
data that is sent to a responsible microcontroller.
Following this initial transfer, the collected data is
then transmitted to the cloud, where it is securely
stored and meticulously processed. For instance, in the
realm of cardiac care, these systems are instrumental
in detecting and effectively treating arrhythmia by
activating an actuator such as a defibrillator when
irregularities are detected. The convenience and
functionality of these systems enable them to be
implemented in home settings, providing valuable
health monitoring; however, this also makes them
susceptible to various forms of unwanted data
tampering and cyber threats [54].

The proposed health monitoring system is
developed to continuously observe vital signs from
patients or elderly people, securely store the collected
data, and transmit it to a public cloud database. It
provides a real-time monitoring interface that
authorized healthcare professionals or caregivers can
access at any time and from any location. The system
employs a three-tier architecture comprising the
patient layer, the cloud layer, and the doctor layer.
This three-layer architecture is depicted in Figure 14.

Patient Layer Cloud Layer Doctor Layer

MNodeMCl{ - D ﬁ
icrocontroller _

Monitoring

dashboard

ToT module Cloud database Local server Doctor

Patient

Figure 14: Architecture of the proposed model

5. Authentication and Access Control

A significant aspect of this system is its
reliance on the concatenation of these inter-lock bits,
which are subsequently fed into the SHA-3 256
function to produce a secure 256-bit value. This
contributes to the overall integrity of the device and its
communications. Furthermore, this secured system
serves as a critical platform for Internet-of-Medical-
Things (IoMT) network access and auditing,
particularly in the context of medical treatment for
patients. It enables the medical devices utilized by
patients to effectively manage their health conditions
while being thoroughly documented within the
healthcare system.

5.1. Importance of Authentication

Using a wireless network to send and receive
information can be dangerous. Many people can have
access to a wireless network from outside a home and
can use that network to gain access to a computer
without the owner's knowledge. Verifying the
patient’s identity is an essential security measure in
remote health monitoring systems. It is crucial that the
system confirms the data originates from the correct
individual before any medical or financial actions are
taken based on that information. A wide range of
authentication methods have been developed using
passwords, smart cards, biometrics, digital signatures,
and other forms of ID. These methods are often not
well suited to remote health care; for example, patients
may be reluctant to input passwords, may be unable to
use a smart card reader, or may be willing to give a
potentially harmful third party their password [52][55]
[56].

5.2. Access Control Mechanisms

Within this communication framework, we
must generate new communication request resources
each time a fresh message is dispatched. This counter
will serve as a critical verification tool, allowing for
the tracking and comparison of how many times the
external command has successfully triggered the
necessary intervention, such as administering a shock,
and thereby ensuring the utmost safety of the patient.
Ultimately, a thorough solution verification process
has been undertaken, involving a series of tests
focused on confirming the entire process's
functionality regarding the accuracy and correctness
of the access control system employed [57][52].
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The User-Managed Access (UMA) schema, as shown
in Figure 15, involves three main phases: first, the
Resource Owner (RO) registers a Resource Server (RS)
with the Authorization Server (AS) using a Protection
API Token (PAT) and sets access control policies for
the RS’s scopes through its management interface;
second, a Requesting Party (RP), via a client
application, requests access to a resource on the RS by
obtaining authorization data and a Requesting Party
Token (RPT) from the AS’s Authorization API,
authenticated with an Authorization APl Token
(AAT); finally, with the valid RPT and authorization
data, the RP’s client is granted access to the requested
resource on the RS.
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Figure 15. The primary stages and components involved in
User-Managed Access (UMA) include the Protection API
Token (PAT) and the Requesting Party Token (RPT).

6. Data Encryption and Decryption

Sensitive data is incredibly important and
crucial to uphold. The consequences of obtaining
unauthorized access to such data could lead to a
myriad of serious cybersecurity issues. One such
advancement in technology includes cellular medical
devices, which facilitate the remote monitoring of an
individual’s health condition. These devices could be
extremely advantageous in providing timely and vital
health information. Wireless networks are generally
employed in the transfer of data between these
sophisticated medical devices, and the information
exchanged often contains highly confidential data
pertaining to patients. Given the nature of this data, it
is critical that upon reception, we consider the
possibility that it could have been tampered with,
leading to unauthorized access or breaches of security.
Any receiving device that has gained unauthorized

entry could potentially acquire sensitive information
that enables it to access web pages and databases.

To enhance security measures, measured
memory locks are utilized to generate texts that are
specifically designed for encoding. Due to the
potentially excessive number of locks involved, a Text
Locks Generation Algorithm is implemented to
streamline the process. The unique principle of Syng
folly is employed within the text creation technique,
where the wording typically contains two sections of
consecutive spaces, adding another layer of
complexity to the encryption process. Moreover, a
reasonable and thorough evaluation of the algorithm
will subsequently be provided with the aim of
thoroughly assessing each sensitivity level to the
acceptable fake key, ensuring the robustness of the
encryption methods in place [58][59].

The general concept of the Implantable
Medical Device (IMD) solution, illustrated in Figure
16, provides a foundation for understanding the core
elements described throughout the manuscript.
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Figure 16 : Implantable Medical Devices

6.1. Symmetric and Asymmetric Encryption
This paper has been meticulously designed
with the central objective of identifying several
lightweight post-quantum security —asymmetric
cryptographic protocols that are specifically suited for
smart city loT networks.
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Another notable vulnerability in this specific
use-case pertains to a smart meter home area network
(HAN), which is intermittently pinged by a single
packet originating from a malevolent and disposable
endpoint. The intent behind this malicious activity is
to eavesdrop on the communications and attempt to
decrypt the packets exchanged within the network.
The index of the secure secret key stream, referred to
as Tsetlin, is incorporated to obscure abstracts of
various randomly selected packets, which may have
been substituted or served as surrogates during the
transmission. This occurs at the moment when smart
inverters are engaged in exchanging their operation
and management control packets (O&M) in
accordance with the smart meter [60][61][62].

6.3. Key Management

Online monitoring of various implantable
medical devices by utilizing the [oTcan create a highly
promising  healthcare infrastructure  designed
specifically for patients. This innovative approach is
particularly vital for the ongoing development in the
monitoring of wearable and pacemaker devices, as it
has far-reaching implications for the future healthcare
market. The unique aspect of this system is its
accessibility; anyone can easily utilize the device. This
includes not only patients with chronic diseases but
also healthy individuals and elderly persons, thanks to
its user-friendly design. The infrastructure that this
technology fosters may serve as the cornerstone for a
novel healthcare paradigm, which facilitates the
possibility for patients to receive timely and effective
real-time treatment while remaining in the comfort of
their own homes [63][1].

The proposed system comes equipped with
several additional features that extend beyond what
traditional monitoring systems for cardiac devices
typically offer. In fact, it is versatile enough that it can
also be applied to a vest, shirt, or even a chair, thereby
allowing a wide variety of devices to be used in
conjunction. This integration of technology promotes
a seamless monitoring experience. Moreover, a
smartphone connected to the Internet can easily access
real-time information about the patient’s condition
and has the capability to instantly notify the nearest
medical staff in the event of an emergency. Medical
personnel can monitor the activities of patients living
with chronic diseases in real time, regardless of the
distance separating them, thus enhancing the quality
of care provided. Additionally, patients benefit from

receiving tailored advice and support from medical
staff as part of this interactive care process, enabling a
more engaged and responsive healthcare experience
[63][64][65].

7. Anomaly Detection and Intrusion
Prevention
Recently, remote cardiac devices have

increasingly demonstrated vulnerabilities to various
external attacks, primarily due to their inherently
limited resources and the presence of inadequate
security mechanisms designed to protect sensitive data.
With the surge in the adoption and usage of such
sophisticated medical devices in healthcare settings,
an additional, significant security concern has
inevitably arisen. This situation highlights the urgent
need for medical facilities to devise and implement
innovative tools and methodologies that prioritize
patient safety and data integrity. These new
instruments must be capable of securely and
continuously monitoring the health data transmitted
by these devices, thereby effectively mitigating risks
to consumers and ensuring consistent, dependable,
and secure treatment for patients of all demographics
[66][67][68][69].

7.1. Behavioral Analysis

For instance, patients can undergo
interrogation of their implanted devices using an
external monitoring unit while comfortably seated in
their own homes, promoting convenience and
reducing travel stress. Additionally, this remote
functionality empowers medical professionals to
proactively track and treat their patients and can
mitigate the need for frequent in-clinic visits, which is
often inconvenient for individuals managing chronic
conditions. The potential for early detection of critical
health events that might otherwise go unnoticed is
perhaps one of the most compelling advantages of this
technology, leading to significantly improved
outcomes and enhancements in the overall health and
well-being of the patient population [70].

7.2. Intrusion Detection Systems
To design systems that can effectively and
rapidly perform robust detection of various cyber-
attacks targeting the loT application layer, a top-down
approach is adopted. This method begins from the
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network layer and progresses upwards to reach the
application layer, addressing potential threats at every
level. Cyber-attacks can be classified in two broad
categories, which take into account their ability to
propagate along the network medium: (1) Attacks that
actively involve the network medium, such as Denial-
of-Service attacks, stand out as the predominant
source of cyber-attacks within IoT networks. These
types of attacks have an innate advantage due to their
ability to easily propagate between connected devices
and hubs, thereby creating significant security risks. (2)
On the other hand, there are attacks that are confined
to and propagate from a specific device, such as Root
to Local and User to Root attacks, which have been
the focus of previous work. Nevertheless, it remains
exceptionally challenging to guarantee or even
anticipate that no attack occurring at the network layer
will advance further up through the subsequent
network layers, thereby increasing overall
vulnerability to cyber threats. Compounding this
problem is the fact that the IoT network environment
is entirely open and accessible to anyone with
malicious intent [71][72] [73][74].

8. Regulatory Compliance and Standards

Cardiovascular diseases represent the leading
cause of mortality across the globe, affecting millions
of individuals each year. The emergence of cutting-
edge technologies known collectively as the IoT(IoT)
and the Internet of Medical Things (IoMT) has
ushered in a new era in healthcare delivery and
management. Among the most promising applications
of IoMT devices, particularly in the field of cardiology,
is the development of innovative technologies
dedicated to secure ECG (electrocardiogram)
monitoring. These advanced systems not only enhance
the way we monitor heart health but also facilitate a
robust connection to healthcare providers, ensuring
rapid responses to any potential cardiac issues
[75](76] .

8.1. HIPAA Compliance
Despite these advancements, the data collected
is often vulnerable to both design flaws and security
issues inherent in cyber technology. As a result, it is
paramount to develop a safe and implementable
program for any successful remote monitoring product
that aims to effectively safeguard user information.

Commercial mobile products also play a crucial role
in deterring potential eavesdroppers, while patients
have the opportunity to view certain data through their
closely monitored devices. Numerous companies are
currently offering a variety of cardiac devices, such as
defibrillators, pacemakers, loop monitoring systems,
and Implantable Loop Recorders (ILR), designed
specifically for remote monitoring of patients [77][ 78]
[79]. Figure 17 illustrates the concept of the Internet
of Medical Things (IoMT) from a patient-centered
perspective, integrating various technologies such as
Artificial Intelligence (Al), Blockchain (BC), Cloud
Computing (CC), 5G connectivity, and Big Data
analytics. IoMT has emerged as a transformative
approach, offering a wide array of functionalities and
enhancing communication systems to near-optimal
levels. It enables the seamless interconnection of
numerous devices, establishing a unified platform that
supports multiple users. Given its rapid growth and
technological evolution, it is essential to thoroughly
examine its potential applications across diverse
domains.

Smart learning Smart Medicines

Figure 17: Overview of IoMT in the context of patient data

Network remote maintenance reviews and
collaborations with healthcare experts are underway to
ensure that the system is optimized for the efficient use
of these products. Users are encouraged to visit the
device console and configure its broadband antenna
according to one of six designated tasks on hub clients.
The attachment of vital information on the device
itself, including battery levels, incidents, and
rehabilitation data, becomes crucial in this context.
Once the data is processed, the broadband connection
is established and the information is transmitted over
the same server. Continuous storage of patient data is
facilitated via this network, often directed to platforms
such as Dropbox; nevertheless, safety remains an
ongoing concern during this data transfer process. As
healthcare technology evolves, it is critical to
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emphasize secure and responsible handling of
sensitive personal health information [46].

8.2. ISO Standards for Healthcare IoT
In an IoT framework, the healthcare network
platform functions as a service-oriented system
centered around managing and utilizing residents’
health information, as illustrated in figure 18.

loT platform for healthcare service model

User Applications

Management
Analytics
*  Community health center
Accessin, er *+  Hospital
g Lay *  Personal devices
*  Healthcare Records
Support Layer +  Basic information System
*  Privilege System
= Personal Healthcare record
+  Diagnoss
Business Layer +  Emoding of HLTISML

*  Health record database

*  User informaton database

*  Privilege database

Figure 18 : IoT functional framework of the platform

model for the health information service model.

Data Persistent Layer

Subsequently, in alignment with the
constraints that have been proposed for the thoughtful
design of healthcare IoT systems and applications, it
is strongly suggested that additional constraints be
integrated into the pertinent ISO standards to enhance
specificity. This enhancement may involve the
introduction of a proposal that is based on various
mechanisms, algorithms, protocols, enactments, or
other means, all of which are explicitly targeted at
healthcare applications in order to ensure better
compliance and effectiveness. The constraints that are
proposed for the enhancement of healthcare IoT
standards can indeed be employed as metrics for the
evaluation of the healthcare IoT standards across the
board. Furthermore, as a significant contribution to
this field, a detailed document template has been
meticulously developed for the wuploading of
healthcare 10T solutions accompanied by the proposed
metrics, thereby streamlining the process of
documentation and compliance in this vital area of
healthcare technology [54].

9. Case Studies and Best Practices

Online heart rate monitoring has become
increasingly essential in a multitude of cases,

especially in the context of health and fitness
management. The normal heart rate value for adults at
rest typically ranges between 60 and 100 beats per
minute, serving as a vital indicator of an individual's
cardiac health. An innovative system for remote heart
rate monitoring has been proposed, which has, to date,
successfully performed on a variety of smart devices.
This system is centered around the concept of utilizing
IoT (Internet of Things) wearable devices that can be
employed conveniently and are available at a
reasonable price point. The most popular application
of such gadgets is undoubtedly the smartwatches that
are designed to meticulously track the user's physical
activities and health metrics [80][52].

10. Future Trends and Technologies

Currently, countries all over the globe are
either enforcing severe dropdowns or implementing
partial lockdown measures for the public in response
to the COVID-19 pandemic outbreak. There are
various reports being disseminated, indicating that the
COVID-19 crisis will require a certain amount of time
to be managed effectively, particularly until a vaccine
for comprehensive treatment is developed. Until that
time, as a usual case during such crises, maintaining
the security of citizens’ lives and ensuring the quality
of health treatment provided to them must be given top
priority. The use of the IoT(IoT) emerges as a
significant impetus for change and could play an
increasingly vital role—enabling a preventative
healthcare system that operates at lower costs and with
greater efficiency by continuously monitoring human
well-being through a wide array of relatively
inexpensive and easy-to-use wearable devices that are
interconnected  via  the internet  [82][83].

11. Conclusion

The system architecture is a basic foundation
to be used in the future as a reliable means for new
health monitoring communication systems to save the
life of patients. Although some early preparation steps
have been taken by a number of healthcare companies,
the IoT(IoT) and Cloud technology are poised to
experience an explosive growth in the upcoming years,
marked by the rising prevalence of wearable devices,
emerging IoT Apps and platforms for monitoring
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health, remote diagnosis, healthcare applications and
patient care. Moreover, it is noticeable that the
COVID-19 pandemic has thrown a light on the urgent
necessity for a home-based monitoring system that is
capable of allowing healthcare professionals to
monitor more patients online. It is the contention that
these new developments would result in a new wave
of low-cost, secure and real-time vital signs
monitoring health systems, and there is a demand to
develop such systems rather than use the costly
stethoscope, sphygmomanometer or otoscope for

amino acid, cholesterol or blood oxygen
measurements.
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