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Summary

As technology increasing rapidly, cyber security threats
increasing too. Denial of service or DDoS is also an online attack
in which a person attack the system with flood of traffic. A
DDoS consists of sending and requesting a lot of data to a server
in a network, thus getting the server saturated and unable to
respond to data requests that are legitimately made. Hackers
continuously upgrading their skills to attack systems and to avoid
system crashes and breakdown of systems need some kind of
tools that we can use to prevent these attacks. This paper will
discuss in detail about characteristics and comparison of tools
that used for DDoS Attacks and used to generate traffic.
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1. Introduction

DDoS stands for Distributed Denial of Service,
which translates as a Distributed Interruption of the service,
and consists of filling a site with requests until it is
knocked out and made unreachable. According to the latest
data from the association for information security, it is
among the attacks that hit a company every five minutes
along with malware and ransom-ware. Its use has
decreased compared to previous years, registering 66.96%,
their power has increased: the average occupied band has
increased from 11 gigabits per second in 2016 to 59
Gigabits per second in 2018 [1]. DDoS attacks launch
with different kind of tools that tools can slow down
systems or can shut down the system. When multiple
sources of computers used to destroy an online service it is
called DDoS. A well-known practical example is Mirai [2]
[3], a botnet created by infecting thousands of devices,
which occupied the international chronicles showing what
these systems are capable of doing. There are a lot of tools
that an attacker can use to generate traffic and can use to
attack. D. ITG [4] [5] is a very powerful tool that can
generate a high number of traffic. There are many other
tools that can be used into DDoS Attack.
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Fig. 1 DDoS Attacks Tools [6]

2. DDoS Attack Tools and Comparison

2.1 Stacheldraht.

Stacheldraht is a tool that makes ICMP, UDP,
Smurf, and SYN floods towards the targeting server.
It consist on a CLI (Command Line Interface) and
uses agent-based architecture model. It is based on C

[7].
22 TFN

It is used to generate a different kind of attacks.
It also has a name “Son of Trino” It can work on
window and Linux both. It is based on C
programming and use CLI. It produces DDoS
attacks that have the ability to exhaust both resource
and bandwidth [8] of the objective.

2.3 Trinty

This tool uses CLI base interface and generate
UDP, RST, and fragment flood to destroy online
services. It used encrypted format and work on Linux
based platform [9].
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24 Jolt

It is ¢ language based attack, worked on
Windows 95 and NT. It sends ICMP Packets to
destroy services. It is an old attack. However, this
attack has less effect that does not cause the major
damage and the machine can be recovered easily
under this attack [10].

2.5 Panther

It is a window based tool that attacks a specific
port number of a specific IP. It has the capability to
occupy all of the victim’s bandwidth machine and
slow down the services of it with TCP and UDP
traffic flood [10].

2.6 UDP Flooder

It is usually done to machines that run the Echo
service waiting for the response of these with large
packets. Users cannot ask for freedom of expression
because a website is closed and at the same time limit
this same freedom attacking other websites even if
users disagree with their opinion. The way to solve
Wikileaks problems is not to go against Visa or
Mastercard, but it is to give all the diffusion to the
information that has been published here [11].

2.7 DDoSim

Distributed Denial of Service attack apparatus
that uses the irregular addresses of IPs to invigorate a
few zombies with full TCP association. DDoSim can
generate the HTTP-GET flood attack to victim
arbitrary IP addresses and irregular ports. A CLI or
command line interface whose usage dialect is the
C++ and has the capacity to drain the resources of the
targeted server.

2.8 HOIC

It is very fast, multi-strung attack instrument
and it has capability to flood up to 256 sites at one
time. HTTP-GET flood and POST asks for sent to
the objective server. A group name Anonymous, was
the first group that used this and dispatch attack
against the site of the US Bureau of justice [12].

Table 1: Margin specifications
Margin A4 Paper US Letter Paper
Left 18.5 mm 14.5 mm (0.58 in)
Right 18mm 13 mm (0.51 in)

Table 1: DDoS Attack Tools Comparison

Name Target Type Interface | Supported
Impact of Type Operating
Traffic Systems
Attack
Stacheldraht | Resource TCP & | CLI Linux
& UDP
Bandwidth
TFN Resource TCP & | CLI Linux,
& UDP Windows
Bandwidth | &
ICMP
Trinty Resource TCP & | CLI Linux
& UDP
Bandwidth
Jolt Resource ICMP | CLI Windows
95, NT
Panther Bandwidth | ICMP GUI Windows
& Linux
UDP Bandwidth | UDP GUI Windows
Flooder & Linux
DdoSim Resource Tep, CLI Linux
HTTP,
UDP
and
SMTP
HOIC Resource | HTTP | GUI Windows
3. Traffic Generator and Comparison

It is a different kind of tools that used to
generate traffic to make targeted system idle or used
in denial of services.

3.1 NetPerf

It is available publically and it is open
source tool that use to measure the performance of
different kind of networks. It is based on ¢ language
and uses command line interface it generates
transport and network layer traffic [13].
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3.2 Ostinato

Open source and use python language to
generate traffic with different protocols. It is also a
transport and network layer traffic generator [14].

33 Pylot

It is also a python base open source generator.

It generates the HTTP load to verify server response
and generate a report. It is a multi-thread load
generator and publically available.

34 RUDE

It is a UDP data generator that generates
UDP packets and flood on a targeted machine with
the help of CRUDE. CRUDE is a combination of
RUDE. It is a C-based and publically available [15].

35 SEER

SPARTA Inc. developed it called Security
experimentation environment (SEER). It is a java
base generator that use to generate legitimate traffic
to destroy a victim’s services [16].

3.6 TCP Replay

This generator provides a reliable and
efficient environment for testing different networks
devices like switches, routers etc. It is a CLI based
generator and generates Network layer traffic [16].
3.7 TMIX

It is embedded in the GENI platform that
generates realistic traffic. It needs full TCP or one-
sided TCP. It is publically available Linux base
generator that generates traffic in the transport layer
[14] [15].

3.8 WEBSTONE

This generator used to test the performance
of HTTP in contrast to servers. It can measure the

average time of connection and performance of
servers. It is an application layer traffic generator and
C-based [14].

Table 2: Comparison of Traffic Generators

Name Implementation | Traffic | GUI/ | Operating
Language CLI Layers
NetPerf C SCTP, CLI Transport
1P, and
UDP, Network
TCP
Ostinato Python TCP, GUI Network
ICMP, and
UDP Transport
Layer
Pylot Python HTTP GUI | Application
& layer
HTTPS
RUDE C UDP GUI Transport
Layer
SEER Java TCP, GUI Network/
UDP, Application
HTTP, &
ICMP Transport
TCP Replay C/C+t TCPIP | CLI Network
layer
TMIX NS-2 TCPIP | CLI | Application
Layer
WEBSTONE C HTTP CLI | Application
Layer
4. Progress on DDoS

A Security company name Cordero took a survey
and find that an organization spends up to 50000$ to deal
with a single attack. There is some advancement on the
DDoS assault front. As per Forbes, European law
enforcement as of late close down a site that sold DDoS
attackers and helped dispatch them for many paying
clients. The organization cautioned organizations and
people to quit utilizing DDoS administrations or face
lawful repercussions.

5. Conclusion

In conclusion, DDoS is a very serious type of
attack, dealing with a DDoS mitigation is definitely a
challenge. There are a lot of ways to use to destroy online
services. A number of tools and generators explained in
this paper and compared their workings. Many other tools
and traffic generators also used in Cyberworld but I just
analyzed some of them. This comparison surely helps
experimenters to pick an appropriate tool or traffic
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generators for their real experiments. Attackers update
their attacks continuously like hit and run techniques. To
avoid these attacks companies expend a lot of money, to
mitigate and prevent this attacks now the law is in action
against this cybercrime and a European Law enforcement
organization closed a site who sold these tools.
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