
IJCSNS International Journal of Computer Science and Network Security, VOL.26 No.4, April 2026 
 

 

43 

Manuscript received April 5, 2026 
Manuscript revised April 20, 2026 
https://doi.org/10.22937/IJCSNS.2026.26.4.3 

 

Explainable Hybrid Machine Learning for Autonomous Optimization 
of Network QOS in Cyber Security 

Anan Ismail Ahmed1†, 
 

University of Science and Technology, Sudan, Faculty of Engineering 

 
Abstract 
Cyber Security is a smart defense strategy that uses advanced 
artificial intelligence as a shield. Artificial Intelligence (AI) and 
Machine Learning (ML) enhance cyber security by enabling faster 
and more accurate threat detection, automated responses and 
adaptive defense system that learn from data. Network security on 
the other hand, involves protecting, monitoring and controlling the 
network infrastructure and the data transmitted across it. In this 
study predictive analysis was performed to classify network threats 
based on key performance metrics such as band width, latency 
response time and jitter. The network data set consisted of 1000 
instances and 5 attributes to evaluate the classification 
performance; several data mining algorithms namely Naive Bayes, 
IBK, SMO, Logistic, and Random Tree were implemented using 
the WEKA data mining tool. The experimental results indicate that 
the Random Tree classified achieved the best performance 
compared to the other algorithms. The accuracy obtained by the 
five algorithms was as follows (Random Tree 99.8%) IBK (95.9%) 
Naive Bayes (94.8%) Logistic Regression (87.9%) and SMO 
(87.7%). These findings demonstrate that the Random Tree model 
provides superior predictive capability for network threat detection. 
The confusion matrix analysis indicates that the proposed model 
has a strong capability to correctly identify attack traffic. With 
minimal misclassification. The model also demonstrates reliable 
performance in distinguishing between warning and normal 
network states. These results confirm it effectiveness in detecting 
real time performance degradation and identifying potential 
network threats. The evaluation process includes measuring model 
accuracy to determine the effectiveness of the classification results. 
The findings indicate that machine learning based approaches 
significantly improve network monitoring performance and 
enhance cyber security decision making processes. These results 
demonstrate the importance of predictive models in identifying 
network anomalies and supporting proactive threat mitigation 
strategies. 
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1. Introduction 
 

Artificial Intelligence adds significant value to 
Cyber Security due to its ability to rapidly process and 
monitor large volumes of data. This capability 
enhances threat visibility by identifying unusual 

patterns or suspicious activities that humans might 
miss. AI systems also enable faster response times by 
automating detection and mitigation processes, 
thereby reducing the window of opportunity for 
attackers. In additional AI supports predictive analysis 
helping security teams anticipate potential threats 
before they occur and proactively strengthen their 
defenses. 
 

An exploit is a piece of code or technique that 
takes advantage of vulnerability in a system. Once 
vulnerability is discovered, the information can be 
used by the finder or share with other to develop an 
exploit. The exploit is then used to attack   vulnerable 
systems, enabling malicious actions such as gaining 
unauthorized access, stealing data or disrupting of 
operations.  
 

Exploit code is specially crafted software 
designed to leverage a known vulnerability in a system 
and allow an attacker to execute unauthorized actions. 
In modern Cyber Security Machine Learning models 
can be trained on large and diverse data sets to detect 
attacks and identify anomalies that may indicate 
previously unseen threats. Advanced techniques such 
as deep learning, further enhance this capability by 
learning complex patterns; Additionally, Natural 
Language Processing (NLP) enable security systems 
to analyze logs, reports and threat intelligence written 
in human language together these AI technologies 
significantly improve the accuracy and speed of threat 
detection.  
 

With the rapid growth of communication 
technologies and the increasing reliance on digital 
services, maintaining a secure and reliable Network 
infrastructure has become a critical requirement. 
Network traffic monitoring plays a vital role in 
ensuring service quality, detecting anomalies and 
preventing potential cyber threats. Continuous 
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observation of traffic patterns enables   network 
administrators to identify abnormal behavior that may 
indicate malicious activities such as attacks, intrusions 
or system misuse [1] key network performance 
indicators such as bandwidth, latency, Response time 
and jitter provide essential insights in to network 
conditions and overall system performance. 
Significant deviations in these metrics often reflect 
congestion configuration issues, or security incidents 
for instance, abnormal increases in latency and jitter 
may signal denial-of service attacks, while unusual 
bandwidth consumption can indicate unauthorized 
data transfer or malware activity [2]  traditional traffic 
analysis techniques, including port-based and payload 
–based methods, have limitations in modern  networks 
due to dynamic port usage and widespread encryption 
consequently machine learning approaches ,have 
emerged as effective solutions for analyzing complex 
traffic patterns, and identifying hidden threats. By 
learning from historical data, these techniques can 
accurately distinguish between normal and abnormal 
network behavior, thereby enhancing cyber security 
capabilities [3] tool such as wire shark enable the 
capture of real-time network traffic, while data mining 
platforms like WEKA provide a wide arrange of 
machine learning algorithms for classification and 
predictive analysis. These tools facilitate the 
development of intelligent monitoring systems 
capable of detecting performance degradation and 
potential security threats [4] therefore analyzing 
network performance metrics as indicators of 
abnormal behavior represents a promising approach 
for proactive Cyber security management. Such 
analysis supports early heart detection, improves 
network reliability and assists decision-maker in 
maintaining secure and efficient communication 
systems. 
 

This study focuses on monitoring network 
traffic using band width latency, response time, and 
Jitter as primary indicators to evaluate network 
conditions and detect abnormal behaviors. According 
to International Telecommunication Union (ITU) 
maintaining stable latency and minimal Jitter is critical 
for real time services including voice and video 
communications. Similarly, studies published by the 
IEEE high light the integration of machine learning 
techniques with network performance metrics to 
improve predictive threat detection and automated 
decision-making processes. Therefore, monitoring 

network traffic using band width latency, response 
time and Jitter provides a comprehensive framework 
for assessing network health and identifying potential 
security risks.   
 

This research focuses on analyzing these 
performance indicators to support proactive network 
management and strengthen cyber security 
infrastructure through data driven methodologies. 
 
1.1 Problem Statement:  

Modern networks face increasing challenges 
in maintaining optimal QOS (latency, bandwidth, 
Jitter, and response time) under evolving cyber threats, 
while existing solutions lack both adaptability and 
interpretability therefore, there is a need for an 
explainable hybrid machine learning approach that 
can autonomously optimize QOS and enhance cyber 
security through transparent and intelligent decision -
making.  
 
1.2 Research Questions:  

1. How can explainable hybrid machine learning 
architectures effectively model and analyze 
large-scale, dynamic network traffic to detect 
sophisticated and evolving cyber threats?  

2. To what extend can these architectures 
generalize to identify zero - day attack while 
sustaining optimal QOS metrics (latency, 
bandwidth, and Jitter) under real world 
conditions?  

3. How do explain ability techniques influence 
the interpretability transparency, and 
operational trust of   AI driven cyber security 
systems?  

4. What is measurable impact of autonomous 
optimization mechanisms on enhancing 
network QOs and resilience in adversarial 
environments?  

 
1.3 Objective:  

A. To design an explainable hybrid machine 
learning framework for intelligent network 
QOS optimization in cyber security contexts. 

B. To evaluate the model’s capability in 
detecting both known and unknown (zero –
day) cyber threats.  

C. To assess the trade-off between model 
performance and explain ability.  
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D. To improve QOS parameters (latency, 
bandwidth and Jitter) through autonomous 
optimization techniques.  

 
2. Literature Review 

 
Machine Learning (ML) and Deep Learning 

(DL) have become indispensable in cyber security, 
offering robust tools for identifying and mitigating 
cyber threats traditional ML, approaches, such as 
decision trees, support vector machines (SVMS), and 
K-nearest neighbors, rely on feature engineering to 
detect patterns and anomalies in network traffic, 
system logs, and other data sources [13] these methods 
have been successfully deployed for intrusion 
detection system (IDSs) and malware classification. 
However, their reliance on manually engineered 
features and inability to scale to high dimensional data 
often limit their performance in real-world 
applications. 
 

Deep learning, on the other hand, provides an 
automated framework for feature extraction, enable 
models to learn complex representations from raw 
data. DL architectures, such as convolutional neural 
networks (CNNS) and recurrent neural networks 
(RNNs), have demonstrated superior performance in 
detecting threats like phishing attempts and advanced 
persistent threats (APTs) [14]. Moreover, hybrid 
models combining the strengths of different DL 
techniques have emerged, addressing diverse 
challenges in cyber security. These advancements are 
critical for processing the massive and continuously 
growing datasets typical in cyber security 
environments. 
 
Ahmed et al [15] (2018) highlighted the importance of 
performance – based traffic features in anomaly 
detection frameworks.  
Lippmann et al [16] (2000) introduced the DARPA 
intrusion detection evolution framework, which laid to 
foundation for traffic based detection.  
 
Moustafa and Slay (2015) developed the UNSW-
NB15 data set in cooperating modern network traffic 
features or intrusion analysis   
 
Kim et al [17] (2016) demonstrated the effectiveness 
of deep learning modes in detecting abnormal network 
traffic patterns.  

 
NIST describes intrusion detection systems as critical 
components of cyber security infrastructure.  
 
IEEE research publications emphasize anomaly 
detection using performance based metrics. ACM 
digital library studies demonstrate the effectives of 
supervised learning in network security.  
 
AI-yaSeen, Othman and AI-yassen [18] (2017) 
implemented a hybrid support vector machine (SVM) 
approach for intrusion detection, achieving higher 
accuracy than traditional signature based models.  
 
Vinay a Kumar et al [19] (2019) applied recurrent 
neural networks (RNNS) and Long Short-Term 
Memory (LSTM) models to detect anomalies in traffic 
flows demonstrating that deep learning can effectively 
capture temporal dependencies in complex data sets.     
 

In malware analysis, Raff et al [20] (2018) 
used neural networks architectures trained on raw 
binary data to distinguish between being and 
malicious files without manual feature extraction, 
showing significant improvements over classic 
features based methods.     
 

According to [5] high quality training data sets 
is required because reducing the large number of false 
alerts and increasing accuracy during the process of 
detecting unknown attack patterns remains unresolved 
problem. Unfortunately, the data set available have 
deficiencies, correlated data set and applicable to only 
DOS attack. [6], [7] and [8] evaluated machine 
learning –based intrusion detection systems using only 
a single attack type (e.g. DOS), to measure 
performance accuracy. However, these models against 
other and more recent attack types remains uncertain, 
and their performance tends to decline when exposed 
to diverse attack scenarios. Therefore, it is necessary 
to evaluate intrusion detection systems using multiple 
categories of attacks to abstain a more comprehensive 
and reliable assessment. The behavior of these models 
under varying attack conditions is not fully understood, 
particularly regarding their generalization capability 
across different environments to address this 
limitation, this study employs the recent CSE-CIC-
IDS2018 dataset, which provides a comprehensive 
and realistic  SDN environment .By synthesizing and 
analyzing existing research, this work situates itself 
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with in broader context of  intrusion 
detection ,emphasizing the need for innovative 
solutions to counter evolving cyber 
threats .Accordingly, this study establishes a 
foundation  for  exploring  the integration of SDN and 
IDS using machine learning techniques to enhance 
network security. 
 

In [9] the CIGIDS 2017 IDS data set was 
introduced. This data set consists of seven real-time 
attacks with 80 network traffic features. The random 
Forest Regress or features reducing algorithm was 
used to determine the best feature set for detecting 
each attack. Then seven ML classifiers were employed 
to evaluate the performance with these features. The 
results obtained show that Rand Forest has the highest 
accuracy and shortest execution time. Moreover, a 
comparison was made between the GIGDS 2017 data 
set and publicly available data set based on criteria for 
an ideal data set in [10]. It was concluded that none of 
the data set exceeded the criteria except GIGIDS 2017. 
 

In [11], the Random Tree, J48, Naïve Bayes, 
FM Decision table, Bayes Network, and MLP 
algorithms were evaluated using the KDDIDS data set. 
This data set consists of 19% benign instances 79% 
DOS attacks and 2% other attack. SQL server 2008 
was used to extract 148753 instances to train the 
model and 60000 instances for testing. The results 
obtained show that the Rand Forest classifier achieved 
the highest accuracy and the Smallest Root Square 
Error (RMSE) and False Positive Rate (FPR), RMSE 
is a measure of difference between the predicted and 
actual outcomes, and while FPR is the ratio of benign 
instances incorrectly classified as attacks the total 
number of benign instances. 
 

In [12], fifteen ML classification algorithm, 
namely Bayes Net, Naïve Bayes, Naive Bayes 
updateable naive Bayes Multinational text, logistic, 
simple logistic, voted perceptron, decision table, JRIP 
one R, zero Rm J48, Random tree and Random Forest 
were implemented. The NSL-KDD data set was 
considered using the data processing tool WEKA with 
10-fold cross-validation. The results obtained show 
that Random Tree has the lowest execution time and 
the highest accuracy. Research on machine learning 
classifiers shows that decision trees, Bayesian models, 
and support vector machines can effectively 
distinguish between normal and malicious traffic 

patterns. A study on network traffic analysis using 
WEKA demonstrate that decision tree algorithms such 
as C4.5 achieve high classification accuracy when 
applied to extracted traffic features. 
 
 
3. Methodology: 
 

In methodology using threat intelligence to the 
collection, processing and analysis of data to 
understand a threat actor’s motives, targets and attack 
methods transforms raw data into actionable insights 
to make informed, data driven decisions. 

 
3.1 Data Description 

The data set used in this study consists of 
network performance metrics. The metrics include 
Bandwidth, latency, response time and Jitter which 
represent fundamental indicators for evaluating 
network performance and detecting abnormal 
behavior. The data were collected in the form of 
numerical records where each record represents 
specific network state at a particular point in time. In 
addition, the data set include class attribute (Actual 
class) performance degradation or an early alert 
condition. 
 
Table 1: Data set description 

Item Describe Attribut
e Type 

Band 
width 

The maximum data transfer 
rate of the network during 
specific period Numeric 

Latency 
The time taken for a packet to 
travel from source to 
destination 

Numeric 

Response 
Time 

The total time between 
sending a request and 
receiving a reply 

Numeric 

Jitter 
The variation in packet delay 
over time Numeric 

Traffic 
Label 

Classification of network 
categorical state 
(Normal/attack) 

Nominal 

Time 
Stamp 

Time when the measurement 
was recorded Tempora

l 
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3-2 Selected Tool 
The framework implemented in this study is 

based on WEKA platform. WEKA is comprehensive 
data mining environment developed at the University 
of Waikato in New Zeeland, utilizing the JAVA 
programming language. It provides a robust set of 
machine learning capabilities designed for analyzing 
real- world datasets. The platform includes wide range 
of algorithms that support various data mining tasks 
such a data pre-processing, classification, regression, 
clustering, and association rule mining. Additionally, 
WEKA offers integrated visualization tools to 
facilitate data interpretation. Its open-source nature 
allows researchers to develop and customize new 
machine learning models efficiently under a general 
public license (21)    

 
3-3 Pre-processing  

Data pre-processing (22) represents a 
fundamental stage   in the data mining pipeline, as it 
directly influences the quality and reliability of 
subsequent analysis. This phase involves transforming 
raw data-  often stored in CSV format-in to a 
structured and analyzable from key operations (23), 
include handling missing value, eliminating 
inconsistencies, and converting data in to appropriate 
formats such as numerical and nominal attributes. 
Effective pre-  processing enhances data integrity and 
significantly improves the performance of machine 
learning models (24). 

 
3-4 Predictive Models 

Machine Learning techniques encompassing 
both supervised and unsupervised approaches, play 
avital role in the development of predictive systems. 
These models leverage historical data to extract 
meaningful patterns and correlations associated with 
cybersecurity threat. By learning from past behaviors 
predictive models can forecast potential risks and 
support proactive decision –making. furthermore, 
comparative evaluations against traditional 
approaches are typically conducted to assess 
improvement in detection accuracy and overall system 
performance (25).   

 
3-5 Comparative Analysis 

A comparative evaluation is conducted to 
analyze the performance differences   between 
traditional cyber security techniques and machine 
learning based approaches. This analysis focuses on 

key performance indicators including response time, 
detection accuracy, and resource utilization. The 
results highlight the effectiveness of AI-driven models 
in enhancing cybersecurity operations by improve 
detection capabilities and optimizing system 
efficiency. such comparisons provide deeper insights 
in to the advantages of integrating intelligent systems 
with in network security frameworks (26).   

 
3-6 Statistical Evaluations 

Statistical methods are employed to evaluate 
the performance and reliability of anomaly detection 
models, as well as the effectiveness of network 
optimization strategies (27). Key metrics such as false 
positive rates, latency improvement, and band width 
efficiency are analyzed to assess model accuracy and 
system performance. furthermore, graphical 
representations, including charts and plots, are utilized 
to clearly illustrate patterns, trends and overall 
outcomes, enabling a more comprehensive 
understanding of the results. 
 
 
4. Experiments and Results 

 
In this article, we will examine a comparative 

report on a data extraction technique used to forecast 
network detection threats using actual class from the 
bandwidth, responsible time, latency and Jitter of 
network traffic and then choose the most efficient 
classifier on the basis of these metrics. 
 
4-1 Evaluation Metrics: 

1. Accuracy: 
accuracy is defined as the proportion   of correctly 
classified instances with   in a given dataset. It 
evaluates the overall effectiveness of the model by 
measuring the agreement   between predicted and 
actual outcomes. 
  
2. Recall: 

Recall measures the models ability to 
correctly identify all relevant instances. Its 
calculated as the ratio of correct predicted 
positive instances to the total actual positive 
instances in the dataset. 
 

3. F-Measure(F1 Score): 
The F-measure, also known as the F-score, represents 
the harmonic mean of precision and recall. It provides 
a balanced evaluation of the models performance, 
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particularly when dealing with imbalanced datasets. 
The F-score ranges between 0 and 1, where higher 
values indicate better performance. 
 
4. Error Rate: 
The error rate represents acritical evaluation metric in 
machine learning and classification tasks, reflecting the 
models overall misclassification frequency. It provides 
direct measure of model reliability, where minimizing 
the error rate is essential for achieving robust and 
accurate predictive performance. 

 
4-2 Data Set: 

Cyber security full data is the name of the data 
set. This CSV file includes the following five elements 
(Band width, Latency, Response time, Jitter, Actual 
class) The following Figures demonstrate the 
performance of classification algorithms implemented 
using the WEKA tools, reflecting the network 
providers’ state at a specific time based on a dataset of 
1000 instances. 
 
 

 
 

Figure 1: Data set 
 

 
 
Figure 2: Result of a classification model generated by the 

Logistic Algorithm  

 
Figure 3: Result of a classification model generated by the 

Naïve Bayes Algorithm 
 
 

 
Figure 4: Result of a classification model generated by 

the SMO Algorithm 
 

 
Figure 5: Result of a classification model generated by 

the Random Tree Algorithm 
 

 
Figure 6: Result of a classification model generated by 

the IBK Algorithm 
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5. Results: 
 

Performance Evaluation of the proposed 
Model: This section evaluates the performance of the 
proposed network detection model using accuracy, 
precision, recall and F measure as performance 
metrics. The assessment was conducted with the cyber 
security data set in the WEKA application, utilizing 
Principal Component Analysis (PCA) for feature 
selection. Machine Learning classifiers including 
Random Tree, Naïve Bayes, IBK, SMO and Logistic 
Regression were tested and compared in this research. 
Figure (7) provides a visual representation of the 
evaluation outcomes across these metrics. 
 
Accuracy:  

The accuracy metric determines the fraction of 
correctly classified packets in the data set. It measures 
the classifier’s ability to identify Legitimate and 
Malicious traffic. Figure (7) illustrates the accuracy 
values for various algorithms. Random Tree achieves 
the highest accuracy at 99.8% slightly surfacing IBK 
which recorded 95.9%. Conversely, SMO 
demonstrated the lowest accuracy at 87.7%. The 
accuracy value for Naive Bayes and Logistic were 
94.8% and 87.9% respectively reflecting their 
moderate performance.  
 

 
Figure 7: Accuracy 

 
Precision:  

Precision evaluates the reliability of the model 
when identifying positive instances. Precision 
measures the proportion of correctly predicted 
positive instances among all instances predicted as 
positive by the model. As shown in Figure (8), 
Random Tree achieved precision values of 99.8% 
followed by IBK with 95.9% Naive Bayes and SMO 

achieved precision values of 94.3% and 87.7% 
respectively, while Logistic displayed the lowest 
precision at 86.7%   
 

 
Figure 8: Precision 

 
 
Recall:  

Recall measure the ability of classification 
model to correctly identify all relevant positive 
instances in the data set. Figure (9) highlights that 
Random Tree performed the best recall value, 
achieving a recall of 99.9% IBK followed closely with 
recall of 95.9%, Naive Bayes demonstrated recall 
values of 92.2% while Logistic and SMO exhibited the 
lowest recall value (87.7%) among a valuated 
algorithm.   
 

 
Figure 9: Recall 

 
F-measure:  

The F-measure represents the harmonic mean 
of precision and recall and is used to evaluate the 
balance between these two metrics in classification 
models. Figure (10) shows that the Random Tree 
algorithm achieved the highest F-measure value of 
99.8%. Followed by IBK with 95.9% while Naïve 
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Bayes scored 94.2%, Logistic regression and SMO 
recorded the lowest F-measure both at 87.7% 
 

 
Figure 10: F-measure 

   
From the performance results, show that 

Random Tree classifier outperformed the other 
models, achieving the highest scores across all 
evaluation metrics including Accuracy, Precision, 
Recall and F-measure. This indicates its strong 
capability and suitability for network intrusion 
detection tasks while the remaining algorithms 
exhibited comparatively lower and varying levels of 
effectiveness. 
 
Performance of classifiers 

This study analyzed the effectiveness of 
several machine learning classification algorithms, 
including IBK, Random Tree, Logistic Regression, 
SMO and Naïve Bayes for monitoring network 
performance using Quality of Service (QOS) 
parameters such as response time, latency, band width 
and Jitter. The experimental results showed that 
machine learning techniques can effectively classify 
network conditions and analyze network behavior 
based on these QOS metrics. Among the evaluated 
algorithms, Random Tree achieved the best 
classification performance with the highest accuracy, 
while IBK also demonstrated strong capability in 
identifying patterns in the data set. Logistic 
Regression and SMO produced stable and reliable 
results, whereas Naïve Bayes provided efficient 
performance with low computational complexity. 
 

Over all, the findings confirm that integrating 
machine learning algorithms with QOS parameters 
can significantly enhance intelligent network 
monitoring, improve performance evaluation, and 

support better decision-making for network 
optimization and management in modern 
communication systems. 
 

In addition to the Random Tree, other 
classifiers were evaluated, with their results presented 
in Table (2) and Figure (11). These visualizations 
highlight the comparative performance of various 
machine learning algorithms. The findings suggest 
that employing Random Tree can enhance intrusion 
detection efficiency in network detection multi-
controller models, providing both high accuracy and 
faster detection rates for intelligent network traffic 
management systems. 
 
Table 2: Comparison of different machine learning 

classification algorithms 

Algorith
m 

Accuracy Precision Recall 
F-

measu
re 

SMO 87.7 % 86.7 % 87.1 % 87.1 % 
Logistic 87.9 % 87.7 % 87.6 % 87.6 % 
Naïve 
Bayes 

94.8 % 94.3 % 94.2 % 94.2 % 

IBK 95.9 % 95.9 % 95.9 % 95.9 % 
Random 

Tree 
99.8 % 99.9 % 99.8 % 99.8 % 

 

 
Figure 11: comparison of various machine learning 

classification algorithms 
 
6. Conclusion:  
 

In conclusion, the experimental results 
obtained using WEKA environment demonstrates that 
the IBK classifier achieved identical values for 
Accuracy, Precision, Recall and F-measure. This 
convergence among evaluation metrics indicates a 
highly consistent and balanced classification 
performance, reflecting the model’s ability to maintain 
minimal and well distributed classification errors. 
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Such stability highlights the effectiveness of the IBK 
algorithm in capturing the intrinsic structure of the 
data set and producing reliable predictive outcomes. 
 
In the context of intelligent network monitoring, the 
classifier showed a strong capability to analyze 
network performance indicators, including response 
time, latency, band width and Jitter. These results 
confirm the robustness of the model in identifying 
network performance patterns and supporting accurate 
classification of network conditions. Therefore, the 
IBK classifier represents a reliable approach for 
enhancing data – driven network monitoring and 
performance evaluation system. Future work may 
focus on integrating additional machine learning 
techniques and larger datasets to further improve 
prediction accuracy and extend the applicability of 
intelligent models for advanced network performance 
analysis and adaptive network management. 
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