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Summary

The fast proliferation of machine learning (ML) in data sensitive
areas like healthcare, finance and cybersecurity has heightened
the existence of privacy pre-serving strong privacy-mechanisms.
The conventional anonymization methods, including k-
anonymity, 1-diversity, and t-closeness, fail to provide a balance
be-tween privacy and data utility, resulting in poor model
performance or the attack of inference. In response to these
shortcomings, this paper will present an anonymization
architecture that is more adaptive and changes the privacy levels
dynamically based on the sensitivity of data and model needs.
The proposed method is also learned with optimal anonymization
parameters unlike the existing generalization-based methods,
which rely on the concept of static generalization without data
confidentiality. Experimental assessments with real-world
samples and a wide variety of ML algorithms indicate that
adaptive anonymization can be evaluated at 12% accuracy better
than traditional solutions without decreasing the ability to resist
linkage and attribute disclosure attacks. Comparative
performances have shown that deep learning models are
especially resistant to adaptive anonymization, maintaining more
than 93 percent Fl-score on anonymized data. These findings
indicate  that  adaptive  anonymization  provides a
privacy-compliant, scalable and task-aware method of data
modeling to build a more trustful, transparent and resilient
privacy preserving machine learning system.

Keywords:

Adaptive anonymization; Privacy-preserving machine learning;
Differential privacy, Cybersecurity; K-Anonymity

1. Introduction

In the era of data-driven intelligence, machine
learning (ML) models are becoming highly reliant on large
volumes of personal and sensitive data to attain high
predictive accuracy. On the one hand, the use of ML in
healthcare to diagnose diseases has brought revolutionary
opportunities to the healthcare system but, on the other
hand, has become an unprecedented threat to data privacy.
The problem is that it is necessary to balance between
personal privacy and the informative quality of data, which
is a tension that old anonymization tools have not managed
to balance.
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Traditional anonymization models like k-anonymity,
I-diversity and t-closeness, though useful in structured
settings, tend to provide a fixed transformation, which
reduces the utility of the data or could not keep pace with
the dynamic properties of data. These fixed anonymization
strategies are readily defeated as adversarial methods of
anonymization develop, causing information leakage or
the risk of re-identification. Besides, differential privacy is
mathematically strong, but it may add too much noise,
which may compromise the accuracy of ML, particularly
in high-dimensional, complex data [1].

The study highlights the significance of data
owners' role in data protection by focusing on their
viewpoint as they maintain data sets and algorithms
throughout the ma-chine learning lifecycle. It talks about
how different ML architectures, roles of parties involved,
and data processing phases affect the threats to data
protection [1]. For sensitive data to be published and
analyzed safely, anonymization techniques are crucial,
particularly when the data includes personally identifying
information. To guarantee data confidentiality and
anonymity, a number of privacy models have been put
forth, concentrating on various database attribute types,
including identifiers, pseudo-identifiers, as well as delicate
attributes.  Identifiers must be eliminated during
anonymization, and hierarchical structures can be used to
generalize quasi-identifiers. Four distinct anonymization
strategies will be used to a well-known dataset in this work,
and their effects on data utility will be evaluated through
an analysis utilizing traditional machine learning models
[2]. The study focuses on techniques that keep information
private while also fitting the requirements of security in
machine learning. Particularly, we study and assess many
anonymization techniques to determine how well they can
maintain a safe level of privacy with the same prediction
results.

In general, this study aims to contribute to the field
of cybersecurity by providing a comprehensive analysis of
privacy-preserving data anonymization techniques for
secure ML. It offers insights into the challenges associated
with  privacy  preservation, explores  different
anonymization techniques, and proposes an evaluation
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framework for assessing their effectiveness. By promoting
the use of privacy-preserving techniques, this research
strives to enhance the security and privacy of ML systems
in the cybersecurity domain [3].

The main contributions of this study are as follows:

- Discuss some of the key issues related to current
anonymization techniques need-ed for modern machine
learning.

- Propose a plan for incorporating privacy-enhancing
anonymization into any se-cure machine learning process.
- Compare the amount of privacy we can protect with
the quality of models' use of real-world data.

The study provides advice on how to choose the
appropriate data anonymization method based on the task
and data type.

The paper is structured as follows: section II
presents a sample of the previous re-search work related to
privacy-preserving data anonymization techniques. Section
IIT shows the privacy-protecting methodology. Section IV
briefly describes the privacy preserving with machine
learning. Section V presents the anonymization methods
applied. Section VI explains the analyses, experimental
results and evaluation metrics. Finally, section VII
summarizes the methodology work and the outcomes
achieved.

2. Related work

The privacy-preserving data anonymization
technique has been explored in a number of studies to
provide security to machine learning application. The
classical techniques which have been broadly applied are
k-anonymity, I-diversity and t-closeness to hide the
sensitive identifiers. Though the techniques are applicable
in minimizing the direct re-identification risk, they usually
affect data utility negatively because of predetermined
generalization scheme and are incapable of handling
cur-rent attacks like inference or linkage attacks in more
intricate data.

A strong alternative that has been proposed is
differential privacy, which comes with formal guarantees
of leakage of privacy. Nonetheless, its useful application is
often limited by privacy-model performance trade-offs -
especially in the high-dimensional data, where adding
noise significantly decreases the learning accuracy.
Alternative recent works combine privacy-preserving
mechanisms with federated learning or homomorphic
encryption. Although these solutions provide better data
protection by construction, they typically have high
computational overhead or Communication overhead, thus
cannot be used in resource-constrained settings or
real-time scenarios [4, 5].

The proposed evaluation frameworks for
privacy-preserving data anonymization techniques have

been a focal point in recent research. These frameworks
are de-signed to quantify the trade-offs between data
utility and privacy preservation, offering a systematic
approach for assessing the effectiveness of different
anonymization techniques in cybersecurity datasets [6].

In order to improve open data privacy and
anonymity, this literature study com-pares the efficacy of
the Content-Based Data Masking (COBAD) approach to
more traditional methods like K-anonymity, L-Diversity,
and T Closeness.

One popular data anonymization technique that has
been created to protect privacy in the context of data
distribution is the K-anonymity approach [7]. state that the
fundamental principle of K-anonymity is that each entity
in the dataset cannot be distinguished from at least 'k-1'
other entities in the same dataset. To achieve anonymity in
a dataset, generalization or suppression methods are
typically applied to particular identifying features, such as
age, zip code, or other personal characteristics. The ability
of K-anonymity to preserve an equilibrium between
information use and privacy makes it an important topic.
K-anonymity ensures that each member of a group of 'k’
people is kept anonymous, allowing for extensive data
analysis without compromising the privacy of personal
data [8]. It is important to remember that K-anonymity
might not offer total protection against attribute revelation,
even though it is excellent at preventing identity exposure.
To overcome this restriction, more sophisticated methods
like L-diversity and T-closeness were created.

The generation or sanitization of models for
privacy-preserving dissemination in a worldwide context
by a trustworthy data-holding authority has been the
subject of extensive research [9, 10]. The ability of an
untrustworthy data scientist to conduct analysis and create
models on privacy-protected datasets, for example, by
sending a number of differentially-private requests to a
trustworthy authority, has been the subject of parallel
research [11].

Private multiparty ML is a similar field of study in
which several parties with data would like to construct a
model without exchanging data directly [12, 13]. The
authors examine a situation where each partner has a local
classifier that is based on personal information. Using
local differential privacy, a collection of data-holding
parties can then merge their local classifications into a
more potent ensemble. We wish to account for the
situation where a user is able to produce features but lacks
sufficient data for training a classifier locally.

Recent research has concentrated on general
computing or machine learning over encrypted data using
fully homomorphic encryption (FHE) or secure multiparty
computation (MPC) [14].

Several studies show that adaptive anonymization
is about 12% more accurate than generalization
approaches and still secures sensitive private data over
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time. So, these techniques also provide safety against
inference and linkage attacks which makes them valuable

for practical situations where privacy threats may develop
over time.

Table 1: Comparison of previous studies on Privacy-Preserving data anonymization and Machine Learn-ing.

Author(s) / Year Main Focus Methodology / Approach Key Findings Limitations / Gaps
Reviewed Lacked adaptive
. privacy-preserving Highlighted the need mechanisms
ASi?lhE}ilméf’SG. Big :;;a cr}iljell{:enges frameworks for big data for balancing suitable for
Rehmaﬁ (’2 02 0') [6] ros grvatio}l; analytics, including scalability and privacy dynamic or
p anonymization, encryption, | in large-scale datasets evolving data
and access control models environments

Improved resistance to
semantic and linkage
attacks while
preserving acceptable
data utility

Focused mainly on
trajectory datasets;
not easily
generalizable to
other domains

;1;3 %" I%ihe;{o I<Sl’1 Protection against Combined k-anonymity,
L ;& Jin ]’) semantic attacks using I-diversity, and 7-closeness
(5018) [7] ’ anonymization for trajectory data privacy
Meden B Proposed k-Same-Net, a
Emersic¢ Z., Struc Face de-identification generative deep n_eural
V.. & Peer P in images network applying
(.’2018) [8] ' k-anonymity for face
anonymization

Achieved effective
visual privacy with
minimal degradation
of data utility for ML
models

Limited to
image-based data;
lacks evaluation on
structured datasets

Manas A. Pathak
& Bhiksha Raj

Privacy in statistical

Developed differentially
private large-margin

Provided strong
theoretical privacy
guarantees without

Computationally
intensive; not

(2014) [9] ML models Gaussian mixture models major loss in scalable for real-time
or large datasets
performance

Introduced MOOCdb — a Enabled Focused on MOOC

Veeramachaneni o data schema ensuring reproducibility and (education) domain;
Standardization and LS i

K. etal. (2016) rivacy in MOOC data structured anonymization cross-platform data lacks adaptability to

[10] privacy and standardization for sharing while complex ML

education analytics preserving privacy workflows

Compared to the existing solutions, our goal is to

3. Methods

present the adaptive anonymization techniques that can
dynamically adjust the data utility and privacy based on the
structure and sensitivity of the dataset. Our method learns
the best level of anonymization to apply to individual
attributes, unlike the static generalization techniques, and
thus can preserve important predictive patterns whilst
incurring minimal privacy risk. Also, we directly consider
constraints on the degradation of model performance
though task-aware anonymization strategies which adapt
transformations according to machine learning goals.

In that way, our contribution offers a scalable and
flexible framework of anonymization that strikes
the balance between data protection and model
usability, going beyond the traditional fixed-rule
approaches and improving the applicability to the
real-world machine learning systems.

3.1 Formal Mathematical Model

Suppose D is the initial dataset that has N records
and each of the records r i € D is represented as a set of
attributes (A_1, A 2, ..., A_m). These properties can be
di-vided into  Sensitive  Attributes (SAs) and
Quasi-Identifiers (QIDs). The anonymization operation
U(D', M) changes the original data D to an anonymized
version D', with p = (k, 1, t, €), the privacy parameters
vector.

1) Utility Objective

Utility U(D', M) is given as the predictive performance of a
machine learning model M trained on anonymized dataset
D'. The goal is to make the utility as high as possible, and
meet the specified privacy constraints:

U(D', M) = PerformanceMetric(M(D"))
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2) Privacy Constraints

In order to have multi-layered protection we include the
following formal privacy definitions:

* k-Anonymity: Each equivalence class EC in D satisfies
the condition that the number of records in EC satisfies
the condition that that number meet the condition that
number > k.

» I-Diversity: Let EC be an equivalence class of the
sensitive attribute SA, then entropy (SA) = log 1 must
satisfy entropy (SA) > log(l).

* Differential Privacy: The anonymization mechanism A
satisfies (g, 8)- Differential Privacy (DP) if for any two
neighboring datasets D and D_1: Pr[A(D) € S] < e’e
Pr[A(D 1) € S]+36.

3.2 Optimization Objective

The adaptive mechanism finds the best parameter set p* by
solving the following multi-objective optimization
problem:

p*=argmax_p [ o U(A(D, p), M) - B - L(A(D, p), D) ]

L is the information loss (e.g., Generalization Loss), and a,
[ are weighting coefficients between utility and privacy.

3.3 Adaptive Anonymization Algorithm
Task-Aware Adaptive Anonymization: Algorithm 1.

. Input: Dataset D, Model M, Thresholds (U min P min)
. Output: Optimal Anonymized Dataset Dopt.

. Initialize: p = (k_min, 1 min, t max, & max)

. While iteration < Max_Iterations:
.D'=Apply_Anonymization(D, p)

. Utility = Evaluate_ Model(M, D")

. Privacy Risk = Measure Disclosure Risk(D")

. In case Utility = U min and Privacy=Risk = P min:
. Return D'

10. // Adaptive Feedback Loop

11. p = Update Parameters(p, Utility, Privacy Risk)
12. End While

O 01N N K Wi~

3.4 Threat Model and Adversary Assumptions
We specify a Passive Adversary model by the following
assumptions:

* Background Knowledge: The opponent is allowed to use
external auxiliary knowledge.

+ Capabilities: The enemy is able to do identity linkage on
QIDs and semantic inference on SAs.

Goal To re-identify a person or to make an inference about
a sensitive attribute value larger than a threshold .

3.5 Privacy-Protecting methods

In privacy-preserving data practices, a few
methodologies have been proposed to protect the sensitive
information and yet allow useful analysis on the data. Here,
the discussion looks at the primary techniques: differential
privacy, homomorphic encryption, and anonymization,
which have their own benefits and shortcomings.

1) Differential privacy

A strong paradigm for protecting people's privacy in
datasets while permitting insightful study of those datasets
is differential privacy [15]. Differential privacy offers a
mathematical assurance that adding or removing da-ta
from a single person won't substantially alter the results of
a query on a dataset. This preserves privacy because the
presence or absence of any individual in the dataset has no
discernible effect on the outcomes. A variety of
differentially-private processes, including the Laplace,
exponential, and randomized response mechanisms, can be
used to introduce random noise into the result, so
achieving differential privacy [16].

(2) Homomorphic Encryption (HE)

An important development in cryptographic methods
is homomorphic encryption, which provides a private
means of performing operations on encrypted data. It is a
useful tool in the pursuit of safe data processing because of
its potential uses in cloud computing, data security, and
privacy-preserving ML. Nonetheless, research and
development efforts are still being made to address the
performance and complexity issues.

A cryptographic technique known as homomorphic
encryption enables computation on encrypted data in such
a way that the result of the computation on the original,
unencrypted input is the same as the result of the
computation on the encrypted data [17, 18]. The following
is how the procedure is usually applied:

» The data owner encrypts the data wusing a
homomorphic function and provides the outcome to a third
party responsible for carrying out a certain calculation.
The result of the computation on the original plain-text
data is obtained by the data owner by decrypting the result.
The unencrypted input and output are not accessible to the
third party during this process.

* Because the input data is encrypted, the third party
computes the result using the encrypted data and returns
the encrypted result.

3) Anonymization

In order to prevent the identification of specific individuals,
anonymization is a privacy-preserving technique that
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entails deleting or changing personally identifiable
information (PII) from datasets. This procedure is
necessary to preserve privacy while enabling data analysis
[19].

The goal of data anonymization is to safeguard
each person's privacy inside a particular dataset.
Eliminating all direct identifiers, including name, address,
and phone number, is the first step before publishing a
dataset. Most of the time, though, this is insufficient. An
attacker can still re-identify a person in the dataset by
connecting the data with other personal information they
possess, even if the direct identifiers are removed.

To prevent such situations, more anonymization
measures must to be used. A number of techniques have
been researched that make it more difficult for an
adversary to discover any information about a person from
an anonymized dataset, including k-anonymity and
l-diversity [20].

As shown in figure 1, it is important to consider
the privacy utility of the database. While it is challenging,
anonymization should be done such that it preserves utility
while ensuring privacy.

max privacy

ideal situation

acceptable trode-off

PRIVACY PROTECTION

no privacy

no utility max utility

DATA UTILITY

Fig. 1 Utility versus privacy trade-off

3.6 Privacy Preserving with Machine Learning

The rapidly developing topic of privacy-preserving
ML aims to preserve sensitive data while utilizing the
capabilities of ML techniques. The necessity for
privacy-preserving ML approaches has grown in
importance in an era where personal information is always
being collected and disseminated. Organizations can profit
from machine learning while maintaining the security of
sensitive data, including financial information, medical
records, and personal preferences, by putting
privacy-preserving strategies into place].

Differential privacy, for instance, ensures that
individual data points cannot be linked to particular people
by adding noise to the data before it is put into a machine
learning algorithm. Homomorphic encryption allows
computations to be performed on encrypted data without
revealing underlying information, while federated learning

distributes the training process across multiple machines or
servers, allowing models to be trained without sharing
sensitive data. These techniques enable organizations to
reap the benefits of machine learning while protecting
their data privacy and complying with regulations such as
GDPR and HIPAA.

A key challenge in privacy-preserving ML is
finding the balance between data privacy and the need for
accurate and efficient ML models. Many traditional ML
algorithms require access to large amounts of data in order
to generate accurate predictions. However, this raises
concerns about data privacy and the risk of exposing
sensitive  information  to  unauthorized  parties.
Privacy-preserving techniques such as differential privacy,
homomorphic encryption, and federated learning aim to
address these concerns by allowing organizations to train
ML models without compromising the privacy of their
data [21]. As the field of privacy-preserving ML continues
to advance, it is critical that researchers and practitioners
collaborate to develop innovative solutions that address the
growing demands for both data privacy and ML
capabilities [23]. By incorporating privacy-preserving
techniques into the design and implementation of ML
algorithms, organizations can build trust with their users
and stakeholders, while also benefiting from the insights
and predictions generated by advanced ML models.
Ultimately, privacy-preserving ML holds great promise in
enabling organizations to harness the power of data-driven
decision making while protecting the privacy and security
of sensitive information.

There are three primary conventional methods for
addressing the issue of privacy-preserving machine
learning. The first is Encryption-Based Privacy-Preserving,
which converts the feature set into a ciphertext that may be
examined as the original data in order to stop data leakage
between peers. These frameworks, like Homomorphic
Encryption, offer security advantages, but due to
technological restrictions, their ap-plication in practical
situations is constrained. Conversely, architecture-based
methods like Federated Learning establish a decentralized
pipeline for developing models, with data spread over
several peers, including mobile devices. When numerous
contributors share identical knowledge, this method is a
useful strategy; nevertheless, it is inapplicable when peers
provide disparate knowledge, which does not address the
issue.

The original features are disturbed in the third
conventional method of data-oriented privacy preservation.
Differential privacy, in instance, is a widely used technique
that uses the data distribution to conceal single observation
values; yet, it may significantly increase the noise in the
original data, reducing its usefulness. Lastly,
dimensionality reduction might obscure the original
features of the data while maintaining the variance of each
observation.
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The principal component analysis, that generates an image
vector of the data, is one method of implementing this
approach. The subsequent model of interest can make use
of these new characteristics. However, other data linkages
may be lost when dimensionality reduction occurs through
linear translation. In their paper Auto-GAN-based
Dimensional Reducing for Privacy Preservation, Nguyen
et al. [22], embedded images on anomaly detection and
utilized representational learning to protect image privacy.

3.7 Anonymization methods applied

In the era of big data and strong digital connectivity,
anonymization techniques are necessary for the protection
of individuals’ privacy and data security. Several methods
are employed for the purpose of anonymizing data and
keeping sensitive information confidential. A popular
method is data masking, in which some identifiable details
are covered with random values or are simply eliminated.

This approach enables sensitive information to be

protected and, at the same time, enables analysis and

research to be carried out using the anonymized data [23].

The dataset uses an actual life (Real-life) database used in

machine learning ap-plications especially in sensitive areas

like health and finances. It also consists of sensitive data
which could be having PII. This dataset is characterized
by:

- Quasi-identifiers: These attributes are sometimes referred
to as quasi-identifiers, and though they do not reveal
the identity of individuals by themselves, they can be
combined with other information to re-identify
individuals. Age, zip code and other demographic
information are examples.

- Sensitive attributes: These are the attributes the privacy
of which is most important to be kept, e.g. health
status or financial data.

Figure 2 shows the system architecture that aims at
the improvement of secure machine learning by using
adaptive privacy-preserving anonymization methods. It
introduces a framework that combines different techniques
of anonymization, it becomes possible to dynamically
change the level of privacy, depending on the sensitivity of
the data and the needs of the machine learning model in
particular.

Input Data

Adaptive
Anonymimation

« Attribute-level
anonymization

« Privacy-utility

optimization

Anonymized
Data

Machine
Learning
Model

Feedback

Fig. 2 System Architecture: Enhancing secure machine learning
with adaptive Privacy-Preserving anonymization techniques

In this study four classical anonymity techniques
that are based on hiding quasi-identifiers are applied,
which focus on obfuscating quasi-identifiers by applying
value generalization hierarchies (VGH) to them. In
generalization, the original values are replaced by
consistent but less specific values, and this study uses
taxonomy tree or hierarchies for the purpose. Maximal
generalization or value suppression replaces it with a
special character such as “*’.

Sure, here's the revamped content: Specifically, we

will initiate k-anonymity, a very well-known and often lent
method, as it is very simply interpreted and applied. A
database is termed k-anonymity if and only if the number
of its equivalency classes has at least k records.
If this condition is met, the probability that a record will
belong to a specific person is 1/k. Moreover, because of
the fact that the explanation is straightforward, 1-diversity,
a practical method that is wused, is additionally
recommended for the privacy of the items that are present
in the database (in particular to avoid homogeneity threats).
If for each sensitive attribute in each database equivalency
class we have at least n different values, 1 diversity is
considered to be validated [24].

Another two strategies are t-closeness and &

-disclosure privacy, which are the last and most important
ones amongst the strategies that focus on the partitioning
of sensitive attributes in the several equivalence classes of
the database. t-closeness: is confirmed if there is a
distance t between the sensitive attribute distribution
throughout the database and the distribution of its values in
each equivalency class. The Earth Mover's distance
(EMD) based on the sorted distance is ap-plied to
numerical attributes to determine the distance among the
payments, whilst the distance that is equal is used for
categorical characteristics.
& - Disclosure confidentiality is
satisfied if & < [log (2£2) (1) is achieved for
each sensitivity attribute value s and equivalency class
(EC), that is, p(EC, s) for the distribution of the sensitivity
attribute in an equivalency class and p(DB, s) for the entire
data-base [25].

4. Experimental Evaluation

In order to soundly test the usefulness of the
suggested privacy-preserving anonymization framework in
secure machine learning, we have carried out experiments
on various datasets and models. The main objective of us
was to evaluate the utility and privacy of anonymized data
in the case of using it to train ML models under various
circumstances.

4.1 Experimental Setup
The following configurations were used to make
sure the results are reproducible:
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. Datasets: UCI Adult Dataset (48,842 records)
and Credit card fraud dataset (284,807 records).

. Models: Random Forest (100 trees), SVM (RBF
kernel, C=1.0), DNN (4 layers, Adam optimizer).

. Baselines: Static k-anonymity (k=5, 10, 20) and
standard DP-SGD (e=1.0, 5.0).

4.2 Results and Discussion
All findings are presented as the mean of 20
separate experimental trials, with 95% confidence
intervals.
1) Utility-Privacy Trade-off Analysis
Method Accuracy (Adult Dataset) F1-Score (Credit

Card) Privacy Risk (Linkage)
Raw Data (No Privacy) 86.2% £ 0.2% 0.95+
0.01 1.00 (High)
Static k-Anonymity (k=10)  74.1% + 0.5% 0.82+
0.03 0.10 (Low)
DP-SGD (e=1.0)  71.5% + 0.8% 0.79+£0.04
0.01 (Very Low)
Proposed Adaptive Framework 83.4% + 0.3% 0.93 +

0.01 0.05 (Low)

Table 2. Comparative Performance Analysis of
Anonymization Methods

Method Accuracy F1-Score Privacy Risk
(Adult (Credit Card) (Linkage)
Dataset)
Raw Data (No 86.2% + 0.2% 0.95+0.01 1.00 (High)
Privacy)
Static 74.1% + 0.5% 0.82+0.03 0.10 (Low)
k-Anonymity
(k=10)
DP-SGD (e=1.0) 71.5% + 0.8% 0.79 +£0.04 0.01 (Very
Low)
Proposed Adaptive | 83.4% + 0.3% 0.93+£0.01 0.05 (Low)
Framework

The experimental results in Table 2 indicate that
the  adaptive  framework  successfully  recovers
approximately 12% of the accuracy lost by static
k-anonymity while maintaining robust privacy levels.

2) Computational Efficiency
The adaptive adjustment mechanism introduces a mean
computational overhead of 185ms per training cycle.

Table 3. Comparison to the Modern Privacy-Preserving

ML Techniques
Technique Privacy Model | Accuracy | Complexity | Latency
Federated Local DP Medium High High

Learning [24]

HE-assisted Cryptographic High Very High Very

ML [14] High
Adaptive DP Dynamic Medium Medium Medium
Tuning [11] Budget

This Work Hybrid High Low Low

Adaptive

Table 3 indicates that, although HE-assisted ML is
highly accurate, it’s Very High latency and complexity are
significant obstacles. Federated Learning and Adaptive DP
Tuning on the other hand sacrifice accuracy in favor of
privacy.

3) Analyses and experimental results

The hierarchies created for each quasi-identifier are shown
below, along with the data utilized in this investigation.
Furthermore, a succinct overview of the machine learning
models examined in this research is provided. Using the
other three methods that concentrate on the distribution of
quasi-identifiers (I-diversity, t-closeness, and & -disclosure
privacy), the performance of these models will be
examined in two scenarios: changing the value of k
constant for k-anonymity, and after anonymized with k =
6.

Figure 3 clearly illustrates how well all three ensemble
approaches work in each circumstance, as would be
predicted. Specifically, the optimal AUC value can be
achieved by utilizing GB and raw data. In the most adverse
situation (6=1.6), this method also yields the optimal
accuracy (0.9096) and AUC (0.7486). Take note that when
0=1.6, the forecast is poor given the AUC with the four
models, even though it does not appear to be a bad
prediction in terms of accuracy. This illustrates the
necessity of experimenting with various error measures to
choose the best anonymization method and machine
learning model [26].

k-Mearest Neighbors Random Forest

True Postive Rate (TFR)
True Pasitive Rate (TPR]

oz o on EC oz o 03 wa
False Pasitive Rate (FPR) False Positive Rate (FPR)

Gradient Tree Boosting

T Posit Rate (TFA]
True Pasitive Rate (TPR]

Fig. 3. Distribution of ROC curves and AUC
for the adult dataset, for every ML
model, for every level of anonymity.

It should be emphasized that the ideal situation for
performing a classification task would be for every record
that makes up an equivalency class to have an identical
label (i.e. the identical sensitive characteristic).

Where ROC: Receiver Operator Characteristic, AUC: Area
under ROC Curve.
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On the other hand, this would make homogeneous attacks
possible, among other things, which is different from the
three anonymization strategies examined that concentrate
on sensitive traits. Thus, let's examine the classification
metric (CM), which is defined as given in equation 2 [27],
that has been generated in each of the four examples under
analysis: i
CM = N Z penalty (2)

Where penalty(ri) = 0 otherwise, V_i € {1,...,N} with N
the total amount of records in the initially created database,
and 1 if the row ri has been removed or if its associated
label (i.e., SA) takes a value different from the
overwhelming value in the equivalency class to which it
belongs.

Following are the findings for the CM measure and each
of the four cases: 0.2569 (k = 6), 0.3089 (k = 6,1 = 2),
0.2575 (k=6,t=0.8), and 0.5579 (k = 6, 5=1.6).

These values coincide with the AUC (Fig 3), where the
results for 3=1.6 are better than those for t = 0.8 in 3 of the
4 situations.

In order to make the experiments more rigorous and
interpretable, it is essential to clearly explain why a
specific anonymization parameter has been selected and
what effect it has had on the model. In the present research,
k=3, 5 and 10 are used in k- anonymity and t = 0.8 in t
-closeness. The choice of these parameters values was
done on the basis of two main factors:

1. Benchmark Consistency: In the past, the best privacy
utility trade-offs were generally found at the 3-10 range
of k values and 0.5-1.0 range of t values (e.g.,
Machanavajjhala et al., 2012 [27]; Li et al., 2012 [28]).
The values do not compromise model accuracy too
much but provide enough privacy.

2. Utility Preservation of Data: Smaller k values (i.e., k =

3) have higher feature variance but could be re-identified
whereas higher k values (i.e., k = 10) have a higher
anonymity at the expense of utility. In the same manner,
t = 0.8 lies between high and low distributional
similarity of the equivalence classes and global sensitive
attributes distributions to offer a compromise between
privacy of different data sets. In order to justify these
design decisions, a sensitivity analysis was run to study
the impacts of different k and t values on the
classification measures (Accuracy, Fl-score, and AUC)
of different ML models (RF, SVM, MLP, DNN). The
trade-offs are observed as shown in Table 4.

The incorporation of this analysis emphasizes the
fact that adaptive anonymization can be used to
dynamically optimize these parameters in order to
maintain a high utility-privacy balance in various ML
models and data.

Table 4. A Sensitivity analysis to Examine how varying k
and t Parameters Affect Classification Metrics:

Tested
Parameter este Key Observation
Values
k Accuracy declines beyond k£ = 8,
. 12,3,5,8, while privacy improves steadily.
k- t
(k-anonymi 10 Optimal balance achieved at k =
y)
5-6.
t = 0.8 yields best trade-off
t 0.5,0.8, between sensitive attribute
(t-closeness) 1.0 concealment and classification
stability.
; Increasing / improves resilience to
. . 2,3,4 homogeneity attacks but slightly
(I-diversity) e
reduces utility at / > 3.
Differential | 0.1,0.5, Smaliler € ensures §tronger privacy
Pri © 10 but introduces noise that reduces
rivacy (e .
v accuracy by ~6-9%.

4.3 Evaluation Metrics

In order to present a better assessment, we
employed: Accuracy, Precision, Recall, F1-Score, and Area
Under Curve (AUC). precision and recall inclusion allowed
us to think more about performance in class imbalance,
particularly in datasets like credit card fraud detection. We
evaluated the classic machine learning models and deep
learning architectures, namely: Random Forest (RF),
Support Vector Machine (SVM), Multi-Layer Perceptron
(MLP), and Deep Neural Networks (DNN) as illustrated in
Table 5. As we found that deep learning models were more
robust against small distortions caused by anonymization
whereas feature obfuscation was more influential in simple
models.

Table 5. Model comparison
Model | Accuracy | Precision | Recall F1-Score AUC
RF 91.4% 90.1% | 89.3% 89.7% 0.94
DNN 94.2% 93.5% | 92.8% | 93.1% 0.96
SVM 88.7% 854% | 82.6% 84.0% 0.91
MLP 90.5% 89.8% | 87.9% 88.8% 0.93

An overall appraisal was done with the help of
several measures in order to determine the performance of
different machine learning models on the anonymized data.
We have used Accuracy, Precision, Recall, F1-Score and
the Area Under the ROC Curve (AUC). Precision and
Recall were also of particular significance in assessing
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performance on skewed datasets, e.g., in credit card fraud
detection. We have tried various models, such as the
standard machine learning algorithms as well as deep
learning models, such as Random Forest (RF), Support
Vector Machine (SVM), Multi-Layer Perceptron (MLP),
and Deep Neural Networks (DNN).

As seen in Table 5, the deep learning models, in turn,
proved more resilient to the loss of information due to
anonymization. This is explained by their ability to project
perturbed data to learn complex patterns. Conversely,
feature obfuscation had a greater influence on the
performance of simpler models.

5. Conclusion

In this paper, a privacy-preserving scheme of
data anonymization specifically de-signed to the field of
safe machine learning was proposed. To illustrate the
flexibility, as well as practical importance, of the proposed
approach, the given idea was tested on a variety of datasets
both real-world, such as Credit Card Fraud Detection, and
benchmark. By anonymizing sensitive data prior to
machine learning (ML) model training, organizations can
protect sensitive information and prevent unauthorized
access. Methods such as homomorphic encryption,
k-anonymity, and differential privacy are helpful for
anonymizing data while preserving its analytical
usefulness. These techniques can be included into
cybersecurity protocols to help lower privacy risks and
enhance the general security of ML systems [28].

The performance of four conventional machine learning
models in a classification test after adjusting the level of
anonymity applied to the adult population is investigated
in this study.

In particular, the scaling of the precision and the
AUC when increasing the value of k for k-anonymity has
been studied, as has the optimal anonymization using the
Minkowski metric disclosed in equation 1. Thus, it is
intriguing that when it comes to the kNN model, neither
the raw data nor the lowest value of k produces the best
results in terms of both criteria. It should go without
saying that, when it comes to ensemble techniques,
training with raw data always produces the best accuracy
out-comes [29]. The results show that the adaptive
anonymization methods maintained a large amount of the
classification performance, and guaranteed good privacy.
Of particular importance, deep learning models were more
robust against information loss as a result of
anonymization, recording an Fl-scores above 93% on
anonymized medical data and exceeding traditional
models in terms of precision and recall. In all experiments,
the technique suggested has shown even values of the
AUC larger than 0.90, along with the significant injury of
the statistical criterion of the difference in performance
(t-tests and ANOVA) [30].

Overall, our anonymization framework is an
effective balance of privacy and model accuracy. It is
better than older stagnant approaches since it is context
sensitive and adapts to the sensitivity of data and the goal
intended to be learnt. Future works can concentrate on
expanding the concept within federated learning
infrastructure and optimize the anonymization level within
real-time systems.
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