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Abstract:

The power system is one of the most important critical
infrastructures in every country. Losing this critical network,
even for a short time, causes the outbreak of some serious
problems and impose the irreparable and destructive damages to
the national security, economy, and the citizens’ life. This matter
causes the power system to be an attractive purpose for terrorist
and malicious attacks. Therefore, attackers want to maximally
damage the power system, and defenders want to minimize the
losses to the system by determining an optimum defense strategy.
This strategic behavior between the defenders and attackers has
been modeled as a zero-sum game. In this paper, the presented
model between the attackers and defenders has been developed
based on the expected energy not served (EENS). This new
decision-making standard based on EENS will result in better
decision-making in comparison to the previous methods. Because
some important parameters, including the powerplants features
(Maximum Capacity, Derated Capacity States, Forced Outage
Rates), and the load features and annual load graph have been
considered in this paper unlike the previous papers. The other
innovation of this paper is that the game equilibrium point and
the best defense strategy have been obtained based on mixed
strategy Nash Equilibrium (MSNE). Meanwhile, a new algorithm
has been presented based on genetic algorithm for solving MSNE
problem and obtaining the optimum strategy. The effect of
recovery budget and the calculation of its optimum amount are
studied at the end. The algorithm and method presented in this
paper are tested by five-bus system, and the operation of the
presented method has been proved.
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1. Introduction

Since the demolition of power system causes
weakening the economic and national security, it is an
attractive and appropriate purpose for terrorist and enemy
countries which are going to damage the economic,
military, and political infrastructures. According to the
report of U.S. department of energy, from 1980 to 1989,
thirty nine attacks are accomplished every year to the U.S.
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energy equipment on average, most of which have been
accomplished to the power system [1].

Although there is not any other formal report about
the malicious attacks, according to the accomplished
analyses, the rate of attacks has become more than the past
[2]. These attacks can include so many economic effects.
For example, in the blackout of November 4th, 2006 in
Europe, the power imbalance in the network at western
part of union for the coordination of transmission of
electricity (UCTE) causes the severe frequency deviation,
and the whole network was divided to three separate parts,
so the electrification to 15 million home subscribers was
disrupted in Europe [3]. On the other hand, the rest of the
other critical infrastructures are highly dependent on the
power system. For example, in the cross-country power
outage of North East America in 2003, the water pressure
was loosened because of the pumps’ interruption; all of the
trains, whose destination was New York, were stopped,
mobile connections were disrupted, and the television
system was interrupted[4].

These attacks can include the cyber-attacks,
confusion, explosive bombs, etc. [5]. According to the
importance of the issue, the countries do so many
investments to defend the power system as the most
important critical infrastructure. But, according to the
limited defense budget and the broadness of the power
system, this investment must be optimum. One of the first
methods to consider the restriction of the security against a
normal breakdown is N-1 method [6]. The usual methods,
among N-1 or N-K method [7], do not consider the
attacker as an intelligent person who can change his own
behavior according to the defender’s behavior. In [8],
Salmeron has presented a bi-level model based on modern
analytical methods to evaluate the power system’s
vulnerability. In that research, some solutions are
presented by a new mathematical model and also DC-OPF,
and using GAMS software to preserve the vital equipment
of system including the transmission lines, transformers,
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and generators. In [9, 10], a more generalized model of
Salmeron’s research is presented. In this study, first, the
bi-level model of problem is rectified and improved to a
single model, and then it is converted by a single linear-
programming model (SLPM) or a more flexible bi-level-
programming problem. In [11], the problems of [9, 10]
have been converted to a Mixed integer bi-level
programming model [MIBP], and a new solution method
has been presented. By studying [9-11], it can be observed
that, by terrorists' entrance, the powerful power system is
even vulnerable against the likely attacks. In current
methods, the relation between the attackers and defenders
is considered as a situation of decision-making; while
considering the fact that there is an intellectual relation
between the defenders and attackers, this relation can be
modeled as a game. The game theory is used in the
strategic  situations  including electronic  market,
transportation, and social problems, etc. [12-14].

In [15], by helping Tabu search along with an
algorithm, embedded greedy algorithm is introduced in
order to solve the problem of the best defense decision. In
[16, 17], using the conditions of Karush-Kuhn-Tucker, the
bi-level problem is first converted to a single optimization
problem, and then the optimum defense strategy is
obtained. In [18], first, the knowledge of game theory and
its performance on finding the appropriate defense plans
against attacks on the power network are introduced. In
that research, the problem of seeking the appropriate
strategy for defending the network is modeled by a kind of
zero-sum game (ZSG), and is solved by solving pure
strategy Nash equilibrium. In [17], two new algorithms are
presented to obtain the confident strategies for two
problems of common defense:

1. When the defenders have a specific budget, how
do they devote this validity to apply their own
safe strategy?

2. When the defenders want to limit their loss to a
determined amount, how much validity do they
need?

In the previous studies and models, the presented
method is accomplished based on the load flow of system
at the moment of attack, and the system features, including
power-plants features (Maximum Capacity, Derated
Capacity States, Forced Outage Rates), have not been
considered, and the loads are assumed to be constant
throughout the year[17,19]. This matter causes the
defender not to be able to make decisions optimally. So, in
this paper, EENS is used as the main index of decision-
making for modeling the behavior of the defenders and the

attackers. Meanwhile, the features of the generative and
load units have been considered. The reliability
probabilistic indexes, including EENS, are highly sensitive
to the features of power-plants and loads. So, it can be
concluded that it is essential to consider the features of
power-plants and loads in the game modeling.

In this paper, first, the game between the defenders
and attackers is modeled according to EENS index and
their probabilistic behavior; then, the relation between
attackers and defenders is modeled as a zero-sum game.
Considering the mentioned game does not have Nash
Equilibrium for the pure strategies, the game between
attackers and defenders is modeled as a Mixed Strategy. In
the next section, a new method based on Genetic
Algorithm is presented to compute MSNE of the game.
Then, the equilibrium point is compared in the state of
considering and not considering EENS rate and the
features of powerplants and loads. Finally, the defenders’
behavior is analyzed according to the available budget, and
it is studied how the defenders’ behavior change through
increasing the budget. Also, the effect of allocated budget
for reducing the recovery time on the loss to system is
studied. The proposed algorithm is simulated for a five-bus
system, and the investment strategies are presented to
optimally defend these networks.

2. Defender Attacker Modeling

Since the power system is one of the most sensitive
infrastructures of every country, it is an attractive purpose
for the terrorist attacks or the enemy countries. The reason
is that disrupting these critical infrastructures will result in
the irreparable economic and social losses to the system.
One of the most important elements of power systems is
power-plants; in this paper, determining an optimum
defense strategy against the physical attacks to this
equipment has been studied, and the presented method can
be easily generalized to the other kinds of equipment. The
power system’s defender and attacker are the players who
make some intelligent decisions, and these decision-
makings are essentially related to each other. In other
words, a player’s behavior depends on its own decisions
and also the rival’s. therefore, this strategic relation
between the defenders and the attackers is modeled as a
game. In this game, the attacker plans to bring the
maximum loss to the power system, and on the other hand,
the defender tries to minimize this loss. It may include
different cases:
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v’ The loss due to the expected energy

v' The loss caused to the equipment which is not
usually significant compared to the first case;

The losses with political and social targets

The loss due to the repair costs

AN

On the other hand, according to the broadness of
power system, a specific budget is devoted to each
defender to protect all system components including
transmission lines, generators, substations, etc., which
must be spent with an intelligent decision to protect and
retrieve the power system. Therefore, first, the objective
function, which the attacker is going to maximize and the
defender to minimize it, should be found. A power system
includes N elements (generators, transmission lines,
substations, etc.) that each of them may be exposed to
malicious attacks. Each of these elements, according to the
devoted defense budget, has a degree of protection which
can be defined by a parameter named successful protection
probability; the more the rate of defense budget for
element, the higher its successful protection probability
will be. This parameter is shown for element i, asP;(C;).
Where, C; is the defense budget rate for element iy,
considering this parameter is the successful protection
probability of the element, so:

0<p; <1
i=12,..N
(M
Ci
(c,) =
pi(c;) s
)
That:
2 regional power gride
h, =43  generator
4 power line
3)

the form of the function (2) is selected mainly because it is
the simplest function satisfying this condition that
increasing the defense budget causes increasing the
successful protection probability. Of course, there are
many other reasonable functions such as the exponential
form (P;(C;) = 1 — e 4iCi),
where; is a parameter.

Given that this function is suitably fitted to data,
we believe that the results are fairly to this choice. the
amounts of h; are obtained according to the survey and the

statistical analysis performed in the electric company of
Khuzestan in Iran.

It should be noticed that the defender’s budget is
determined; this budget can be spent for defense of the
elements, recovery, or purchasing of equipment to improve
the reliability. Here, it is assumed that the total cost would
be spent for recovery and protection [19]:

N

z i +crecavery = CTotal
i=l

v - [N J: N |
2 21(N - 2)

Where Crq; is the total cost of protection.

Considering there are N elements, the protection can be
defined as a vector (Py,P,,...,Py) . The defender, in
addition to increasing the defense probability of system,
intends to restore the lost energy and damaged equipment
at the shortest possible time. So, with some cost, the
defender tries to decrease the recovery time, as follows
[19]:

“)

base

t, =t x f(recovery)

(5)
‘ ki
fi(recovery) =
i + Crecovery
q9;=p (the targ et j, is attack | attack )
(6)
That:
200  user
k; =<300  generator
100  power line
(7

Where fi (recovery) is a function of the cost rate to
restore the system; therefore, the higher the budget, the
lower the recovery time will be. On the other hand, the
distribution or transmission and generation companies can
do recovery according to the initial facilities during a
determined time shown by t pase. Computing t pases 1S
different for various countries depending on the staff
preparation, the equipment, and initial investment.
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Meanwhile, the amount of this time is different for
recovery of substation, transmission line, and transformer.
Basic recovery time is one year for the severe losses to the
Generator according to the questionnaires given to the
staff of electric company in the state of Khuzestan in Iran.
The functions of fi (recovery) and p;(ci) are estimated, and
it is not possible to obtain an exact experiential function
for them.

The attackers can attack N targets including
transmission  lines, generators, transformers, and
substations. The rate of these attacks may be changed; for
example, the attacker can attack 1, 2, 3..., N elements. If
Q is a set of targets, and M shows the number of them, so:

A if the attackers attack one target, then:

Q=1ipissizninf and M=N (®)

B: if the attacker attack two targets, then:

©)
Q= {{iI’iZ }, {il 0 }, {il ’i4}""7{i1’iN }}

(10)

And it will be the same for n attacked targets as above, so,
the number of targets will be as:

M(NJL
n n!/(N—-n)!
(1)

Now, the attacker can attack each of these targets with a
probability, if q; is defined as the probability of attack to
the target jm, so [19]:

(12)
0=<g;=1 =1,2,3,...N

(13)
N
2.4 =1
J=1

(14)

3. Game Framework

In the previous modeling and studies, the modeling
of the defender’s loss and the attacker’s profit has been
accomplished based on the load flow at the moment of
attack. The reliability indexes and system features have not
been considered in any of the references that studied the
behavior of the defenders and attackers to determine the
appropriate strategy. For example, the load is assumed to
be constant throughout the year, and or, FOR has not been
considered for the powerplants. In this section, first, EENS
and the reason of its importance for modeling of the
behavior between attackers and defenders are explained,
and then, the game modeling of defender and attacker is
accomplished based on EENS.

3.1. EENS and the reason of its importance for
modeling the game between the defender and
the attacker

EENS index is the rate of expected energy which is
not received by the network consumers because of the
insufficient generative power of powerplants. So it can be
an appropriate index for comparing the effects of attacks to
each piece of the power system equipment. This means
that the attacker tends to attack the powerplant that, by
omitting it, the rate of EENS will be increased. On the
other hand, the rate of EENS index is so sensitive to the
parameters of generative units and the load features. In this
section, first, the effect of system features on the reliability
indexes has been obtained by Monte Carlo method.
Considering Monte Carlo method can model more details
of the system, it is more accurate than the other methods.
To show the sensitivities, the numbers among 0 to 5 are
used. The work process is as follows, when the index is
not sensitive to the feature change in the system, number 1,
and when it has the maximum sensitivity, number 5 will
be considered. The rate of EENS sensitivity to the
parameters of generative units is obtained by the
simulation of an IEEE 5-buses system using Monte Carlo
method as it is shown in table I.

As it is clear from the table I, the rate of EENS is
highly sensitive to the amounts of MC, DCS, and FOR. So
according to the definition of EENS, and considering the
load curve, and also, the amount of MC, DCS, and FOR
for the powerplants, a more accurate and optimum
decision can be made in comparison with the decisions of
the previous methods.
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3.1.1. Modeling of the game of defenders and attackers
based on EENS index and considering the
features of load and powerplants

In the game between defenders and attackers, the
attacker wants to increase the rate of system EENS after
omitting the powerplants. However, the defender tries to
minimize this loss using appropriate investment. So, first,
the rate of EENS must be obtained according to the load
curve and the features of powerplants (MC, FOR, DCS),
and also, the limitation of the lines capacity.

To obtain EENS, first, the attacked powerplants
must be omitted according to the algorithm of figure 1, and
then, after accomplishing load flow in the system, and
considering the limitation of lines capacity, the rate of
EENS can be computed. As mentioned, the attackers
intend to damage the power system to the maximum, while
the defenders want to minimize this loss by defense costs.
So there is no agreement between the attackers and
defenders; the game can be defined as a two-player zero-
sum one.

Considering the above, the competition between the
attackers and defenders can be defined as follows:

M
x=2quj(c)
Jj=1
(15)
w;(e)=(1-p;(c;))x EENS;
(16)

Where, EENS; is the expected energy not served because
of attacking the generator igp.

If the number of attacks is more than one, the above
formula will be extended as follows:

Attacking to
powerplants(i)

|

Removing powerplant it from the system
and accomplishing DC power flow without
the related powerplants

i=it] l

Computing the rate of lines overload
considering the line limitation

Computing the rate of EENS according to

powerplants features, lines overload, load

curve, and new network structure before
attack

i=the whole number
of powerplants

Save the rate of
EENS for attack ith

Fig.1.The algorithm of computing EENS after each attack

w(©) = (- p, (¢,)..(1= p; (¢; )X EENS {.....i, ...
+ (1= p; (e )= p;_ (c; DX (p; (€, )X EENS{i sy} .
+ (1= p (¢, (1= p; (¢, DX (p; (¢;)) X EENS {....1,, }+
ot (1= p; (€))% (py, (€,))-Ap; (c; )% EENS i}

(17)

Now, the defenders intend to minimize the function X, and
the attackers to maximize it:

M
max]| minij(c).qj
g | ¢ £
Jj=1
(18)

For an attack including one element, (19) is obtained as
follows:
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M
max| min Z(l — p;(c).EENS, 4,
q c -
Jj=1

(19)

And for each attack including (n) elements, (19) is
obtained as follows:

w;(c) = max[min(1- p, (¢;))...1= p; (¢; )) X EENS{iy,....i, }...
q c

+(1= p; (€)= p;_(c; )X (p; (¢; )EENS{i seossi 1} + ...
+(1= p,, (e, )--(1= p; (e, N (p; (c; )% EENS{iy.....1, }+
et (1= py (€)% (i, (¢,)--(p;, (¢; ) x EENS i }]

(20)

4. The Proposed Algorithm

In the proposed method in this paper, the relation
between the attackers and defenders is modeled as a game,
and considering the players play completely greedily, in
order to solve this problem, MSNE is proposed. To find
MSNE, a genetic algorithm is used. MSNE problem is one
of the most complicated subjects in the optimization. In
fact, finding Nash equilibrium point for the mixed strategy
for the related game has been nonlinear and non-
cooperative. So genetic algorithm is an appropriate
solution to solve the problem. In this section, first, the
genetic algorithm and MSNE are explained, and then an
algorithm is presented for combining these two methods in
order to solve the attackers — defenders problem.

4.1. Genetic Algorithm

The genetic algorithm is an optimization method
which uses Darwin’s principle of natural selection to find
the optimum formula. In genetic algorithm, first, some
answers are produced to solve the problem recognized as
the initial population, and each answer is recognized as a
chromosome. Then, the appropriate number of
chromosome pairs are selected according to their fitness
rate to be used at the later steps. The chromosome, with
higher fitness number, may be selected at the production
steps several times, and then cross-over with p (e)
probability would be applied on the parents’ chromosomes,
and by composing them, new chromosomes will be
produced.

Afterwards, the mutation with P (m) probability
would be applied on the chromosome resulted by cross-
over, and will provide a new way for new information by
changing the number of chromosomes. Then fitness rate of
new chromosomes are calculated in order to evaluate the
children, and the new population is produced and

evaluated. This process continues until the final condition
of the algorithm is provided. In figure 2, the process of
genetic algorithm is shown.

4.2. Nash equilibrium

Nash Equilibrium point has been defined by John
Nash as a solution for two or N-players games. John Nash,
by presenting this concept, tried to state that it is
impossible to predict the result of a relation between
several decision-makers without considering their being
together. It is assumed that a player knows the strategies
and pay-off of the other players, and he can obtain some
pay-off just via his own choices and without directed
imposition on the others’. Nash equilibrium can be defined
as follows: Nash equilibrium is a point at which none of
the players can earn more profit by changing their own
strategy when the performance of the other players is fixed.
In other words, x; is a Nash equilibrium point, if for each
of the players we have :

7. * * * *
Viiu (%, X%, X%, X, ) >
* * * * *
u; (%, X% X 5 X, X e X, %)

21

Where xi means that the player x;i is removed from the
equilibrium point, and it will certainly lose. The aim of
presenting this paper is to obtain a strategy in which, if
each of the players (attackers and defenders) change his
strategy, he will lose; and this is precisely the concept of
Nash equilibrium point

In the games in which the players play
completely greedily, the games don’t have Nash
equilibrium point for the pure strategy and the concept of
mixed strategy Nash equilibrium (MSNE) will be defined
for these games, which it has been completely explained in
4.2.1.

4.2.1) Mixed strategy Nash equilibrium

MSNE, in fact, follows the same mentioned Nash
concepts, the difference is that the obtained equilibrium is
defined for mixed strategy. In this situation, a probable
factor has been determined for each of the allowable pure
strategies, defined as a mixed strategy, and the game
equilibrium is here named MSNE.

A mixed strategy profile in an N player game is o =
(ay,..., o) where ojis a vector of probabilities over the
actions of player i(i = 1,..., N). Each element of o; assigns
a probability to the actions of one player i.
A mixed strategy profile o* = (a*i, ...,, a*nx) is a Nash
equilibrium of a strategic game if for everyi=1,..., N. , if
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va, €L;: u;(a®) = ui(ai,a’)

(22)

Considering that it is difficult to obtain MSNE, the
problem can be first defined as follows:

A player’s expected payoff to the mixed strategy profile, o
= (ou,...,0n) is a weighted average of his expected payoffs
when he plays his pure strategies. The weights are the
probabilities assigned to each pure strategy:

u;(a) = Z a;(a;).ui(ai,a_i)
ai €Al
(23)
Then, to obtain MSNE, the following proposition which
makes it easy to compute MSNE has been used:

A mixed strategy profile o* = (0*,...,0*N) is an NE in a
game with VN-M preferences in which each player has
finitely many actions if and only if for every i=1,...,N.

I) Ui (ai, o) = Constant Va;€ A; and a* (aj)) > 0 this
constant is U; (o)
(24)

) U; (ai, a*-) <U; (0%) Vai€ Ai and a* (a;)) =0 (25)

Therefore, a necessary and sufficient condition for
a mixed strategy profile to be an NE is to make players
indifferent over the pure strategies appearing in the mixed
NE with positive probabilities. These pure strategies also
should be at least as good as any other pure strategies
(which are not part of the mixed NE).

\ 4

Randomly initialized population

v
t=1

Crossover operation on parents
for creating population(t+1)

v

Mutation operationon
population(t+1)

IR I

Determine fitness of population

v

Sort the poppulation based on
fitness

v

Next generation selection

Reached to an
acceptable solution?

Fig. 2. The Structure of Genetic Algorithm

4.3. The Proposed Solution Method

As mentioned, the game between attackers and
defenders of power system does not have Nash
Equilibrium for the pure strategies, because the players act
very greedily (which can be proved by solving the
equation 23 for the game), and so the optimum solution for
the above game will be a Mixed Strategy. In this game,
also, each of two players determines its own strategy
according to the opponent’s action, and meanwhile, the
power system structure and the budget rate of defenders
and attackers also affect determining Mixed Strategy Nash
Equilibrium. However, the game between defenders and
attackers is a zero-sum one, and the rate of defender’s
expected payoff is equal to the negative one of the attacker.
In this game, the attacker wants to maximize the loss to the
system, while, the defender intends to minimize this loss
by making an appropriate decision on investment planning.
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According to the functions related to the rate of the lost
power, the appropriate defense probability, and the
recovery time defined in the previous section for defenders
and attackers, the expected payoff related to the defender
and attacker can be defined based on the equations 26 and
27.

Ci
c;,+4

1

u(gi)= 3" p,(EENS,(1=—"2)1)

(26)

Ci
c;,+4

1

u(pi) =y ';Zlq J(EENS,.(1-—1).1,)

27)

Where, U (qi) is equal to the attacker’s expected
payoff, and U (pi) is equal to the defender’s. The vector P
is a probability vector for Mixed Strategy related to the
defender; this means that it is the probability made by the
defender for each of the lines or the cost of system
recovery.

The rate of EENS; will be equal to the rate of the
expected energy not served because of attacking the
generator ig, and this rate is obtained from the algorithm of
figure 1. In this game, first, the defender obtains his Mixed
Strategy. There is a difference between this game and the
usual mixed games, that is to say, the probability rate
selected by the defender affects the amount of each game’s
expected payoff. The attacker’s game probability is
obtained based on the payoff determined by the defender’s
probabilities. To obtain Mixed Strategy, equations 25-26
are used, which is completely shown on algorithm in
figure 3. As mentioned, the attacker intends to maximize
the loss to the system, while the defender wants to
minimize this loss. Since the game does not have Nash
Equilibrium based on the pure strategies, it has a Mixed
Strategy Nash Equilibrium, and the defenders and
attackers will play based on the expected payoff obtained
in part 1.

In this paper, to obtain Mixed Strategy Nash
Equilibrium, a Genetic Algorithm is used, which is the
first time that an intelligent algorithm is used to obtain
MSNE. The proposed algorithm, in this paper, is shown in
figure 3 to solve the problem of determining the defense
optimum strategy.

As it can be seen in figure 3, in this algorithm, first, two
separate populations are selected for P and q, which
represent the mixed game for the defender and the attacker
respectively; in these populations, each person is shown by
Pi and qi, and their genes are also shown by Pjj and q;;. The
number of pi genes is equal to L, and the number of qi
genes is equal to L, which 1 is the number of lines exposed
to attack.

At first, the expected payoff of the attacker, which
is dependent on Pj, is obtained, and then the expected
payoff amount of the defender is obtained according to
formulas 21-26. In the next step, it will be checked by the
algorithm whether the obtained strategy has necessary
conditions for MSNE. These two conditions are:

First, The Rate of the expected payoffs in the
rows, which represent the defender’s utility in the game
and considering that the result of the game for P in those
rows is not zero, must be equal and more than the expected
payoffs of the other rows.

Second, previous conditions must exist for the attacker,
too. This algorithm will be repeated until MSNE is finally
obtained.

5. Case Study

In this paper, the generators are just studied, while

the generality of the issue and method is not reduced, and
this proposed method can be generalized to the other items
of equipment. Meanwhile, the rate of loss due to power
insecurity has been assumed much higher than the damage
to the equipment. In this paper, the studies are
accomplished on a 5-bus system [19].
The assumed five-bus system is shown in figure 4. This
system includes 5 buses and 6 transmission lines. The
network of five bus system is shown in figure 4
considering power base of 100 MV A, voltage base of 138
KV, and capacity line of 100 MW. All generators produce
power from zero to 150 MW.

In this paper, this system is used as the test system.
The reactance of the lines is illustrated based on the power
100MVA and voltage 138KV as per-unit.
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Selecting the initial population in nl
For p,q with condition of 0< pi<1 and 0< gii<l

Costi=costi+abs(upij)-average(upi)

Iteration=1

¥

’Crossover and Mutation for p‘

i=

Costi=costi+abs(uqij)-average(uqi) ‘

’to compute the extended pay of attacker(Upij)‘

Iteration=
iteration+t1

i=it]

’ Crossover and Mutation for q ‘

i=l

To arrange the populations of p and q
decresing according to the cost

[ To select the first nl of pand q |

is Iteration=max iteration

’ to compute the extended pay of defender(Uqij) ‘

’ to compute the rate of ugij mean for every set of qi‘

Mixed Strategy Nash
Equibrium

|
:

’ to compute the rate of upij mean for every set of pi

Fig.3. proposed Genetic Algorithm for solving MSNE problem
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SOMW 120MW

1 2

0.336pu
0.126pu 0215pu
3
0.180pu 0.215pu
9OMW
0.130pu
4 5
30MW 300MW

Fig.4. Five-Bus System [19]

The annual inverse load duration curve has been
assumed for each load of the system according to per-unit
as is shown in figure 5, that the base load is 0.5 per unit
and the maximum amount of load is 1 per unit. Using the
algorithm of figure 1, the EENS rate can be obtained in
the case of attacking each of the powerplants. It is worth
mentioning that, because of the similarity of the
powerplants, the time of repair and recovery is assumed to
be the same for all of them. The rate of Expected Energy
Not Served is shown in table II, when there is not yet any
defense on power system. Also, the rate of the expected
energy loss is shown in table II, when the powerplants
features have not been considered, and the load has been
assumed to be constant throughout the year.

In this paper, the amount of EENS, which is one of
the reliability indexes, is used for the states in which the
load features including the graph of annual load, and the
powerplants features including FOR and the maximum
and minimum amounts of generative power have been
considered. The expected energy loss is used for the states
in which the load features and generative units have not
been considered, and so the powerplants are considered
non-stop, and the load has been assumed constant. It
means that the load distribution has been done at the
moment of attack, and the omitted power has been
multiplied in the recovery time. For example, when
attacking to the generator 1 and then losing it, if the
powerplants are assumed with no loss, and the load graph
is not considered, we will not have lack of energy. But this
is far from the reality, because by damaging the
powerplant 1, the other powerplants (2, 3, 4, 5 and 6) will
be available based on FOR, and they will not be
sometimes available because of the force outage. So we
will have the lack of energy. As it is clear from the table II,

the amount obtained for these two states is so different,
and therefore, it will effect on the defender decision.(the
difference between EENS and Expected Energy Loss, in
terms of the mathematical computations, has been also
obtained in appendix ).

| > P
0.5 1

Fig.5. The assumed inverse load duration curve for each
load of the system according to per units

As it is seen in table II, at the first state, the rate of
EENS is obtained by considering the features of
powerplants and loads, and at the second state, the rate of
the expected energy loss is obtained without considering
the features of powerplants and load, and these two rates
are so different from each other because the rate of the
expected energy loss is much less than the rate of EENS.
It is worth mentioning that the EENS index, as the index
of reliability, is more accurate than the expected energy
loss. The rates of EENS and expected energy loss are used
in the modeling of the defender’s and the attacker’s
behavior. Therefore, not considering the features of power
plants and loads and not computing the rate of EENS can
cause making a decision which is so different from the
optimum decision, and this will cause so much loss to the
system.In table III, the rate of MSNE is obtained for two
mentioned states according to the amounts obtained for
the loss to the system when attacking each of the
powerplants (table II), and using the equations (20, 26, 27)
and applying the genetic algorithm of figure 3.
Considering the rate of the expected energy loss for
modeling and using the features of the system, the attacker
will attack the generators 3, 4 and 5 by the probability of
0.428, 0.332 and 0.24, and on the opposite side, the
defenders will select the generators 3, 4, and 5 to defend
them by the probability of 0.139, 0.336, and 0.525. In this
state, the amount of loss to the system is equal to 0.1224
in terms of the energy not served. But if we don't consider
the powerplants and load features, considering the
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defender imagines that, just when attacking generator 5
(table II), the system will be involved in the lack of energy,
he will allocate his all defense budget to defend the
generator 5. While the attacker will attack the generators 3,
4 and 5 by the probability of 0.428, 0.332 and 0.24. In this
state, considering the defender's decision is not optimum,
the amount of loss to the system is equal to 0.1649 in
terms of the energy not served. As seen in table III, if
EENS index and the features of powerplants and loads for
modeling and defense decisions are not used, the system
will be exposed to the loss which is 0.0425 PU more than
the state in which EENS index and the features of
powerplants and loads are considered.

The main purpose of using the genetic algorithm is
to solve the complicated non-linear and non-cooperative
equations, but it is worth mentioning that using the genetic
algorithm for optimization causes that the speed of
computations for computing MSNE will be more rapid
than the mathematical methods. The time of simulation,
analyzed by the mathematical methods, is 159 s. While the
time of simulation which has been obtained by proposed
GA is 35 s, and this shows the speed of proposed
algorithm in comparison with the current mathematical
methods. When increasing the budget, the expected
payoff rate of the defender (the rate of loss to the system)
will be reducing until the budget increase does not affect
the expected payoff decrease any more. In fact, this is the
point in which the budget increase is not economically
effective in the solution proposed by MSNE to reduce the
expected payoff, and the budget increase does not
noticeably affect the expected payoff reduction. In table

IV, the rate of the expected payoff has been shown for the
different budgets. As is observable from figure 6, after
increasing the budget to 120, a considerable decrease in
the expected payoff will not be observed, and this means
that, based on the strategy obtained by MSNE, the
optimum budget needed for a defense strategy is equal to
120. By investing for recovery, the rates of EENS and the
expected payoff of the system will be reduced. In table V,
the rate of the expected payoff for the different budgets
has been presented with and without considering the cost
for reducing the recovery time. As it is seen in table V, the
expected payoff will be noticeably decreased by investing
to reduce the recovery time. Therefore, it can be
concluded from this table that the investment to reduce the
recovery time is so important in reducing the defenders’
loss.

0.3 T T T T T T

0.125F

o
)

Expected Payoff (PU)

0.115f

10 20 40 60 80 100 120 140 160
Total Budget
Fig.6 .relation between the rate of the expected payoff

and the total budget devoted to defense

Table .II. Expected energy not served and Expected Energy Loss for Each Attack without Defending

considering EENS and the features of without considering EENS and the
Target ] features of powerplants and loads for
powerplants and loads for modeling .
modeling[19]
Generator
Expected energy Not served(MWh) Expected energy loss(MWh)
. Forced
Maximum
number Capacit Outage
pactty Rates
1 150 0.2 557670 0
2 150 0.5 444880 0
3 150 0.1 693206 0
4 150 0.1 894691 0
5 150 0.4 1240364 876000
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In table VI, it is proved that the defenders, in their
planning for the defense budget, must allocate a budget to
reduce the recovery time to decrease the amount of the
expected payoff. However, this investment should also be
purposeful until the allocated budget includes less amount
of the expected payoff. So, first, all of the scenarios which
the defender may have for his own budget should be
obtained (for example: for the budget of 20, the defender
can allocate all of the budget for protecting the generators,
or allocates it equally to physically protect and reduce the
recovery time, or can allocate all of the budget to reduce
the recovery time). Then, the defender obtains the amounts
of the expected payoff and MSNE for each scenario, and,

he selects the best one by comparing the amount of the
expected payoff for each scenario. In table VI, the
amounts of the expected payoff for different total budgets
and the scenarios related to each of them, and finally, the
best scenario for investment for different total budgets
have been presented. for example, for the defense budget
of 20, the best scenario is to allocate the half of the budget
to the physical defense, and the rest is allocated to
decreasing the recovery time. ( in this paper, the
investment unit is considered 10, which it can be simply
changed.)

Table. II1. The defense and attack probabilities computed by MSNE with and without considering EENS and the features
of powerplants and loads for modeling

Defense and attack probabilities computed by MSNE | Defense and attack probabilities computed by MSNE
with considering EENS and the features of without considering EENS and the features of
powerplants and loads for modeling powerplants and loads for modeling[19]
Defender Attacker Defender Attacker
Probabil Suclcl:lessf Attack Expect;dt Probabil Suclcl:lessf Atk Expected
Genera | ity of | Budg .| eneray ~No ity of | Budg o energy
tor defense et defense | probabil | served(PU) defense et defense | probabili | loss(PU)
strate probabil ity strate probabili ty
3 0.139 2.77 0.48 0.428 0 0 0 0.428
4 0.336 6.72 0.69 0.332 0.1224 0 0 0 0.332 0.1649
5 0.525 10.51 0.78 0.24 1 20 0.87 0.24
Table .IV. The amount of expected payoff for different budgets
Total budget
10 20 40 60 80 100 120 140 160
Expected 0.1282 |  0.1224| 0.1189 | 0.1176 | 0.1170 |  0.1166 | 0.1163 | 0.1161 | 0.1160
payoff(PU)
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Table. V. Defense and attack probabilities computed by MSNE with considering different budgets for defense

Defense and attack probabilities
computed by MSNE with considering
EENS and the features of powerplants ) o
and loads for modeling Expecte Expected payoff with considering C recovery
d payoff (PU)
without
Defender Attacke | o nsider
r ing C
) recovery
T(l)ta enera P;obzlol)fll Bud Defense | Attack v
& Y & probabil | probabi Budget for recovery
budg tor defense et ; it
et strategy ty y
3 0.139 2.77 0.48 0.428 10 20 30 40 50 60 70
20 4 0.336 6.72 0.69 0.332 0.1224
0.11 | 0.11 | 0.11 | 0.10 | 0.10 | 0.10 | 0.09
84 47 13 80 49 20 9
5 0.525 10.51 0.77 0.24
3 0.139 5.55 0.65 0.428 20 30 40 50 60 70 80
40 4 0.336 13.44 0.82 0.332 0.1189
0.11 | 0.10 | 0.10 | 0.10 | 0.09 | 0.09 | 0.09
15 81 49 1 91 64 39
5 0.525 | 21.01 0.88 0.24
3 0.139 11.1 0.79 0.428 20 30 40 50 60 70 80
80 4 0.336 | 26.88 0.90 0.332 0.1170
0.10 | 0.10 | 0.10 | 0.10 | 0.09 | 0.09 | 0.09
97 63 32 03 75 48 23
5 0.525 | 42.02 0.93 0.24
3 0.139 16.64 0.85 0.428 20 30 40 50 60 70 80
120 4 0.336 | 40.32 0.93 0.332 0.1163
0.10 | 0.10 | 0.10 | 0.09 | 0.09 | 0.09 | 0.09
90 57 26 97 69 43 18
5 0.525 63.04 0.95 0.24
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Table. VI .The amounts of the expected payoff for different total budgets and the scenarios related to each of them

Scenario for investment The best scenario
Expected
Total budget Budget for defending the | Budget for payoff d?fl;gg?; f(;}rle Budget for
Generator recovery (PU) Genelra%()r recovery
0 20 0.1616
20 10 10 0.1240 10 10
20 0 0.1224
0 30 0.1567
10 20 0.1201
30 20 10
20 10 0.1184
30 0 0.120
0 40 0.1521
10 30 0.1165
40 20 20 0.1147 20 20
30 10 0.1162
40 0 0.1189
0 50 0.1477
10 40 0.1131
20 30 0.1126
50 30 20
30 20 0.1113
40 10 0.1151
50 0 0.1182

6. Conclusion

Defending the power system, as one of the most
significant critical infrastructures, is so important for the
countries. But considering the broadness of power system
and also the limitation of the determined budget, requiring
an optimum strategy for defense investment is of a great
importance. Because the relation between defenders and
attackers is modeled as a strategic relation, each one’s
decision- making will not be correct without considering
another’s decision. So, the game theory is used as an
appropriate solution to this strategic problem. In this paper,
since it has been proved that the game does not have Nash
Equilibrium for the pure strategy, the game has been
solved based on MSNE. The noticeable point is that a
genetic algorithm has been also used for computing MSNE,
which will increase the speed of computing MSNE, and
will increase the speed of computing for more complicated
systems. Solving MSNE problem with the help of this
Genetic Algorithm has provided an appropriate strategy

for investment in the power system lines. The results show
that the appropriate defense strategy of power system,
which has been obtained based on MSNE and according to
the attacker’s behavior, causes reduction of the loss to
system. Increasing the defender’s budget will decrease his
expected payoff, but the results show that this budget
increase should be optimum, because after increasing the
budget to a determined rate, the amount of the expected
payoff will not have considerable change, and the
investment, more than this amount, will not be
economically effective.

On the other hand, considering the probability of
appropriate defense for each generator, according to the
budget determined for it in the mathematical model, it
causes more appropriate defense decision-making. Also, it
is proved that the allocation of budget for reducing the
recovery time causes reducing the expected payoff, and the
optimum strategy for the defender has been obtained by
considering the budget allocated for reducing the recovery
time. In addition, the results show that not considering the
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features of powerplants and loads will lead to a decision
which is not the optimum one. Therefore, the method
presented in this paper for using EENS and the features of
powerplants and loads have been proved for modeling.

APPENDIX

the rates of EENS and Expected Energy Loss, which
present two different concepts for the energy not served,
are obtained by the equations ( a- f).

EENS=(X-R).P(R).t

()

that:

X=system outage capacity

R=C-L=system reserve capacity

C=system effective capacity
L=maximum load

P(R)= The probability of reservation
Expected Energy Loss=fxt

= min G
j€load

Ziegeneratar bi — Zjeload Cj - Zjelods dj =0
(b)

That:

p;:the generated power for generator node i
C; : the shed load for load nod j

d;:the initial load of j.

this minimization is implemental with the following
constraints:

0< pj = pjmax

()

~Pimax = Pt = Pimax

(d)

0<¢<d

(e)

)

®

Where the condition (c) shows the limitation of generators'
generative power; the condition (d) shows the limitation of
power flow capacity in the lines; the conditions (e) shows
the limitation of load shed power; the condition (f)shows
the limitation of buses angle.
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