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Abstract

Cloud Computing provides an excellent environment for the
resource sharing mechanism in each and every cloud user’s
perspective and also reduce the cost of resource utilizations. If the
data is going to be store in a third party network by multiple users
consumption bring an attention to the secure data transaction.
Usually the way to secure cloud data is accomplished with the help
of cryptographic algorithms (such as AES -Advanced Encryption
Standards, DES-Data Encryption Standards, etc..,). At the same
moment, compression algorithms are applied to save the storage
space for multimedia data or information’s. In this research paper
give a initiation to secure the data transaction under the cloud
services with the combination of compression mechanism and
Crypto graphic algorithms. The combination of two mechanisms
provides a complimentary environment regarding to save the
storage space as well as to secure the data transaction.
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1. Introduction

The major objective of the, cloud secure data
transaction is carried out by different researchers in
different perspective with the help of encryption algorithms
in standalone. Especially in this research paper essentially
focus on effectively consider the data components of
multimedia information resides cloud servers. Diversity of
multimedia content, the data has to be taken into account for
secure transaction under the cloud services.

The concepts of compression are almost considered
as the process of saving storage space or packing more data
into the same size space.Before to store the data into the
cloud server, it will be compressed and to apply the
encryption mechanism on the compressed data in order to
protect it from unauthorized access. There are varieties of
compression algorithms exist (such as Arithmetic coding,
Huffman coding, etc..,) as well as crypto algorithms are
using for effective secure data transactions. It’s described in
the related work and usually the concept of Security in
cloud computing consisting the following characteristics:

Privacy — It is considered as an important content in the
cloud storage of different user’s confidential data or
information. In general, the categorization of secure level
either it may be confidential or unclassified to make it as a
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public one is the responsibility of the user. If the incoming
date or information is request a storage allocation in the
cloud server, it will be scheduled according to level of its
security assignment.

Data Confidentiality- The level of security assignment for
the data or information is going to be store in a cloud server
is determined by the owner. Based on the level of security
assignment the data is handled by the cloud servers [1]. The
data or information encryption is used for most of the
situations to prevent residing data from un-authorized
access. Before it deliver to the cloud users, it get decoded
form and to produce an original message. The following
diagram (figure 1) obliviously stipulate the principle behind
the proposed framework,
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Figure 1 Secure data communication in cloud

The communication between cloud clients and
cloud server is ensuring a secure way by using
cryptographic algorithms in general at most of the
applications. Here to addressing this issue with the help of
compression[2].
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2. Related Work

Internet services are generally consumed by the
clients or users through web browsers and will be carried
out with the help of numerous supporting protocols. It
works almost to act as the intermediate communication
between the users and cloud service providers. There are no
specific functionalities or modifications on the data sharing
or store mechanisms. In order to related this work, in this
section indicates some of the compression algorithm and
cryptographic algorithms involving in a secure cloud data
transactions.

A. Huffman Compressor: Huffman coding, compression
and decompression is a short program that needs very little
memory. But it doesn't compress particularly well when
compared to commonly use other compression techniques
programs. The efficiency of Huffman coding also depends
heavily on having a good estimate of the true probability of
the value of each input symbol.

Improvements: Here to surpass the compression ratio of
these programs, we need to start adding enhancements to
the modelling code. That is Arithmetic coding produces
slight gains over Huffman coding. So after constructing the
Huffman code, once again apply the arithmetic coding in
Huffman code, might be we can get the better result.

B. Arithmetic Compressor: This algorithm wills results in
both faster updates as well as better compression. This
scheme works well for incrementally encoding a message.
There is enough accuracy retained during the double
precision integer calculations to ensure that the message is
accurately encoded. In order to use arithmetic coding to
compress data, a model for the data is needed. The model
needs to be able to do two things to effectively compress
data:

= The model needs to accurately predict the
frequency/probability of symbols in the input data
stream.

= The symbol probabilities generated by the model
need to deviate from a uniform distribution.

The process of encoding and decoding a stream
of symbols using arithmetic coding is not too complicated.
But at first glance, it seems completely impractical. Most
computers support floating point numbers of up to 80 bits
or so [4][5].

Table 1. Huffman coding Vs Arithmetic coding.

Compres Size of Size | Compres | Compressi
sion Input files of sion on Time
Techniqu (bytes) Comp Ratio (Comp+Ex
es ressed pan.time)
file
Huffman | 589312 3400 | 42.30% | 0.08+0.09
Coding 21 %
Arithmet | 589312 3278 | 44.37% | 0.09+0.08
ic 37 %
Coding
Ratio
Arithmetic
Coding
M Ratio

Huffman Coding

41 42 43 44 45

Figure 2. Comparison between the compression algorithms

In order to ensure the cloud data communication
over the communication channel is achieved with the help
to mixing both Arithmetic compressions on the cloud data
storage and encryption algorithm for cloud data share
/access. For this reason, now the data (especially to
concentrate more on the multimedia information content) is
available in the combination of crypto-compressed format
of content in its home place.

C.MIT group algorithm: In general it specifies the power
of numerical equivalent values is consider for encryption
and decryption in order to protect the data from
unauthorized access. Especially it is based on numeric
theory and makes some what complicated extensions to the
intruders attempt regarding try to get original information

[6][71[8].
3. Proposed Work

The core concept behind the proposed work is
obviously illustrated in the figure 3 and 4. The original data
or information from the owner outlet is compressed by
using the arithmetic coding and applies the encryption
algorithm RSA (Rivest, Shamir, Aldimer) on it before to
store the cloud server. In the sender node, the data get the
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modifications such as Original Text (PT), Compressed Text
(CT) and Cipher text (CiT) as well as the receiving node,
cipher text, decompressed text (DCT) and the original Text.

Data (PT)
A 4
Data | CT
CiT

Figure 3. Data transaction in Sender node
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Figure 4. Data transaction at Receiving Node

The following figure 5 shows the detailed
explanation about the cloud data transaction under the cloud
between the cloud service provider and the client. The data
resides in the cloud storage sections are in the combined
formation of compression and the encryption in order to
secure the data communication over the channel.
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Figure 5 Secure data transmission under cloud
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Figure 6 Cloud data security comparison

Receiver Components
Data with Encryption and Compression 0.5

Number of Ordinary 0

Complexity Score 1

Highest Centrality Variables

Data with Encryption and Compression 0.5

Figure 7 Statistical analyses for cloud data security

From the figure 6 and 7 depicts the scenario for
the cloud security compression and statistical analysis. The
data under the cloud transactions in the form with
encryption and compression is almost around the “null”
value and the risk factor for without encryption and
compression is almost around 0.06%.

4. Conclusion

The objective of the work is to conduct a secure
cloud data transmission over the communication channel.
In order to achieve the goal, the work proposes the concept
of mixing the compression techniques as well as the crypto
system in the multimedia data resided in the cloud data
storage section. The previous work for the research article
depicts the framework for the cloud storage management
and in the extensive effort for that one come to conclusion
with the secure data transmission achievement by this
modern approach.
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